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Abstract—Cybersecurity compliance processes are often sub-
Jjective and error-prone due to their reliance on manual
documentation. This pilot study evaluates the potential of
Large Language Models (LLMs) in cybersecurity compliance
during uu planning phase nl ISO 27001 standard. Using a

ization, we evaluated
l.llm tasks: of audit
scope definition, and compliance checklist development, as-
sessing Sonnet 3.5, ChatGPT 4o, and Llama 3.1 via ordinal
scoring and qualitative factors (e.g., scalability, skill cov-
erage). Sonnet 3.5 consistently outperformed other models
across all tasks, though all siruggled with completeness
and data assimilation. These findings validate LLMs" ability
to streamline compliance workflows while highlighting key
limitations that must be addressed for practical deployment.

1. Introduction

Cybersecurity compliance is essential for organiza-
tional assurance but faces persistent inefficiencies. Prior
work [1] highlights three key challenges: a lack of envi-
ronmental evidence, where documentary audits sometimes
overlook real-time network insights (e.g.. configuration
logs); static approaches, slow to adapt to regulatory or

sures downstream audit accuracy and regulatory align-
ment, making it a key target for automation. Unlike
sectors reliant on cloud providers, telecommunications
still maintain complex, on-premises IT systems, offer-
ing a compelling testbed for compliance workflows. We
adopted ISO 27001, a widely recognized standard across
industries, for its structured approach and extensive re-
sources [2]. Figure 1 depicts the general compliance life-
cycle [3], presenting planning as the foundational stage
evaluated here. To anchor our study, we created HelloPak,
a hypothetical Mobile Network Operator (MNO). Figure 2
illustrates HelloPak’s network, providing context for our
experiments.
W: targeted three planning tasks: Stalemam of Ap-
(SoA) audit scope d and
checklist creation. Initially planned as a purely qualitative
evaluation, we incorporated ordinal scoring, common in
LLM assessments [4], [5], to rank output quality by rele-
vance and A i we used itati
scoring to assess scalability, skill coverage, and change
absorption. Unlike prior studies targeting specific compli-
ance steps (e.g., policy analysis [6], [7]), this pilot study
explores LLMs across the ISO 27001 planning phase. This
dual approach offers practical insights into LLMs’ opera-
tional utility in cybersecurity compliance workflows. As a
novel pilot, it lays the foundation for broader exploration

threat changes; and human subj d vari-
ability into manual assessments. While automation has
been proposed to mitigate these issues, such efforts have
struggled with the extensive analysis required for vast,
unstructured compliance data. Large Language Models
(LLMs), with their ability to process unstructured formats,
present a promising solution [1]. This paper presents a
pilot study testing this approach within a telecommunica-
tions compliance context, focusing on the critical plan-
ning and scoping stage that provides a foundation for
subsequent compliance steps like fieldwork, analysis, and
reporting.

Planning and scoping in compliance activities require
precision, domain-specific expertise, and considerable cf-
fort. As the foundational phase, effective planning en-

© 2025, Ahmed Salman. Under license to IEEE.
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of stages in the it Next,
we outline our methodology to evaluate these tasks and
scoring methods in detail.

2. Methods

This pilot assesses three LLMs for the compliance
planning stage: Sonnet 3.5 [8], Llama 3.1 [9] (both hosted
on the Abacus Al platform), and ChatGPT 4o [10] (Ope-
nAl platform), selected for their recency, availability, and
benchmarking at the study’s outset. Although newer LLMs
have since emerged, our focus on operational insights
ensures the study’s relevance. Using multiple LLMs miti-
gales bias from any single model's weaknesses, cnhancing
the robustness of our observations. Access to these LLMs
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