T2 VL8 B,

INSAEE# (LS +3F— [FLALISAFOBTHBREEE] S:COVI

PKICFZ AR

AttestationDEL A H S

PKI B EAMEEMIWG FEEE (FaLKkAE4t)

2025/10/23
© 2025 SECOM CO., LTD.



M2z VWLE A~

AHDHER ScCOM

BPKIMEEEREMWGCODFEHIZDOLTHOIHEN

m[ Attestation]&lE ?
mIETFIZH T4l Attestation
mAttestation&Certification
BEAAIZE [T B AttestationECertification
m{a[#R., 5§ Attestationm &Y LHA->TLNHD M ? (BER)

BrSRAMDETIVEZEFETHILET. BHLE-ANRSEILAZBOELS T
mAcknowledgement, Confirmation. Validation. Vetting. Inspection
mAudit:Assessment

B2, EEEMABNED)



M2z VWLE A~

PK | 48 B.:& F 14 2 1l WG D 7& B ScCOM

RFHRR T BRI, SRESERE (FE3REFEE)
m2025%1 8238 IETFI218MRES
m2025458288 IETF1225 MRk +CABRIERE +NIST Agility Workshop & iREL
m2025498 28 IETF123$fEs

EERAS
RIETF£AKRE - WS NS -/ \vhY e
mWeb PKIBZRDEIMER S
RS 7L X L/TOIILOEEILIZEET SRS
BTEEP / Remote Attestation BE{Z D EEIE
mPQCHEERE (FiblX. £2ERDF 2 < LVAPQCEE)

EMELFLELTHYFET

© 2025 SECOM CO., LTD.



M2z VWLE A~

|ETFlc &1+ BAttestation (1) SECOM

M (device) Attestation

mAttestation: the process of generating, conveying and appraising claims, backed by
evidence, about device trustworthiness characteristics, including supply chain trust,
identity, device provenance, software configuration, device composition, compliance to
test suites, functional and assurance evaluations, etc.

mdraft-ietf-rats-tpm-based-network-device-attest-14

W (BAREHMEF L EDNT, TN RADEFEMECEYT R/ E(F TS F— DIEFEE. 74T
UTATATINADEE, VI THER, TNAREE. TARRA—r~DEEE. HEERS L UREL
EHMEBEE) [CDWTOERZERML. mEL. FHET 670t A,

X% Device AttestationzgiiEéLE-EE
X WRELGLHEBRNMERTELOMNTHIM T 5=-ODELD ., HI T3t HAttestation
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B Remote Attestation

mIn Remote ATtestation procedureS (RATS), one peer (the "Attester") produces believable information about itself
("Evidence") to enable a remote peer (the "Relying Party") to decide whether or not to consider that Attester a
trustworthy peer. Remote attestation procedures are facilitated by an additional vital party (the "Verifier").

EBRFC 9334 - Remote ATtestation procedureS (RATS) Architecture

m (B AREEHMEIER) Remote ATtestation procedureS (RATS) [ZHWLTIE. HBDET (Attester) HY, BB IZE T HIEFETEHIEHEER(

Evidence) 24 L. JE—FDE T (Relying Party) A Z D Attesterz (S TEAETERGTNEINEHIMTESLIIZLET T
— I TRT—2aVFHmEIL. 5 — DD EELGEFZRSE (Verifien) &> TXEINFET,

WIETFCIXHEFZERT H=OICFAI 2M2MO (LA ZAttestationEFFA TN,

o Compare Evidence . Compare Evidence
Verifier against appraisal policy Verifier against appraisal
policy
4
Evidence Attestation Evidence Attestation
Result Result
A 4 v
> Compare Attestation - .
Attester Attestation Relying Result against . = . Compare AtFestatlon
Result Part isal 1i Attester Evidence Relying Result against
esu arty appraisal policy Party appraisal policy

Figure 5: Passport Model Figure 6: Background-Check Model

Information on RFC 9334 » RFC Editor
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mdraft-ietf-lamps-csr-attestation (1Z2ZEEERE)
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mdraft-ietf-acme-client (IR=EERE)
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