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Definition of Cybersecurity in 2008 (X.1205)

3.2.5 cybersecurity:
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2lvices, telecommunicatiC ystems, and the totality ofr lra nitted and/a
stored information in the cyber environment. Cybersecurity strives to ensure the
attainment and maintenance of the security properties of the organization and
user's assets against relevant security risks in the cyber environment.

The general security objectives comprise the following:

* Availability

* Integrity, which may include authenticity and non-repudiation
 Confidentiality.



ISO/IEC 27032: Guideline for Cybersecurity

4.20 DRAFT
Cybersecurity

(Cyberspace security)

Preservation (#f%F) of confidentiality,

INTERNATIONAL ISO/IEC
STANDARD FDIS
27032

Integrity and availability of information =
in the Cyberspace —

NOTE 1 In addition, other properties,
such as authenticity, accountabillity,
non-repudiation, and reliability can
also be involved.

NOTE 2 Adapted from the definition
for information security in ISO/IEC
27000:20009.

Information technology — Security
techniques — Guidelines for
cybersecurity

Technologiez de Iinformation — Technigues de securite — Lignes
directrices pour la cybersécurité

Reference number
ISONEC FDIS 270232:2012(E)



ISO/IEC TS 27100 (2020) : Cybersecurity — Overview and Concept

3.2
cybersecurity

safeguarding of people, society, organizations and nations from cyber risks (3.7)
Note 1 to entry: Safeguarding means to keep cyber risks at a tolerable level.

3.7 BAN=URINB N, H=. HHiek. EZFRZ2<F3(3.7)
risk E1 [57B 18 BAN-URDZFFERIRERLNIVTR DL ZERT B

effect of uncertainty on objectives

Note 1 to entry: Cyber risk can be expressed as effect of uncertainty on
objectives of entities in cyberspace (3.5).

Note 2 to entry: Cyber risk is associated with the potential that threats will

exploit vulnerabilities in cyberspace and thereby cause harm to entities in
cyberspace.



https://www.iso.org/obp/ui/en/#iso:std:iso-iec:ts:27100:ed-1:v1:en:term:3.7
https://www.iso.org/obp/ui/en/#iso:std:iso-iec:ts:27100:ed-1:v1:en:term:3.5
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International CYBER Standards : B &Y
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Euros)

impact (billion
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environmental risks

economic risks
technology risks

societal risks

geopolitical risks

unlikely likely very likely

Source: Slides from Dr. Edward Humphrey in ISO workshop
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1EC L;_%% Regional Standards Bodies 3E5
i e . " c 2%
Asia-Pacific =S u
World Standards Europe (CEN, CENELEC, ETSI) S 42
Cooperation (WSC) Americas 52 °
] o

National Standards Bodies (AFNOR, ANSI, BSI, DIN, SAC etc.)

Regulatory Bodies, Government Bodies ...

Source: Slides from Dr. Edward Humphrey in ISO workshop



Cybersecurity standards in ISO/IEC
JTC1/SC27




ISO/IEC JTC 1/SC 27 (Information security,

cybersecurity and privacy protectlon)

Information Security

|dentity
management
and privacy

§; technologies

Security
controls and
service

security ER[PIOE 1 evaluation
and security ;

management : testing and
mechanisms T
systems specification

V4
~ &
-~y "

Cover the area of Cyber Security

Source: Slides from Dr. Edward Humphrey in ISO workshop
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" ISO/IEC 27001 ISMS Business

Context, Risk
Strategy

The on-going management of
cyber risk through the process

of continual improvement: Vieneifi, .
. )

* Anticipate I HEiR &t Assessment
mprovement (0] i

* Prepare Cyber Risk Treatment

Management
* Protect

* Reactive & Responsive

* Adaptive (business plasticity) Igzleerrr&?:;
* CONTINUAL IMPROVEMENT Controls,

Processes and

BRI ENE T O A (CL DY A /N -UR I DR Procedures

=B

Source: Slides from Dr. Edward Humphrey in ISO workshop




T7e ISO/IEC 27001 ISMS -
Managing Cyber Risk

]

O O
o ®

ISMS Continual
Improvement
Framework

Source: Slides from Dr. Edward
Humphrey in ISO workshop

N

ISMS CYBER DEFENCE
CONTINUAL FUNCTIONS
IMPROVEMENT |dentify

|dentify Protect

Plan Detect

Execute Respond
Monitor/review Recover

Reactive

/adaptive

ISMS continual
improvement
Reduce '
cyber risks

ISO/IEC 27103

IDENTIFY

Business Environment and
Context

Risk Assessment

Risk Management Strategy
Governance

Asset management

| 15 |

PROTECT

Access Control

Aware and Training

Data Security

Information Protection Policies,
Processes and Procedures
Maintaining Controls

DETECT

Monitoring and Detection
Processes

Incident Handling Management
Processes

RESPOND

Response Planning and
Management Process
Continual Improvements
Communications

RECOVER

Recovery Planning and
Management Processes
Continual Improvements
Communications




WG 1 Projects related to Cybersecurity

Cybersecurity

ISO/IEC TS 27100: Cybersecurity — Overview and Concepts
2020

ISO/IEC 27102:2019 Information security management — Guidelines for
cyber-insurance

ISO/IEC TR 27103: Cybersecurity and ISO and IEC Standards
2018

ISO/IEC TS 27110: Cybersecurity framework development guidelines
2021
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Network Incident analysis Center for Tactical Emergency Response



WG 4 Projects 1/11

Guidance for information security controls 1/2

ISO/IEC 27031:2011 Guidelines for information and communication
[Revision: FDIS] technology (ICT) readiness for business continuity

ISO/IEC 27033, Network security
Part 1 — Part6

ISO/IEC 27034, Application security
Part 1 — Part 7

ISO/IEC 27035, Information security incident management
Part 1 — Part 4

ISO/IEC 27036, Information security for supplier relationships

Part 1 — Part 4
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WG 4 Projects 2/11

Guidance for information security controls 2/2

ISO/IEC 27039:2015 Selection, deployment and operations of intrusion
detection and prevention systems (IDPS)

ISO/IEC 27040:2024 Storage security
[Revision: 52 T]

Network Incident analysis Center for Tactical Emergency Response



WG 4 Projects 3/11

ISO/IEC 27033, Network security

Part 1:2015, Overview and concepts

Part 2:2012, Guidelines for the design and implementation of network security

Part 3:2010, Reference networking scenarios -- Threats, design techniques and control
Issues

Part 4:2014,Securing communications between networks using security gateways

Part 5:2013, Securing communications across networks using Virtual Private Networks
(VPNSs)

Part 6:2016, Securing wireless IP network access

Part 7:2023, Guidelines for network virtualization security
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WG 4 Projects 4/11

ISO/IEC 27035, Information security incident management

Part 1:2023, Principles and processes [Revision:5E 1]

Part 2:2023, Guidelines to plan and prepare for incident response
[Revision:5E T]

Part 3:2020, Guidelines for ICT incident response operations

Part 4, Coordination [DIS]
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WG 4 Projects 5/11

Investigation, digital evidence and electronic discovery

ISO/IEC 27037:2012 Guidelines for identification, collection, acquisition and
preservation of digital evidence

ISO/IEC 27041:2015 Guidance on assuring suitability and adequacy of
Incident investigative method

ISO/IEC 27042:2015 Guidelines for the analysis and interpretation of digital

evidence
ISO/IEC 27043:2015 Incident investigation principles and processes
ISO/IEC 27050, Electronic discovery

Part 1 — Part 4
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WG 4 Projects 6/11

Cybersecurity

ISO/IEC 27032:2012 Guidelines for cybersecurity

[Revision: FDIS]

ISO/IEC 24392 [IS]

Revision:
Cybersecurity — Guidelines for Internet security

Security reference model for industrial internet platform

Network Incident analysis Center for Tactical Emergency Response



WG 4 Projects 7/11 : loTDER4%

loT security and privacy, CPS

ISO/IEC 27400:2022 loT security and privacy — Guidelines

ISO/IEC 27402:2023 loT security and privacy — Device baseline requirements

ISO/IEC 27403: 2024 loT security and privacy — Guidelines for loT-domotics

ISO/IEC 27404 loT security and privacy — Cybersecurity labelling framework for
[CD2] consumer loT

ISO/IEC 5689 [WD1] Security frameworks and use cases for cyber physical systems

« Base documents of SC 41 “Internet of Things and digital twin”
« ISO/IEC 30141:2018, Internet of Things (IoT) — Reference architecture
« ISO/IEC 20924:2021, Internet of things (IoT) — Vocabulary
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1ISO/IEC 27400 — Published -
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* Title: Cybersecurity - IoT security and privacy -
Guidelines

* Scope

This document provides guidelines on risks, principles and controls for
security and privacy of Internet of Things (1oT) solutions.

« Main Structure
Clause 5 : 10T concept and reference model
Clause 6 : Risk management for 10T systems
Clause 7 : Security controls and privacy controls
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Security Controls in ISO/IEC 27400

Security controls for 10T service developer and loT service
provider

7.1.2.1 Policy for IoT security 24 controls
7.1.2.2 Organization of 10T security
7.1.2.3 Asset management

7.1.2.4 Equipment and assets located outside physical
secured areas

7.1.2.5 Secure disposal or re-use of equipment

7.1.2.6 Learning from security incidents

7.1.2.8 Secure development environment and procedures
7.1.2.9 Security of IoT systems in support of safety
7.1.2.10 Security in connecting varied IoT devices

7.1.2.11 Verification of IoT devices and systems design
7.1.2.12 Monitoring and logging

7.1.2.13 Protection of logs

7.1.2.14 Use of suitable networks for the IoT systems

7.1.2.15 Secure settings and configurations in delivery of
IoT devices and services

7.1.2.16 User authentication
7.1.2.17 Provision of software and firmware updates

7.1.2.18 Sharing vulnerability information

7.1.2.19 Security measures adapted to the
lifecycle of IoT system and services

7.1.2.20 Guidance for IoT users on the proper use
of IoT devices and services

7.1.2.21 Determination of security roles for
stakeholders

7.1.2.22 Management of vulnerable devices

7.1.2.23 Management of supplier relationships
in IoT security

7.1.2.24 Information security in IoT devices
Security controls for l1oT user 4 controls

7.1.3.1 Contacts and support service
7.1.3.2 Initial settings of IoT device and service
7.1.3.3 Deactivate unused devices

7.1.3.4 Secure disposal or re-use of IoT device

El



Privacy controls in ISO/IEC 27400 -

Privacy controls for 10T service developer and loT

- - 7.2.2.10 Communication of privacy

service provider
p 14 controls preferences
7.2.2.1 Prevention of privacy invasive events e L.
7.2.2.11 Verification of automated
7.2.2.2 10T privacy by default decision
7.2.2.3 Collection and use of personal data 7.2.2.12 Accountability for
stakeholders

7.2.2.4 Verification of IoT functionality
7.2.2.13 Unlinkability of PII

7.2.2.14 PII protection in IoT devices

7.2.2.5 Consideration of IoT users
7.2.2.6 Management of IoT privacy controls

7.2.2.7 Unique device identity

7.2.2.8 Fail-safe authentication Privacy controls for loT user 3 controls
7.2.2.9 Minimization of indirect data collection 7.2.3.1 User consent
7.2.3.2 Connecting with other devices and
services

7.2.3.3 Certification/validation of PII
protection



Example 7.1.2.10 Security in connecting varied IoT devices E1
Control-10
0TS AT Al ZHRRIoTT/NA R (#%23) ZiEHi I ABROtTT1)T 2R - HEIF I LTS5 - £
TENBENEFLL,
Purpose

To maintain security of IoT system in connecting varied IoT devices including those not
necessarily verified by the [oT service developer or the IoT service provider.

Guidance
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7.1.3.2 Initial settings of IoT device and service
Control-26

IoT7/)\A X (#g5) LY —EXDOWHEAFRE. [EHECERMTT STENEFTUL,

Purpose

To ensure secure initial settings of IoT devices and service.

Audience: IoT user

[oT Domain: User

Guidance
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ISO/IEC 27402: 2023

* Title: Cybersecurity - IoT security and privacy - Device
baseline requirements

* Scope
This document provides baseline requirements for 10T devices and their
developers to support security and privacy controls.

Excluding any of the requirements specified in 5.1 Is not acceptable when an
organization claims conformity to this document.
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Note:

IO THEBEDIZHDICT X 1UFT A DEARE(F This figure is depicted from
“introduction” of ISO/IEC 27402




Security Baseline Reguirements In ISO/IEC 27402 -

5 Requirements

5.1 Requirements for 10T device developers
5.1.1 Risk management
5.1.2 Information disclosure
5.1.3 Vulnerability disclosure and handling processes

5.2 Requirements for 10T devices
5.2.1 General
5.2.2 Configuration
5.2.3 Software reset
5.2.4 User data removal
5.2.5 Protection of data
5.2.6 Interface access
5.2.7 Software and firmware updates
5.2.8 User notifications



ISO/IEC 27403: 2024

* Title: Cybersecurity - IoT security and privacy -
Guidelines for IoT-domotics

* Scope

This document provides guidelines to analyse security and privacy risks and
Identifies controls that need to be implemented in loT-domotics systems.

Note:
loT-domotics:
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ISO/IEC 27404 — CD2—DIS El

* Title: Information technology — Security techniques —
Cybersecurity labelling framework for consumer IoT
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CYBERSECURITY LABEL CYBERSECURITY LABEL CYBERSECURITY LABEL CYBERSECURITY LABEL
LEVEL1 LEVEL 2 LEVEL3 LEVEL 4

STRX N D DATE OF Doy RIGHTRAMON DATE OF Doy RIGHSTRANON 10 DATE OF ey RIGISTRATON ©© DATE OF ExPmRY

LEVEL1 LEVEL 2 LEVEL 3 LEVEL 4

Meets basic Developed using No known Resilient against
requirements security-by-design vulnerabilities common attacks
principles
Tier4 -
Pen Testing

Tier 3 - Software Binary Analysis
Tier 2 - Lifecycle Requirements
Tier 1 - Security Baseline Requirements

KEY : o
D Developer Declaration of Conformance E 3 Party Independen| g%%%%ﬂg?;{% }%gj;li\'_ﬁjﬂl; O_S_i_)j ;Eo

Figure 1 — Levels of universal labelling framework and assessment tiers
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Annex A (informative) Types and features of cybersecurity labels.........cnmmmn. 24
O ISO/IEC 27404
A.2 Static cybersecurity labels ..., I\ / DIS

A.3 Dynamic cybersecurity labels TS ( )
A.4 Dual modality cybersecurity labels (Static and dynamic)......cummmmmmmm . 24
A.5 Validation of cybersecurity labels........cu s 25
Annex B (informative) Illustrative example of multi-level labelling scheme ...........ccocouniniesnann 26
200 T 1 =) | 26
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B.3 Cybersecurity labelling scheme of Japan
B.3.1 Overview of labelling scheme from Japan (JC-STAR)

@ ISO/IEC 2024 - All rights reserved
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ISO/IEC DIS 27404.1

JC-STAR is a voluntary scheme and targets a wide range of “1oT products” premised on the definition of
an loT product as an loT device and its associated services.

The JC-STAR comprises multiple cybersecurity levels, with each higher level being more comprehensive
in security requirements and conformity assessment requirements. Security requirements differ among
different product categories.

B.3.2 Scope of products covered by JC-STAR

Referring to definitions in both domestic standards and schemes and those of other countries, the scope
of products covered by JC-STAR includes the following loT devices that have the ability to send and
receive data using Internet Protocol (IP), and their associated services.

— Devices that can be connected to the Internet: Devices with the ability to send and receive data over
the Internet using IP

— Devices that can be connected to a network: Devices that are connected to “devices that can be
connected to the Internet” or other “devices that can be connected to a network” and have the ability to
send and receive data using [P

As with certain existing domestic and other countries’ schemes, general-purpose IT products (PCs,
tablets, smartphones, etc.) to which users can easily alter security measures such as via software products
are excluded. loT products with a general-purpose 0S are considered to be in scope if users cannot easily
add security measures to the product itself.

B.3.3 Security Requirements in JC-STAR

JC-STAR establishes security requirements to address minimum threats common to all IoT products in
scope as a unified baseline (STAR-1), as well as security requirements per product category to address



send and receive data using IP

As with certain existing domestic and other countries’ schemes, general-purpose IT products (PCs,
tablets, smartphones, etc.) to which users can easily alter security measures such as via software products
are excluded. loT products with a general-purpose OS are considered to be in scope if users cannot easily
add security measures to the product itself.

B.3.3 Security Requirements in JC-STAR

JC-STAR establishes security requirements to address minimum threats common to all loT products in
scope as a unified baseline (STAR-1), as well as security requirements per product category to address
characteristics of each product category (STAR-2, STAR-3, and STAR-4). Figure B.3.3 shows an image of
the security requirement levels in JC-STAR.

Telecommunication Security Smart
High Equipment products Home _
(Ex. Network Appliances
STAR-4 camera)
Third Party
[ Assessment
STAR-3

STAR-2 STAR-2 STAR-2
STAR-2 Criteria ‘ ‘ Criteria \ Criteria

Figure B.3.3 - Security requirement levels in JC-STAR

B.3.4 Conformity assessment levels in JC-STAR

— Self-Assessment

For STAR-1 and STAR-2, labels are granted based on self-declarations of conformity by IoT product
vendors. For STAR-3 and STAR-4, labels are granted based on a third-party evaluation by an accredited
independent test laboratory, as STAR-3 and above are intended for procurement use by government



agencies and critical infrastructure providers and require high reliability. Table B.3.4 shows the
conformity assessment levels of JC-STAR.

Table B.3.4 - Conformity assessment levels in JC-STAR

High

STAR-3 * General conformity criteria for each loT product category in
and addition to STAR-2.
above * Evaluated and certified by an independent third party.
* Intendedforuse in critical systems of government agencies,
critical infrastructure providers, and large companies.
STAR-2 * Basic conformity criteriafor each loT product categoryin
addition to STAR-1.
* loT productvendors self-declare conformity.
STAR-1 * Unified baseline conformity criteria for all loT products in
scope.
i * |oT productvendors self-declare conformity.
ow

B.3.5 STAR-1 - Unified baseline level for security requirements and conformity assessment
requirements in JC-STAR

For STAR-1, security requirements, conformance criteria (16 criteria in total), and evaluation
procedures are organised to address threats common to all IoT products in scope. The STAR-1
requirements are designed based on an analysis of overlapping requirements in both domestic
standards or schemes and those of other countries including ETSI EN 303 645 and NISTIR 8425.




Approach to global standardization of 10T security L1

ISO/IEC JTC1/SC27
27400, 27402, and 27404 (CD2->DIS)

-US - CTIA /WB\ -UK — IASME IoT

loT Cybersecurity

< Terminologies Cyber Scheme, etc
Certification, : -EU — ETSI, Cyber
* Reference Architecture )

-SP 800-213(NIST) . Use Cases Security for Consumer
loT Device e .- loT: Baseline Req.

:  Certification Framework
Cybersecurity EN 303 645
Guidance for the * Risk Analysis -EU — ENISA
Federal Government  Security/Privacy Controls Cybersecurity

- NIST TR 8425 Certification — EUCC

Candidate Scheme

Japan — CPSF (METI), Device Requirements (MIC), 10T device
Certification Scheme (under study), etc.




|4
BEREMNGERT—IICKBloTzF T4 LERIREL DR

1. IoTHERZF55 9 DAIDTF 1 U 35K (Security by
DesighzE))
ISO/IEC 27400, 27402, 27404, etc.

2. ER(ICHEA GEA) UTULWBIoTHERA\DXTR
Finding Vulnerable IoT devices (NOTICES) |,
ISO/IEC 27400, etc.

3. Fmh EEloTHER XTI TR
ISO/IEC 27400, 27402, etc.




ISO/IEC TS 5689

Title: Cybersecurity -Security frameworks and use cases
for cyber physical systems

Scope

AEFIULTOARSTZIRE TS .

CPS BI=ET IV EZDEARRY U]

~“BAIN=J4ZhILS T (CPS) OHEZETIVEZD—RAKBI4FEL ;

~-DOELHERLZELEE U CPS DE{RBYIRYSFET

ree 11O E A

-BIZTTIVICEDWVT, CPS OtF1V5T(URIECF 1T Rz i%Rm I DIcHDOEREL R Z 1Y
T4 LEORAE ;

-CNS5OtF 171 EORRCTTU T B DL Oh DO+ 1UT( - JL—LT—) ;
CPSOERARI—-AT—X

-CPSOfeohDENZENDO X 1FT4IL—LAD—DICE D A-RT—X ;
CPSOIzHDEANLRI—-AT—R -CPSOIcHDENENOTF1)F74IL—AD—-J(CE DI -R
-2 -FaV574IL—-LD-DOEARNBERGEICET D3I -AT— ANt EDIRE BE




Connections in
cyber space

Data
transcription
in Cyber/Physical

Data processing, analysis, management

(Integrated analysis of data collected at multiple points, processing
and accumulation, and feedback of appropriate analysis results to

0T consumers in Physical space)

Analysis servers

|

I(I{IO \I(Illl

l({ll /I(Illl

Data
transmission

~

Camera data

Environmental
qlatal

Healthcare data

Feedback
of analysis
results

Data
transmission

Manufacture 0T
devices )

T - & [v

Sell 10T devices

Lﬂu[

Connections in physical space

CPSOBEZET IV (RE(IFARAS(CFERABENT . - o)

i i Feedback

Camera data of analysis

results
Activity Log

Location data

__________________________________________ .__..______1\_/.7___________________..__..______2\_/7_____________
Use loT Use loT -
|\ devices devices
o0 o ;
o W@ - . -7




Figure 3. An example of 3-tier
conceptual model for cyber
physical systems
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WG 4 Projects 8/11

Al and big data security and privacy

ISO/IEC 20547-4:2020 Big data reference architecture — Part 4. Security and privacy

ISO/IEC 27045 [PWI] Big data security and privacy — Processes

ISO/IEC 27046 [CD] Big data security and privacy — Implementation guidelines

ISO/IEC 27090 [WD4] Cybersecurity — Attificial Intelligence — Guidance for addressing security threats to
artificial intelligence systems

ISO/IEC 5181 [WD] Information technology — Security and privacy — Data provenance

ISO/IEC 6109 [PWI] Guidelines for data security monitoring based on logging (Proposed title)

ISO/IEC TS 7709 [PWI] Security and privacy-preserving guidelines for multi-sourced data processing

« Base documents of SC 42 “Artificial intelligence”
« |ISO/IEC FDIS 22989:2022, Artificial intelligence — Artificial intelligence concepts and terminology
« |ISO/IEC 20546:2019, Big data — Overview and vocabulary
« |ISO/IEC 20547-3:2020, Big data reference architecture — Part 3: Reference architecture
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Network Incident analysis Center for Tactical Emergency Response
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Cloud computing security and privacy

ISO/IEC 19086, Cloud computing — Service level agreement (SLA)
Part 4:2019 framework —
Part 4. Components of security and of protection of PlI

» Base documents of SC 38 “Cloud computing and distributed platforms”
« ISO/IEC 19086, Cloud computing — Service level agreement (SLA) framework
Part 1: Overview and concepts
Part 2: Metric model
Part 3: Core conformance requirements
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Network Incident analysis Center for Tactical Emergency Response
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Security in virtualization technologies
ISO/IEC 21878:2018

ISO/IEC 27070:2021
ISO/IEC 27071 [IS]

Security guidelines for design and implementation of
virtualized servers

Requirements for establishing virtualized roots of trust

Security recommendations for establishing trusted
connections between devices and services

Network Incident analysis Center for Tactical Emergency Response
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Other projects for emerging areas

ISO/IEC 13133 [PWI] Information technology — Security techniques — Security
reference model for digital currency hardware wallet

ISO/IEC 17603 [PWI] Information security — Security technigues —
Confidential computing

Network Incident analysis Center for Tactical Emergency Response
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