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Scans reach NICT sensors on the darknet
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2014 241.0(2 212,878 115,335
2015 #631.6(2 270,973 245,540
2016 91,4402 274,872 527,888
2017 #91,559(2 253,086 578,750
2018 92,1692 273,292 806,877
2019 #93,756/2 309,769 1,231,331
2020 95,7052 307,985 1,849,817
2021 #95,18012 289,946 1,747,685
2022 #95,226/2 288,042 1,833,012
2023 6,197 289,686 2,260,132
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2023’s Infected Device in JP: LTE Router i
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® Rooster Series (Sundenshi Co.,Ltd.) (Jb=—9—3U—-X)
v LTE router |
v liveness monitoring
v automatic recovery
v remote maintenance
v Infected via management Web IF with default ID/Password

(FIANWMDID/)KAD— RTEERYIT IFEHT L)

® HWL-2511-SS (HYTEC INTER Co., Ltd.) (&&H)
v LTE router for small industrial system

v Infected via management Web IF with no ID/Password
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Global IoT Device Count and Growth Rate Forecast by Sector/Industryﬁ
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Thingbots: The Future of Botnets in the *
Internet of Things

February 20, 2016 | By Paul Sabanal IOT Home ROUterS BOtnet
Leveraged in Large DDoS Attack

The Internet of Things (o]
upon us. Everything from ¢
home appliances, watcheqg
even children’s toys are bqg

Is your reiri Cyb e

AAAAAAAAAAAAAAAAAAAAAAA I’ T Home Roliter Rotnet Leveraged in
spam-send]

tack
tt acks in loT
= G‘f“““"“’” = O n t h e rI S e y concerns pri

boost in loT services

News roundup: As Internet of Things concerns become
RISK ASSESSM ENT SECURITY & HACKTIVISMZ . ormbet e vk, Bras 16 o ueoers ereate
the risk; Target pays up; Apple devices
“Internet of Things” is the new Windows XP 'y secured in the enterprise.
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How an army of vulnerable gadget ( »)
web today I I

Malware known as Mirai

By Nick Statt | @nickstatt | Oct 21, 20
f ’ @ " o n e o

lIoT Home Router Botnet Leveraged in
i o Large DDoS Attack
21 KrebsOnSecurity Hit With Record DDoS

- On Tuesday evening, KrebsOnSecurity.com was the target of an extremely large and unusual
of America distributed denial-of-service (DDoS) attack designed to knock the site offline. The attack did
not succeed thanks to the hard work of the engineers at Akamai, the company that protects

. my site from such digital sieges. But according to Akamai, it was nearly double the size of the

largest attack they'd seen previously, and was among the biggest assaults the Internet has
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loTPOT = loT Honeypot
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Yin Minn Pa Pa, Shogo Suzuki, Katsunari Yoshioka, Tsutomu Matsumoto, Takahiro
NC///CT?E;;“&Kasama, Christian Rossow, “IoTPOT: Analysing the Rise of IoT Compromises, CoYrINE= )
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Scanning Back
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No. of Unique hosts ()

Mirailc&dWMZED R VR (RiT)

“ HROBIYRZ M)#(F40,000~100,000872E

2021/1/1 2021/1/15 2021/1/29 2021/2/12 2021/2/26 2021/3/12 2021/3/26 2021/4/9 2021/4/23 2021/5/7 2021/5/21 2021/6/4 2021/6/18 2021/7/2 2021/7/16 2021/7/30 2021/8/13 2021/8/27 2021/9/10 2021/9/24

2 Mirai (Fh[E) = Mirai (4> F) % Mirai (T 7 ) & Mirai (Z/8=7)
@ Mirai (8E) = Mirai (772)L) # Mirai (XU >v) = Mirai (A7)

= Mirai (7 XY #AH) o Mirai (&%) @ Others
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(BYOB : Build Your Own Botnet)
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Kbeginner's guide to building
botnets—with little assembly
required

" NICTER

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee



YN

SRR ERAETS "VPNFILTER OB

COMMAND <
& CONTROL

EXPLOITATION

£} R OIHRIELRL TWBED
MRS SHRNRIMET 0. [BIRINGE

DIFEITARE A ERNEREINS

A (& @ If Photobucket fails, v (A
it calls out to toknowall
= - -]

to download a picture (o),
O

If toknowall fails,
PHOTOBUCKET > > e

it opens a listener
and waits for the actor 1oooo

to send a trigger packet .
for direct cgognne‘?:tion STAGE 3 SERVER By Cisco team

https://blog.talosintelligence.com/2018/05/VPNFilter.html
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N7 AH)UNAS (Network Attached Storage) J\Z—hwbzRF
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encrypt files Darkweb %
and leave ransom

note in every How to pay
@vulnerability folder Bitcoin:--- J~P-OUT|(|G|°M” IP-IN [lGlobaI}
eXDIOits, Weak NAS ‘ ” “ J Web Reverse
Cl‘edentials Packet Monitor > Access Controller “ Proxy
# . i T \ SSH Revershlgim
:> ¢ QNAP Monitor —— Proxy
. Shell Script IP-LOCAL (Local) Python Code
Your files
S
been :
locked @Visit darkweb QNAP1 (Sandbox) QNAP2 (Honeypot)

for ransom

payment Fig. 1. Structure of SPOT



Ransom notes (% L/—b)

e EFOE ES T4

] . 2021/03/24 4:26 ENCRYPT J71 4,499 KB
w 2021/03/24 4:26 ENCRYPT 774 I/ 4715KB
w 2021/03/24 4:26 ENCRYPT 7711 4351KB

) e e

README_FOR_DECRYPT.txtt

H.jpg.engass

o '
e TV REEO BO) ZRV) AVTH

2.jpg.e

HWJMJI your data has been locked(crypted).

Leaves ransom note in every folder so that it

I.jpg.encrypt / L,,."¢4 4: \ , ,
vhe— can'be easily-found by:the victims
B.jpg.encrypt 2021/03/24 4:26 ENCRYPT J74 Il 5,857 KB

w-How to unlock(decrypt) instruction located in this TOR webs

~"Use TOR browser for access .onion websites.
it tps : //duckduckgo. com/html Ya=tor+browser+how+to

pJPg.en
5jpg.en
7.jpg.en
5jpg.en

2.)pg.en
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: INMHOT!!! Discount 30% for ALL! I'HOT!!!

| *The discount is valid from 2021-11-19 to 2021-11-26
Status: Waiting Payment...

VA INOSETN

All your data has been stolen and locked{crypted).
If vou want decrypting your files send 0:03-BTCbiteain)

WDTZsIC, &
New price with discount 0.021 1| BTC(bitcoin)
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OESSIE:= _
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NOTICE

® NOTICE: National Operation Towards loT Clean Environment
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Ministry of Economy, Trade and Industry of Japan
(BBERS)
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Approach to global standardization of 10T security L

ISO/IEC JTC1/SC27
27400, 27402 (FDIS), and 27404 (WD)

US - CTIA

loT Cybersecurity
Certification,
SP 800-213(NIST)

Terminologies Cyber Scheme, etc

» Reference Architecture EU - _ETSL Cyber
Security for Consumer
» Use Cases

« Certification Framework loT: Baseline Req. EN

loT Device 303 645
Cybersecurity * Risk Analysis EU — ENISA
Guidance for the  Security/Privacy Controls Cybersecurity

Federal Government Certification - EUCC

Candidate Scheme

Japan — CPSF (METI), Device Requirements (MIC), 10T device
Certification Scheme (under study), etc.
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