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Temperature slipped below those of capitals in Russia, Kazakhstan and Mongolia

CBC News - Posted: Jan 19, 2019 9:44 AM ET | Last Updated: January 19
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NIST SP800-57

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf

Protective Measures

Certain protective measures may be taken in order to minimize the likelihood or consequences of
a key compromise. The following procedures are usually involved:

Limiting the amount of time that a secret symmetric or asymmetric private key is in
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plaintext form;

Part3 \ 2. Preventing humans from viewing plaintext secret symmetric and asymmetric private keys;
(Application) \ 3. Restricting plaintext secret and private keys to physically protected “containers.” This
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Cryptographic modules are used to perform cryptographic operations using these keys. This
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Recommendation does not address the implementation details for cryptographic modules that may
be used to achieve the security requirements identified herein. These details are addressed in
Federal Information Processing SlandarcIiF[PSE 140 [FIPS 140 ‘nd its amcmled implementation

guidance and derived test requirements (available at htips://csre.nist.gov/projects/cmvp/).

https://csrc.nist.gov/publications/detail/fips/140/2/final

FIPS 140-2

Security Requirements for Cryptographic Modules

f w

Date Published: May 25, 2001 (Change Notice 2, 12/3/2002)

Superseded By: FIPS 140-3 (03/22/2019)
Supersedes: FIPS 140-2 (10/10/2001)

Planning Note (3/22/2019):
140-3 Development for more details.

I_‘ Author(s)

National Institute of Standards and Technology

Testing of cryptographic modules against FIPS 140-2 will end on September 22, 2021. See FIPS

https://www.gpki.go.jp/documents/kihon.pdf
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3231 Gemalwo Internal Express 2 (PSI1-E2) Hardware 07/12/2018

IEEESTEIRIZETRE 01/31/2019
3211 Gemalio tq:lljj—,{ﬂ'\ljy—%é%lm__[ ardware Security Module Hardware 06,/27/2018

3210 Gemalm SareNeat | ISR Hardware Sernritv Madnles Hardware 06/27/2018
Certificate #3182
2209 Gemalt : Hardware 06/27/2018
Details
: I
3208 Gemalt | wodule vame SafeNet Luna KT+ Cryptographic Module det PCle Hardware Security Hardware 06/26,/2018
Standard FIPS 1402
status Active
Sunset Date 5/1/2023
3198 Gemalt  vaudaton pates 05/02/2018;05/17/2018,06/13/2019 Hardware 06/14/2018
Overall Level 3
3182 Gemalt Caveat when aperated In FIPS mode and Infualized to Overall Level 3 per Security Folicy Hardware 05[{[]2),’2018
Secury Level Exceptions « Physical security: Level4 .
05/17/2018
Module Type Hardware
embodiment Multi-Chip Embedded 06/13/2019
Description The SafeNet Luna K7+ Cryptographic Module s a high-assurance Hardware Security Module with a tamper-active physical enclosure,
which secures sensiive data and eritical applications by storing, protecting and managing cryptographic keys. It provides end users with
Industry-leading security and performance, and can quickly be embedded directly Into servers and security appliances for FIPS 140-2
validated key security. The module meets compliance and audit needs for FIPS 140, HIPAA, PCI-DSS, €IDAS, GDPR, and I5 sultable for
deployment in less controlled physical environments.
FIPS Algorithms AES Certs. 74752 and 34754
oL Cert. #1392 and 71431
DREG Cert. 71634
DSA Cert. #1274 and #1275
ECDSA Cert. #1188 and #1189
HMAC Cert. #3166
KAS Certs. 7133 and 7134
KaKDF Cert. 7152
KTS AES Cert. #4753; key establishment methodology provides between 126 and 256 bits of encryption strength
RSA Cert. #2397, #2598, and 52632
SHS ‘Cert. #3896, #3897, and 53952
Triple-DES Cert. 72525
Triple-DES MAC  Triple-DES Cert #2525, vendor affirmed ﬁi EE Z z O) E / | / % H% ( 5?' Hﬂ j:)\\ ~
Allowed Algorithms AES (Cert. 24753, key unwrapping; key establishment methedology provides between 128 and 256 bits of encryption strength]; Diffle- m : " A
Hellman (key agreement; key establishment methodology provides 112 bits of encryption strength); NDRNG; RSA (key wrapping; key — \ 2 2 AN b \\ = — EXY
establishment methodology provides between 112 and 152 bits of encryption strength); Triple-DES (Cert. #2525, key unwrapping; key ’ \ — FI P
establishment methodology provides 112 bits of encryption strength) L b m L
Hardware Versions 508-000069-001, 508-000070-001
Firmware Versions 701,7.02,703,733 *1 x ~ I\%/# ct
i 2T L/ C 5 j i L/ D
Vendor Related Files
Gemalto
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Setup  Control  Window  Help

lunacm:>parsi

Partition Label ->
Partition Manufacturer -> Safenet, Inc.
Partition Model -> Luna NetWork HSM 7.0.0
Partition Serial Number -> 1283350625688
Partition Status -> L3 Device, Zeroized
HSM Part Number -> 808-000066-001
Token Flags ->
CKF_LOGIN_REQUIRED
CKF_RESTORE_KEY_NOT_NEEDED
RPV Initialized -> Not Supported
SlotId >0
Session State -> CKS_RW_PUBLIC_SESSION
Role Status -> none loggedin
Token Flags ->
Partition OUID: 0c00000010000001 10690800

Partition Storage:
Total Storage Space: 3345795
Used Storage Space: 0
Free Storage Space: 3345795
Object Count: 0
Overhead: 9648

*** The partition is NOT in FIPS 140-2 approved operation mode. ***
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Key ¥ ¥ ¥
IKDey I Public Key Private Key Secret Key
Start date Subject Subject Sensitive P
End date Subject str Subject str Encrypt
Derive Enc_rypt Decrypt Dgcrypt
Local Ver!fy Sensitive Sign
Verify recover Sign Verify

Local/@*THSM Wrap Sign recover Wrap
D AR SHTZ Export Unwrap Unwrap

DHIBI AR Extractable Extractable HSMAMERICEES (L L T T o

Always sensitive
Never extractable

Usage count Exportable

Exportable Export

Import Import
Check value

g : )XXD— R

Always sensitive
Never extractable

FEE /(RO — R

RAR— ~(WRAP)A] &

CA_AuthorizeKey

CA RuthorizeKey(
CK SESSION HANDLE hSession,
CK_OBJECT HANDLE hobject, // the object's handle
CK UTFSCHAR PTR  pAuthData, // the user's auth data
CE_ULONG ulAuthDatalen // the length of the auth data

// the session's handle

THALES
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| Digital Signature Details ‘ ? =
=) eTokendll Properties | &= General | advanced
— - —, Digital Signature Information
General | Digital Signatures |Sec1.nt_v I Dietails I Previous V&rsions| This digital signature is OK.
Signer informatior
) . . ! Iame:
Mame of signer: Digest algorithm Timestamp =me fgemalto
gemalto sha256 20M17ETH3E 21:46.. E-mail: Mot available
] Signing time: | 2017 % 7 A 38 21:46:15
i Countersignatures
i Name of signer: E-mail address: Timestamp

i Symantec Time ... Mot available 2017F7H3H 20:4...

J1—-REZHH/EAE

HSM

0110110001010
11010001101
10111000101
D1110110001
11001110101
0010101110
0 00011101
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Data Protection On
Demand(DPoD

https://www.ibm.com/cloud/hardware-security-module/

IBM Cloud Hardware Security Module
70

Secure key storage and cryptographic operations within a FIPS 140-2 Level 3,

tamper-resistant hardware device designed to securely store cryptographic
key material

[ Getstarted Chat to learn more

What is IBM Cloud HSM 7.0?

BEM Cloud Hardware Security Module (HSM) 7.0 from Gemalto protects the cryptographic infrastructure of I
SOME O TNE MOST SECUTTTy-CONSCIOUS Of GaNIZations In INE WOTId Dy SECUTely Managing, ProCEssing and storing

cryptographic keys inside a tamper-resistant, tamper-evident device. With IEM Cloud HSM 7.0, you can solve
complex security, compliance, data sovereignty and control challenges associated with migrating and

running workloads on the cloud.
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SafeNet Data Protection On Demand
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SafeNet Data Protection On Demand
A7 IVTA K

| https://safenet.gemalto.com /data-protection-on-

demand/marketplace/
| EBEaN -2
| VAYIORG— i1 RTHRE

Services How it Works Partners

Pricing

SafeNet Data Protection On Demand - 30-Day Free Evaluation

Step 2: Sign Up for a Partner Account

Experience the innovation of SafeNet Data Protection
On Demand first hand

JapanziEIRU TIEaE
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*Email Address:
*First Name:
*Last Name:

*Company Name:

*Phone:

P e e = = 1
*Country: L |iselect] M
*Data Center Morth America Europe Both
Regicn:

By clicking "Request My FREE Evaluation”, you confirm you have
read and agree to our Terms, and are authorized to bind the

company/licensee.
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