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Intel SGX Explained,

IACR ePrint, 2016
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PKI/##EEDHR CRIZ Intel SGX DCAP

- Intel SGX DCAP (Data Center Attestation Primitives)

F—=At> WIS REEEE(3rd-party)H.

EHI CAttestation ServerZziEH 9 Bz DILIRIKEE
- PCK (Provisioning Certification Key) &iEBREN.
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third-party-attestation,
Intel Corporation, 2018
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PKI/#EEDHRK TR/ AMD SEV

- )L— NIEBRZE (F2DH D,
AMD Root & Owner CA (=35 w DA —ASEEICHIL)
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e B
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AnalyZIng AMD SEV S Figure 1: Cryptographic keys in SEV. A shield denotes the
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ACM CCS, 20 19 chain. Boxes show the scope of the respective I{E.!'}-'S.
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(ME5%F) Verifiability & Security

INRTCOEREICHNT, LE2TICLKD

IREEEIEE Tap B = & (Verifiable) ', ZLRMDBHRERRD
e L E 1735 E S TV Rz,
ZEDILTEED OSSTHBDZ &, IBRABEN TR T &l

ZE2MDE L (CDINB, (cf. WhiteHat, BlackHat)

HZTAREIE
GTET——— XA, B, BROSTOEAT (Formal Verification)
ESFHA> AT A tFIUF A S RFARMBECLBZLE1— )L
(IAM, KMS, %) CMVP, CC, FIPS, PCI-DSSEDIMBEET (Model Checking)
EFIUT A ST ARMEEC LB EL— I ooy C R
s VD RO 7R, BR, HBROS TOTAT T s et
Cep BRI | R U5 VT RO T R E R LB L 1 — ?ﬁfﬁ;ﬁ Verification)
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St=ku] Su))) FCIETHRE oDt 2T “ 22 S B
(SSL/TLS, %) ;[EA?:: F{%{j&)ﬂl’% L hj)lﬁgz_mi%}*a';t;_ (Cryptographic Analysis)
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