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Your Computer Isn't Yours SECOM
https://sneak.berlin/i18n/2020-11-12-your-computer-isnt-yours.ja/
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Apple PKI BN ZLE HE~
|
Apple established the Apple PKI in support of the generation, issuance, distribution, E
revocation, administration, and management of public/private cryptographic keys that are
contained in CA-signed X.509 Certificates. \ \ Y
= N
AppleDEG « T—EXDEIRE
—\ — —
Apple Root Certificates Apple Intermediate Certificates , ) IJ & |\ 7 z |\ ‘5 § Z %

* Apple Inc. Root Certificate » Apple IST CA 2 - G1 Certificate »

* Apple Computer, Inc. Root Certificate » Apple IST CA 8 - C1 Certificate »
Application Integration Certificate » DD e

= Apple Root CA - G2 Root Certificate »
Application Integration 2 Certificate »

* Apple Root CA - G3 Root Certificate »
Application Integration - G3 Certificate »
Apple Application Integration CA 5 - G1 Certificate »
Developer Authentication Certificate »
Developer ID Certificate »
Software Update Certificate » Apple Root CA
Timestamp Certificate »
WWDR Certificate (Expiring 02/07/2023 21:48:47 UTC) »
WWDR Certificate {Expiring 02/20/2030 12:00:00 UTC) »
Worldwide Developer Relations - G2 Certificate »

Apple Application Integration CA

Certificate Revocation Lists Certificate Policy (CP) and Certification (AAI SU b_CA)

Apple Inc. Root CRL » Practice Statements (CPS)
Apple Computer, Inc. Root CRL » Apple Root CA:

TmecampciLy e Conpene ol Worldwide Developer Relations CA
Timestamp CRL » . Application Integration CPS » p

Worldwide Developer Relations CRL » Developer Authentication CPS » WW DR S b CA

Developer ID CPS » ( ub- )

Software Update CPS »

Timestamp CPS »

Waorldwide Developer Relations CPS

apole ublc i Software Update Sub-CA

* Apple Public CACPS »

Developer ID Sub CA

Audit Reports Apple Root Certificate Program
Certification To better protect Apple customers from security issues related to the use
Authorities ‘WebTrust for Certification Authorities of public key infrastructure certificates and enhance the experience for

* WTCA users, Apple products use a common store for root certificates. You may

WebTrust & WTExternalRoots apply to have your root certificate included in Apple products via the Ge n e ra I TI mesta m p CA

Apple Root Certificate Program.

Certification Contact Il:l:ll _Bﬂ :

Authorities WebTrust for Certification Authorities - SSL Baseline ~ Contact the Apple PKI team at contact_pki@apple.com.

with Netwrk Securty: https://www.apple.com/certificateauthority/

WebTrust *+ WTBR
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Apple Root CA

Developer ID

2.2. COMMUNITY AND APPLICABILITY

This CPS is applicable to the following certificates issued by the Developer ID

Sub-CA:

« Developer ID Installer Package Signing Certificates

Sub- CA + Developer ID Application Code Signing Certificates
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https://images.apple.com/certifica

* Developer ID Application and Kernel Extension Code Signing teauthority/pdf/Apple Developer I

Certificates

D _CPS v3.1.pdf

Certificates used exclusively for functions internal to Apple Products and/or
Apple processes are not included within the scope of this CPS.

& Microsoft Teams®- > X k=)L

El Apple Root CA

L. B Developer ID Certification Authority
L B Developer ID Installer: Microsoft Corporation (UBFBT346G9)
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{: Bopackirmd
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RsmNE

Developer ID Certification Authority

IR REAERE

HIMAM: 202752820 KRB TRI125158 AR
G COiFARREY T

HFI VR

#iff Developer ID Certification Authority
EF® Apple Certification Authority
i Apple Inc.

m*fcidbiE US
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mErdE US

s  Apple Inc.
#® Apple Certification Authority
#i# Apple Root CA

a8

3

=i B
9] & Microsoft Teams®- > X b—JL a8
£ Apple Root CA k
[y = Developer |D Certification Authority
-1 L. B¥ Developer ID Installer: Microsoft Corporation (UBFBT346G9)
» A8
3 = Developer ID Installer: Microsoft Corporation
. (otientc | (UBFBT346G9)
» XA - '-_'_, #4Tm: Developer ID Certification Authority
HIHAM: 2023658168 ARE 132465418 BERER
° W= O COiFERREHTT
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HETNE
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1—+ID UBF8T346G9
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#i# Developer ID Installer: Microsoft Corporation
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#® UBFBT346G9
#8# Microsoft Corporation
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#® Apple Certification Authority
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Mac App Store Application Signing Certificates (“Mac App Store Application
Certificates”)

* WWDR QS Software Development Certificates {*0S Development Certificates”) e Mac App Store Installer Package Signing Certificates (“Mac App Store Installer Package

* WWDR iOS Software Submission Certificates (“iOS Submission Certificates”) Certificates”)

® WWODR Apple Push Notification service Development SSL Certificates (“Development SSL

Certificates”) o Mac App Store Receipt Signing Certificates

® WWODR Apple Push Notification service Production SSL Certificates (“Production SSL *  Mac Provisioning Profile Signing Certificates

Certificates”) e  Pass Certificates

® WWODR Push Certificate Signing Request Signing Certificates (“Push CSR Signing 3 . .
e  Website Push Notification Certificates

Certificates”)
« WWODR Safari Extension Signing Certificates (“Safari Certificates”) e 0S X Server Authentication Certificates
* WWDR Mac App Development Certificates (“Mac App Development Certificates”) e VolIP Services Push Certificates

¢ WWDR Mac App Submission Certificates (“Mac App Submission Certificates”) o Apple Pay Merchant Certificates

* WWDR Mac Installer Package Submission Certificates (“Mac Installer Package
Submission Certificates”) ¢ Apple Pay Pass Certificates
e  TestFlight Distribution Certificates
e WatchKit Services Certificates
* Apple Pay Provisioning Encryption Certificates
* Enhanced Pass Certificates

e tvOS Application Signing Certificates

H e - ¢ WWDR Apple Push Services Client Authentication G2 Certificates
https://images.apple.com/certificateauthori ¢ Apple Pay Merchant Client Authentication Certificates

ty/pdf/Apple WWDR CPS v1.22.pdf

e  WWDR Apple Development Signing Certificates ("Apple Development Certificates")
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AppleTSyhTA—LDTF 1UF¢ (20204%) ECOM
https //manuals.info.apple.com/MANUALS/1000/MA1902/ja JP/apple-platform-security-guide-j. de
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https://support.apple.com/ja-jp/quide/security/secbbd20b00b/1/web/1#spaceexplored
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Apple Secure Key Store Cryptographic Module, v1.0 SI:CO“
FIPS 140-2 Non-Proprietary Security Policy

Apple Watch Series 1 with Apple S1P CPU

SEPOS for S1P under watchOS 4

Apple Watch Series 3 with Apple S3 CPU

SEPOS for S3 under watchOS 4

SoC/SiP Physical Boundary

1I0S / wOS / waichOS / iBridgeOS SEPOS
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AES SHA
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300 15081
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Process

CPU
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Figure 1: Cryptographic Module Block Diagram watch 5*”%@5*%“ Eﬁ_ EZ (Eg-’j—_ EZECO)%E%UE%E%@)
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module- ICESX d)t,..fé}%!:t LCL \50

validation-program/documents/security-policies/140sp3223.pdf
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