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and leader should hold. Every time corporate scandals and corporate unethical behavior
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Devices as an Entity

“The next decade promises the universal democratization of

connectivity to every device.”
- _"The Severn Properties of Highly Secure Devices; https://

www.microsoft.com/en-us/research/wp-content/uploads/2017/03/
SevenPropertiesofHighlySecureDevices.pdf
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Beyond Corp - Building a Healthy Fleet
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ny security capability is inherently only as secure as the other sys-

tems it trusts. The BeyondCorp project helped Google clearly define

and make access decisions around the platforms we trust, shifting
our security strategy from protecting services to protecting trusted plat-
forms. Previous BeyondCorp articles discussed the tooling Google uses to
confidently ascertain the provenance of a device, but we have not yet covered
the mechanics behind how we trust these devices.

Our focus on platform security is supported by a wealth of evidence [1] in the industry that
end users ar e the number one target of a wide range of attacks that also va ry in sophistica-
tion. Attackers can devise quite advanced social engineering attacks as mechanisms to
deliver malicious code onto devices, where they can then exploit the large attack surface of
modern operating systems. Advanced attackers aim to reuse trust inherent in the device, the
credentials on the device, or the trust g ranted to the user to further exploit systems.

To successfully prevent compromise in environments with a constant mix of trusted (enter-
prise web apps, corporate credentials) and untrusted content (external sof tware repos, social
media, personal email, etc.), the platforms them selves must have a layered a nd consistent set

of controls. As aresult, the platforms that make up the f'leet are the new peri meter.

Building upon Previous Work

The work we describe in this article builds upon the work described in the white paper “Fleet
Management at Scale” [2] and the previous five BeyondC orp articles [3]. Building on this

foundation, our team aimed to further stren gthen the BeyondCorp model by:

Defining what a healthy fleet looks like from a common control persp ective

2. Ensuring that these controls are consistently and comprehensively applied, measured,
and enforced

3. Using these measurements to drive continuous improvement in our control set

Defining the Threats against Your Environment
As with any defensive security effort, it's important to first define the threats against the
environment you're trying to protect. When creatin g this list of threats, it’s helpful to think

of classes of attacks instead of all the variants of a single attack. Attackers are constantly
discovering new variants of attacks, which makes defining the entire tactical threat envi-

ronment impos sible. However, if you successfully mitigate a class of attacks, then variants
within that class should be less concerning [4].

At avery high level, some classes of threats to consider aga inst your platforms include:

1. Unknown devices: sensitive systems accessed by unknown or unmanaged devices

2. Platform compromise: exploitation of a misconfigured operating sy stem or software on
the platform

o N - R PR L N . .} -1 1 . ~ . 1
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- Unknown Devices - Attack Persistence

- Platform Compromise - Authentication Bypass

- Security Control - Data Compromise
Bypass - Attack Concealment

- Privilege Escalation - Attack Repudiation

- SW Compromise
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- Fleet inventory and asset mgt
- OS & base sw config mgt

- Security Policy mgt and
Enforcement

- Resilience against system
takeover & persistence

- SW Integrity and Control
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Remotely verifiable platform
state

Robust authn platform and user
Data Protection

Logging and Log Collection fro
Detection Capability

Resource capabillity on
platform/Detection Response
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Threats

Control

Unknown Devices

Fleet Inventory and Asset Management

Platform Compromise

OS & Base Software Configuration Management

Security Control Bypass

Security Policy Management & Enforcement

Privilege Escalation

Resilience Against System Takeover & Persistence

Software Compromise

Software Control and Anti-Malware

Attack Persistence

Remotely Verifiable Platform and User

Authentication Bypass

Robust authentication of platform and User

Data Compromise

Data Protection

Attack Concealment

Logging and Log collection for detection capability

Attack Repudiation

Response capability on platform/detection & response
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