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T he Internet Tidal Wave
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¥ Trustworthy computing - Message (HTML) Z E”E

File Edit WVew Insert Format Tools Actions Help

>

CeéReply  fEdReply to All | W Forward S LARREL S I N

From: Bill Gates Sent: Tue 1/15/2002 2:22 PM
To: Microsoft and Subsidiaries: All FTE
| a-

Subject: Trustworthy computing

[ ¥

Every few years | have sent out a memo talking about the

highest priorty for Microsoft. Two years ago, it was the kickoff

of our .MET strategy. Before that, it was several memos about

the importance of the Internet to our future and the ways we -

could make the Internet truly useful for Qg Over the last
ear it has become clear that ensuring NET i1s a platform for

rustworthy Computing is more important than any other part
ReNIRT I If we don't do this, people simply won't be willing
— or able — to take advantage of all the other great work we do.
Trustworthy Computing is the highest prionty for all the wark
we are doing. We must lead the industry to a whole new level

Reliability
of Trustworthiness in computing.
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Ten Immutable Laws Of Security (Version 2.0)

06/16/2011 » 2 minutes to read

You might have known the 10 Immutable Laws Of Security since quite a while. It is kind of the "collected non-technical
wisdom” of what we see in security respeonse being it in Microsoft Security Response Center or in our Security Product

Support.

There is now a version 2, which is still as important as version 1 was. The 10 Laws are:

Law #1: If a bad guy can persuade you to run his program on your computer, it's not solely your computer anymore.

Law #2: If a bad guy can alter the operating system on your computer, it's not your computer anymore.

Law #3: If a bad guy has unrestricted physical access to your computer, it's not your computer anymore.

Law #4: If you allow a bad guy to run active content in your website, it's not your website any more.

Law #5: Weak passwords trump strong security.

Law #6: A computer is only as secure as the administrator is trustworthy.

Law #7: Encrypted data is only as secure as its decryption key.

Law #8: An out-of-date antimalware scanner is only marginally better than no scanner at all.

Law #9: Absolute anonymity isn't practically achievable, online or offline.

Law #10: Technology is not a panacea.
[Archive] Ten Immutable Laws Of Security (Version 2.0)
https://docs.microsoft.com/en-us/archive/blogs/rhalbheer/ten-immutable-laws-of-security-version-2-0
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=& in Windows M=

Secure Boot
Secure Launch

Power ON

UEFI Firmware

OS Bootloader

Hypervisor

Secure Platform Boot
(Trusted Boot)

Windows Kernel

Windows Drivers

Windows
System Files

Anti-malware

1”4

Secure Driver & Defense
startup

3"d party

Drivers

Drivers

Services

Login

Measured Boot

Integrity Validation and Measurements
System Guard Runtime Attestation

© Copyright Microsoft Corporation. All rights reserved.
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Secure Boot

. Windows 8 LL[#

- SRTM

- BT —boaviR—2> hZIERIREE
- OEMAYEIERF (2 NV-RAM [ZIREED 7= D
T — X Z I, signature database db,

revoked signature database dbx, Key
Enrollment database KEK, platform key (PK).

- Microsoft KEK

- UEFI 7 7 — LI T T ~DEBEINET

- FEFI rootklt (Lojax) reported by ESET

TCGLogs

Hypervisor

OS Boot Loader

OS/Kernel Drivers

ELAM Drivers
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https://www.welivesecurity.com/wp-content/uploads/2018/09/ESET-LoJax.pdf

Virtualization-based security (VBS)

- Windows 10+ D% < Dt F 2 U T 1 #EEE
- Hypervisor, SLAT, IOMMUZ N\ — X & Ltf)y_\,uﬂi £ B 1R

VTL1

Isolated User Mode

VTLO

i Eﬁk

J— FoESKE LSA
(Code Integrity) 1ISO

Process

Process

Process

i

|

|

i

T i
l

Secure Kemel !

TPM

Memory

CPU

R IS
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Secure Launch (Windows 10 1809+)

DRTM, (Intel TXT, AMD, Qualcomm)

UEFI ~D{2E % 5=, UEFII
FHY I Root of trust measurement %z E1T

ICIRFEL WS 7 — b

Code integrity Policy, Hypervisor, kernel hashes, UEFI Vars, etc...

CPU Config
LCP Branch
PCR MLE
ACM Signer
LCP
PCR <
All code loaded
PCR
Confi
PCR o 2

UEFI

Bootmgr

SENTER . .
Winload/WinResume

HV + SK loaders

Return
Winload/WinResume

© Copyright Microsoft Corporation. All rights reserved.
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Azure Sphere MCU
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Microsoft Pluton on PCs

ChiptoCeud B Windows OS

v

Pluton Security
Processor

Microsoft firmware

7

SoC Security
Subsystem

Integrated On-die
Security

System on Chip

AMD. Intel. Qualcomm Technologies, Inc. & L)
YFEBEYOVNR—FF—DHEAL
PlutonZ #& 5k L 7=PCD it

Microsoft Pluton Processor @ Z #8371 — Windows PC D ZK 3 [ [A]
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https://news.microsoft.com/ja-jp/2020/11/18/201118-meet-the-microsoft-pluton-processor-the-security-chip-designed-for-the-future-of-windows-pcs/
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XBOX One X features glitch
protection for physical
hardware attacks

Hardware supported
e Hypervisor supports
isolation of multiple

security domains

VAN

A o

SN ARV

Custom SoC provides high
performance streaming

crypto support

Hardware supported

e Memory
encryption/decryption and

integrity check capability
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Ubiquitous
computing

Artificial
Intelligence

Multi-sense,
multi-device experiences

Microsoft Azure
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Intelligent Edge

Microsoft 365

© Copyright Microsoft Corporation. All rights reserved.
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Services
(Control/Paas)

Hypervisor/
Host

Host

B Microsoft Azure

Operations Regulations

Data sharing No externals

G Id

App Data
Customer
o
A

Physical access

L

Guest OS

VM Admin
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Confidential Computing at Microsoft

Unlocking new
cloud possibilities

Developer tools, deployment,
and data management

Confidential-enabled
Azure platform products

Suite of cloud and edge
offerings tailored to
security needs

Innovative new hardware

Industry leadership and
standardization

®

Finance

il . Il Microsoft
’ mm Microsoft 365 B Dynamics 365

°

Internal Tools ISV Partners

x

Saa$ Offerings

% % fa

VS Studio/Code WinDbg CCF SDK Open enclave SDK Open LibOS
5 Microsoft* A " 9
& SQL Azure . "‘ o
) Azure Machine Azure Key Azure Confidential Microsoft
Learning Vault Ledger Azure Attestation

o) :

Trusted VMs

Enclave VMs

G

Confidential VMs loT Edge Device

TrustZone®

System Security by ARM

AMDZ1 <A NVIDIA.

@ CONSORTIUM BE Microsoft Research

®

!

Governments

Nl
il gl
ill_Juil J

Containerization

IpIp
il Yl ]
il i ]

Azure Kubernetes
Service (AKS)

@

Healthcare

-
-

Azure Data Share

X
[
Microsoft
Azure loT
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MOST CONTROL

Open Enclave
SDK

&

MACHINE LEARNING

Confidential
Inference ONNX
Runtime

FOUNDING MEMBER

Confidential
Computing
Consortium

Q) " CONFIDENTIALCOMPUTING
. CONSORTIUM

LIFT AND SHIFT ON SGX

Mystikos
Library OS

&

SECURE BLOCKCHAIN/LEDGER

Confidential
Consortium
Framework

(CCF)

PRIVATE PREVIEW

Azure
Confidential
Ledger

© Copyright Microsoft Corporation. All rights reserved.
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Hardware Enclaves with Intel SGX
Technology: Attestation, Secure Key Release, Cloud sealing

W H P D T T— FEFy TEELTE
7, ”

Hardware Confidential VMs with

AMD Milan, Intel TDX
Technology: (Trusted VM), Secure Key Release, Blind Hypervisor

W oy MIFDYMIZE B L DICILFFH
e A

Trusted VMs

Technology: (Host/Overlake Integrity) + VM Attestation,
VM Secure Boot, vTIPM, Virtualization-Based Security

W EE X ZHHID T — F DAL HDVYM_F TEFT
FhTLHB!

© Copyright Microsoft Corporation. All rights reserved.

Services
(Control/Paas)

o o
Host PHysical access

Guest
(N

VM Admin

o o
Host Physical access

ml [ |
-
L] | ]
Hypervisor/ Services
Host (Control/Paas)
o o
B A
Host Physical access
TRUST
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Confidential Azure services

PUBLIC PREVIEW

Azure

- Azure SQL p— Confidential
Kubernetes Alwavs Encrvpted Inference
Confidential ....- with zecure Zﬁclaves ONNX Runtime

Computing
Nodes

PUBLIC PREVIEW PUBLIC PREVIEW

Microsoft Azure Azure Key Vault Azure
Attestation Managed HSM Confidential
Ledger

BETA RELEASE

https://aka.ms/acc-getintouch
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“To meet the security and privacy expectations of millions of people every day,
we utilize Azure Confidential Computing to provide scalable, secure
environments for our services. Signal puts users first, and Azure helps us stay
at the forefront of data protection with confidential computing.”

Jim O'Leary
VP of Engineering, Signal
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= Microsoft

Let’s secure the future.
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SECURED FROM THE SILICON UP

© Copyright Microsoft Corporation. All rights reserved.



Appendix



Resources

- Azure Confidential Computing
- Learn more—http://aka.ms/AzureCC
- Deploy—http://aka.ms/ACCMarketplace
- Develop—http://aka.ms/OESDKGitHubRepo

- New Security Signhals study shows firmware attacks on the rise;
here’s how Microsoft is working to help eliminate this entire class
of threats - Microsoft Security



http://aka.ms/AzureCC
http://aka.ms/ACCMarketplace
http://aka.ms/OESDKGitHubRepo
https://www.microsoft.com/security/blog/2021/03/30/new-security-signals-study-shows-firmware-attacks-on-the-rise-heres-how-microsoft-is-working-to-help-eliminate-this-entire-class-of-threats/

