Society 5.0%X% x5
FRAR—E X EMS AR

201954 A 17H

BEZ2XTF
FiE &

Y E NG



BHX
1. #HREBHIEORR

2. XEDOFSRAM—ERDRR

3. EUDRSAMF—ERDRHR

4. EHXEDOFSRAMF—ERDRR

5. Society5.0~DrS>AM—E XD F|EH

6. FIRMF—ERDERERER

Y E NG



1. HREENEDEIR

T—RDYHOTFTIETIRE

Y E NG



1. HREENEDEIR

® GAFA., BAT

Y E NG



1. HREENEDEIR

_’)-‘IJII.JE.

Y E NG



1. HREENEDEIR

® HiE ¥ EAT
201941 H24H

®Data Free Flow with Trust
(DFFT)

Y E NG



1. HREENEDEIR

@ FSRAMIEDRRADIUDY

Y E NG



1. HREENEDEIR

e NS RF H—EX

Y E NG



1. HREENEDEIR

® HiE ¥ EAT
201941 HA30H

Y E NG



1. HREEIEDEIR

T3 A RH—EABHI7—FF70L—T7) REAEN
(EHR., T+FIE)

[#rA]

oo B BASHIRA T F0 RFAAF ITESTARHN
Tov b7 —LY—ERNEER BFREEY—EREY FF

MER A BRASHIR - Fa o Ta T8 EFaUToHEGEEH
YA 1i—tFa) T HEHR VIa—T3iEE BE

MmN WA BXRFIARTI/0S-iGHe EEEAR
L # B BRASHESACEERET BHERES LEEER
EF B2 HASHEABERHIHER OTXYH ZHE

L= B tAa—va—i3AkAEi
DX V) a—i3 LHEH &R

# W BAE  KIREBELEHM AR

# 8 i  BXREAHAEH EFLUT HER AR

(X%) F & f& EESEBAFAFR BE- AT, THREH HEH8E

@& oW R  taLFSAPUVATLIABRSH
JoJzwyiatidi—k 18 BYEE

HE B E HASHBINfFR L#DIATLEER
AV UEEETH BLAHE

E A B EW-KEITREEER #EL
B8 —# FSALH—EAEET+—FL FIEE
[#TFHF—si=]

A i —f iz BFHEEF T Ele SHES

Y E NG



H R
1. HREELNEDEIR

2. REOFSAMF—ERDKR

3. EUDRSAMF—ERDRHR

4. EHXEDOFSRAMF—ERDRR

5. Society5.0~DrS>AM—E XD F|EH

6. FIRMF—ERDERERER

Y E NG

11



2. kEDQFSAMNF—E XD

o KEEFEEHICOT, 20178 12A31AFHRELTHIET H&
SIZDFARS (ERr & FERAD BV TER
o LNOMDTAVIIMIENTEREDHIEEMEMRBELLHOTLNDS
o EN Rrfei#) XU TRIRE T AEHFHIMSBEEROCE T+
« BXRMBDOFELRCKEICLRHoNSIBEZ) P RHAMNICERTZIRE
o XEBFF (EHA)DREEKICBLT,. Y TS54Fz—VICBH BT
RTO#EI=® LT, CUI (Controlled Unclassified Information)
OERFWNICODVWTRE,N o F TR BERNHTLNS
¢ REDNEF1IT+—xBERIL, EFRFEETHAHISMS(1SO27001)
ELERGOKEEEICLLIEY
o B AT L - NIST SP800V—X (53, 63, 17174E)

Y E NG 12



2. RKEIDO AN —E XD K
o WHRLETHIFH : CUI

® CUI (Controlled Unclassified Information)l&, X
#$84 Executive Order 13556 (2010)IZ&k>TEHE
SnT=1FEHTIV)

® NARAIXZDI/TREZZITTEARBFEMAEIZHLTCUI
REBEORBBEXELREEE -

® NISTIZINARADIETRDEHE, CUIZRETH-HDE
##SP800-171¢LTEELT-

® CUIL, EAE (FFEE) DIRETREHEERIEL
R R e )

“ Classified
= _ _ CUl
KE Top Secret=Secret=Confidential

B PR - 1R - B REET NS

Y E NG

K#feER 13556

Controlled
Unclassified
Information

NATIONAL
ARCHIVES

NIST

Unclassified

13



2. kEDQFSAMNF—E XD

® Personal Identity Verification (PIV) A—F

o SFMIFHOCHEmTOARAFEZER)
o EFFIHART (LoA4)
o SR
® FASC-N(Federal Agency Smart Credential Number)
o HE{KIFHER (¥R, W)
BFEA —
EFHREOFA
T S
BT EHEOFA
mIE 7 A /////////
arvkA—)L
ETHHEONE
EL I
Hh—F R

Y E NG

X E TH A AR

ZEEROFA

TR

EFIAEOFA
& hiHHR
H—RREER

MEBEFIEX
avkA—JL

BEFIAZEOFRARY
PIVA—RU—4 DO FIA
WBT v XEIZREHED
B MEREE

14



2. XEDOFSAMF—E XD K

® PIVRUPIV-IOFROD—

DaoD Sponsored
DoD

Other Federal Agency

Commercial

CCEB

Shared Service Providers (PIV)
Federal PKI

SHA-256 PKlis

Bridge CAs

Existing Certificates

RN Em

Future Certificates

Y E NG

< 2 &5 o
= = ££ £
" = 55 £
> = = =
=5 5
) i X L d 3
v
40&// < ;
@
@
@ [ Wrr
Co »
| Certipath &3 ¢
- SHAZ5 :
& popEca (11A-256) >
& RootCA 4 TSCH
= @ Hop Huct S . (SHAZ56) Bl
Lo of
& @ \ (SHA1) \
[ -
=) @ DoD CCEB Roof
S . - 4 Interop CA2
Root CA 1
= Identrust Exosta’
ORe = DoD Interop NFi . €
e~ “ Root CA 1 L
' . Verizon
Symantec @ ) = = Business NF
- F— - Ent F
IdenTrust @0 DoD ECA v, 2 rust NF|
Root CA 2 § = —
. (SHA-1) Federal 2 ORCNFT
) ~ -\ :
Lacu\ar““ N ‘, = 2 ‘RooiGA
- ’f
@oei0d * CertiPath
= Bridge
peo™
o™
ﬁo‘\m“’:‘\ = Verizon -
(,‘-\5“\“\ > - Symantec -~ Business -
. SSP » sSSP ~ . &&J‘
.

¥ : dreasting Entrust 71"
: - & Root/SSP SSP G

15



H R
1. HREELNEDEIR

2. XEDOFSRAM—ERDRR

3. EUDMSRAMF—EZRDIRR

4. EHXEDOFSRAMF—ERDRR

5. Society5.0~DrS>AM—E XD F|EH

6. FIRMF—ERDERERER

Y E NG

16



3. EUDMSAMF—ERDIK;

25th EU-Japan Summit 17 July - Tokyo
A landmark moment for trade and cooperation

T
' |

\

A Framework Agreement covering not only political dialogue
and policy cooperation, but also cooperation on regional and
global challenges

*A Free Trade Agreement to stimulate growth on both sides, and
with cooperation at all levels
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3. EUDMSAMF—ERDIK;

E-commerce chapter of the FTA agrement

Definitions

(a)"electronic authentication" means the process or act of verifying the identity of a
party to an electronic communication or transaction or ensuring the integrity of an
electronic communication;

And

(b) "electronic signature" means data in electronic form which are attached to or
logically associated with other electronic data and fulfil the following requirements:

(i) that it is used by a person to confirm that the electronic data to which it
relates have been created or signed, in accordance with each Party's laws and
regulations, by that person; and

(ii) that it confirms that information in the electronic data has not been altered.

Pﬁ%%@j{i H#:EU Commission&E$ &Y 18
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E-commerce chapter of the FTA agrement

ARTICLE 8.77 Electronic authentication and electronic signature

1.Unless otherwise provided for in its laws and regulations, a Party shall not deny the legal
validity of a signature solely on the grounds that the signature is in electronic form.

2.A Party shall not adopt or maintain measures regulating electronic authentication and
electronic signature that would:
v prohibit parties to an electronic transaction from mutually determining the appropriate
electronic authentication methods for their transaction; or
v prevent parties to electronic transactions from having the opportunity to establish
before judicial or administrative authorities that their electronic transactions comply
with any legal requirements with respect to electronic authentication and electronic
signature.

3.Notwithstanding paragraph 2, each Party may require that, for a particular category of
transactions, the method of authentication meets certain performance standards or is certified
by an authority accredited in accordance with its laws and regulations

Pﬁ%%@j{i H 8 EU Commission& ¥ &Y 19
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® cIDASHE

® 2012F6 AEERNER — 20145F9RA %)
Regulation (EU) N0910/2014 of the European Parliament and of the

Council of 23July 2014 on
electronic identification and trust services for electronic transactions in

the internal market and repealing Directive 1999/93/EC

electronic Identification, Authentication and Signhature Regulation

<BFELAET BNBERUVESESIES1999/93/EC>2 L&

e HiKY
@EVIZE T HT ORIV BE—TIR D
Q@EFWMEIH L EHEMERRLETFEORE

Building trust in the online environment is key to economic and social
development. Lack of trust, in particular because of a perceived lack of legal
certainty, makes consumers, businesses and public authorities hesitate to carry
out transactions electronically and to adopt new services.
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® International Mutual Recognition Technical WG (IMRT-WG)

® A Technical Working Group (WG) for international mutual recognition is to be
formed by Keio University. The WG will consist of three technical experts
each from US, EU, and Japan, and also one technical expert each from the
CA/B Forum.

*Chair Satoru Tezuka (Keio University)

*US (3 people)
Judith Spencer(CertiPath), David Simonetti (SafeBioPharma), Patrick Pattarson(A4A, Carillon)

*EU (3 people)
Nick Pope (Security and Standerds Associates), Arno Fiedler (Nimbus), Olivier Delos (Sealed)

«Japan (3 people)
Soshi Hamaguchi (Keio University), Kazuo Noguchi (Keio University), Atsushi Inaba (GMO Global
Sign)

*Others
Kirk Hall (CA/B Forum, Entrust Data Card)
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