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“Control keys and access: Keys are managed securely, and the use of
a trusted infrastructure (Public Key Infrastructure) is encouraged.”
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Seeks Input on Privacy and Security Implications of the Internet of Things, Cars,
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NHTSA Agency Information Collection Activities; HHARWGEHRILICE
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Validation Methods, Suggested Change:
“Testing may be performed by the entities themselves, but could also be
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Trusted Computing Group (TCG) &Ik,
B SHETERTSYRNTA— LAV TFHBEDRD. )\~ R/YITNITT DEFIEHE,

el IRFEF. SNRZERNETD2003FEFKEDNPO

http://www.trustedcomputinggroup.org/, http://www.trustedcomputinggroup.org/ip (HAZZB)
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LJ’:—_P-':(TCPA, 1999&)%6&%5 Embedded System Mobile Phones

m IS51 341 (L525KUAMD, Cisco, Dell, g v
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IPA(RRER). NICTEFHFE) FIDO. ETSI, GP, ISO, etc || TPM(Trusted Platform Module)
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“Antivitds NI T S o L
"'Co Verifier A| | Verifier B
Version
v Definition \
) File
Date NCC T
L5
TP
AR PEP NAA

\ Q

“Integrity Check of PC” sequence
Solution in TNC* Action

19

-TPM : Trusted Platform Module

-IMC . Integrity Measurement Collector
- IMV . Integrity Measurement Verifier
*TNC : Trusted Network Connect
*TNCC : TNC Client

*TNCS : TNC Server
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Remote Center
* Recognize a status of the vehicle by surveying FW Digest
» Select & send a suitable update data

FW
Diges

Updat

e
Data

“TPM 2.0 for Automotive Rich” installed in Head unit
« Work as “TPM 2.0 for whole vehicle”; furthermore
+ Gateway between the Remote Center and ECU

“TPM 2.0 for Automotive Thin” installed in ECU
» Measure ECU FW to create a digest & sign to the

1]

digest
Head Unit / Gateway \L
Applications

I ppOS I ECU
d [_Application ]
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Figure 4: Message Flow for Remote Vehicle Maintenance
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Connecting Center, In-vehicle Server and ECUs, files downloaded from
Center enable "ECUs update” with TCG’s TPM authentication capabilities.

Vehicle |
| Cloud
In-Vehicle HMI on Tablet PC ////

3G LTE » X\
- \I orother */ &~ Remote Maintenance
e, ¢ M-Vehice COLC
= :{i\ Server
Wi-Fi P

TCG published TPM 2.0

Automotive Thin Profile v1.0 ]
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2015/4/20 RSAERR=(H>I35>223), 4/2223 SAESE/RFS= (T MO N TTERBIT

Copyright 2018 FUJITSU LIMITED




“On the Internet, nobody knows you're a dog.”

The above cartoon by Peter Steiner has been reproduced from
page 61 of July 5, 1993 issue of The New Yorker, (Vol.69
(LXIX) no. 20) only for academic discussion, evaluation,

research and complies with the copyright law of the United
States as defined and stipulated under Title 17 U. S. Code.
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Trusted Computing B8
IF47vRIOMEOEEDE "Let's RoII!”
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u Dr. Seigo Kotani, Fujitsu labs. America presented at Third Annual US-Japan
Critical Infrastructure Protection Forum, Nov. 27-29t%, 2006 Washington DC;

“It is overwhelmingly more tragic to become an accomplice
to an evil deed than it is to become a victim.”

u Dr. Markus Durig, German Federal Ministry of the Interior, presented at Keynote
speech of TCG annual members meeting, Oct. 9th, 2007 Los Angeles, California;

“Threats affecting information technology, New types of crime,
Victim as accomplice (e.g. through botnets)”
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