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m Internet Engineering Task Force
s A A —RY MCBET B EHTDEFFIREZ SRIE 9 DHEH
H EEIL,\

= “We reject kings, presidents and voting. We believe in rough
consensus and running code.” David Clark (1992)

n FEY)
= RFC (Request for Comments) ZF{T
s A=Y hZEFEMNRMIEZSZ X5 TULD

@
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Open Standard sy ISOC \ IETF
IRT
Z DR ELRA , ITU-T
IEEE
ISOC (Internet Society) : W3C

AB3—2 YDA —T U - FREERIIT S EEHER

IRTF (Internet Research Task Force) :

A3 —RYRDREICBEVWTEELR OISR EHE T S48

ITU-T :

ERERBEESICBVLVTCRESFDEEILRETIHAT IERBEEZELERFT

IEEE :

FA)HIZAEBEE O>EL[LEFHMNTFES

W3C :

World Wide Web TfE SN 5 R FERMTDIZE L DHEEZE B IR I SN -FAE (\
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(2017.43157%) RTG (Routing) : 25
SEC (Security) :16

TSV (Transport Services) : 13

. https://datatracker.ietf.org/wg/ e
lepidum | | | 9
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https://www.ietf.org/proceedings/98/s|ides/slides-98-ietf—sessc-chair-report -00.pdf

IETF 98 Participants Il ETF

i S o
IPZNIEE (HARLEZEFE
e 1086 people onsite
400 e 183 1%t time attendees
345 e |ETF 95 had 1043 people onsite
350
e 57 countries
300 o |ETF 95 was 55 countries
250 IETF 95 was held in
Buenos Aires, Argentina
200
150 = US B CN mCA B DE B JP B UK B FR 0 SE B Others
100
52
41
50
0
IETF96 IETF95 IETF94 IETF93 IETF92 IETF91
~NLD > TJITIAT7ALR iyl TSI\ A5 RJILL
https://www.isoc.jp/wiki.cgi?page=IETF96Update&file=20160912%5FIETF96update%5F01%5Fplenary%5Ftaiji%2Dk%2Epdf&action=ATTACH
S T
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IETF88 Technical Plenary (Nov, 2013)
,/‘/—

201356 AIZBHL M IZ7E>T=IPervasive SurveillanceIZ
XL TEDTRENEEET !
» IETF93 (July, 2015) TlZEdward SnowdenEk+,
= fm TEI5

. https://www.internetsociety.org/publications/ietf-journal-november-2015/snowdon-meets-ietf =)
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[Docs] [txt|pdf] [draft-farrell-per...] [Diffl] [Diff2]

BEST CURRENT PRACTICE

Internet Engineering Task Force (IETF) S. Farrell
Request for Comments: 7258 Trinity College Dublin
BCP: 188 H. Tschofenig
Category: Best Current Practice ARM Ltd.
ISSN: 2070-1721 May 2014

Pervasive Monitoring Is an Attack

Abstract

Pervasive monitoring is a technical attack that should be mitigated

in the design of IETF protocols, where possible.

http://tools.ietf.org/html/rfc7258

IETFAZEAL-B T4 A it

Forward Secrecy
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= CrypTech Project !
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« Opportunistic Encryption

Ifse§SL unencrypted IPsec

/
. opportunistic
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loT(Internet of Things)

!

Everything that can be connected will be connected

!

Adapt the Internet to different types of networks

e.g. constrained networks/nodes

—
\\.
-
\'\
-
—
~.
A

Adapt IPV6 Modeling the routing Modeling the web transfer Security, Mgmt
‘ Core
ROLL ( Routing over ( Constrained
Low-Power and Lossy RESTful \J
Networks) Environments)
IPv6 over Low power WPAN v v DTLS
COoAP (The Constrained :
(6L0WPAN) RPL ( IPv6 Routing Protocol for Application Protocol) .
Low-Power and Lossy Networks)
H http://seminar-materials.iijlab.net/iijlab-seminar/iijlab-seminar-20161122.pdf
lepidum 20
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IETFCIoT SecurityZziRszt U TLWBWG

dice WG

4
/ RFC 7925: Transport Layer Security (TLS) /Datagram Transport
Layer Security (DTLS) Profiles for the Internet of Things —

/
/
/

ace WG
/ /

Authentication and Authorization for Constrained Environments (ACE)
—ace WG

SECURITY

| A lwig WG

Practical Considerations and Implementation Experiences in
| Securing Smart Object Networks

| core WG

v Object Security of COAP (OSCOAP)
ROLL WG

A Security Threat Analysis for the Routing Protocol for
Low-Power and Lossy Networks (RPLS)

http://seminar-materials.iijlab.net/iijlab-seminar/iijlab-seminar-20161122.pdf
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Overview Specification Implementations Tools

http://coap.technology

CoAP

RFC 7252 Constrained Application Protocol

“The Constrained Application Protocol (CoAP) is a specialized web transfer protocol for use with

constrained nodes and constrained networks in the Internet of Things. httpS /Iwww.w3 Org/20 15/04/munich/bormann. pdf

The protocol is designed for machine-to-machine (M2M) applications such as smart energy and

building automation.”
Security is not optional!

REST model for Made for billions of Well-designe » HTTP can use TLS ("SSL")
small devices nodes protocol » CoAP: Use DTLS 1.2

REST modet Sarer b meciross i sy G s W aaes 1o be g O Docsment, G 7282 el * Add 6LOWPAN-GHC for efficiency
under a URL, and clients access these resources has been designed to work on microcontroliers designed 1o last for decades. DI

g meemes e TR e il » Crypto: Move to ECC
® P-256 curve
e SHA-256
e AES-128
» To do:

® Commissioning models (Mother/Duckling, Mothership, ...)
¢ Authorization format and workflow
* Performance fixes (DICE)

SN HBTI128E Y X1 TATHED 2 |
Iepidum Copyright © 2004-2017 Lepidum Co. Ltd. All rights reserved. 23 v

https://lepidum.co.jp/



Light-Weight Implementation Guidance (lwig)

20ME3 A ICIwig WCHE RSN, FlIRISh -1z TOFIA
THEELI=AAT AT WET

T??: Datatracker
User
Sign in
Password reset
Preferences

New account

Groups
Active WGs
Active RGs
Other

By area/parent

Applications and
Real-Time

General
Internet

Ops & Mgmt
Routing
Security
Transport
IRTF

New work
Chartering groups
BOFs

Other groups
Concluded groups
Non-WG lists

Other User

Groups Documents Meetings

Light-Weight Implementation Guidance (lwig)

About  Documents  Meetings History  Photos

- -

Document ¢+ Date :
Active Internet-Drafts

© draft-ietf-lwig-cellular-06 2016-01-04

Building Power-Efficient CoAP Devices for Cellular 16 pages
Networks

© draft-ietf-lwig-coap-04 2017-03-13
CoAP Implementation Guidance 30 pages

© draft-ietf-lwig-crypto-sensors-02 2017-02-10

Practical Considerations and Implementation Experiences 32 pages
in Securing Smart Object Networks

2017-03-05
21 pages

O draft-ietf-lwig-energy-efficient-07
Energy-Efficient Features of Internet of Things Protocols

RFCs

© RFC 7228 (was draft-ietf-lwig-terminology) 2014-05
Terminology for Constrained-Node Networks 17 pages
© RFC 7815 (was draft-ietf-lwig-ikev2-minimal) 2016-03

Minimal Internet Key Exchange Version 2 (IKEv2) Initiator 41 pages
Implementation

Email expansions

List archive = Tools »

Status ¢ IPR+ AD/Shepherd #

RFC Ed Queue : MISSREF Brian Haberman
Submitted to IESG for Publication: Informational
Reviews: genart, secdir

Jan 2016

I-D Exists

WG Document
I-D Exists

WG Document

Robert Cragie

I-D Exists
WG Consensus: Waiting for Write-Up

Mobhit Sethi

Brian Haberman

Zhen Cao

Informational RFC

Brian Haberman
Robert Cragie

Informational RFC

lepidum
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From: draft-ietf-lwig-terminology-87 Informational
Internet Engineering Task Force (IETF) C. Bormann
Request for Comments: 7228 Universitaet Bremen TZI
Category: Informational M. Ersue
ISSN: 2876-1721 Nokia Solutions and Networks
A. Keranen

Ericsson

May 20814

Terminology for Constrained-Node Networks

Abstract

The Internet Protocol Suite is increasingly used on small devices
with severe constraints on power, memory, and processing resources,
creating constrained-node networks. This document provides a number
of basic terms that have been useful in the standardization work for
constrained-node networks.

https://datatracker.ietf.org/doc/html/rfc7228

X T TICBETIRDI-DAEBEINTLNS
lepidum
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BALDIDOFRTEEMNEIT /N1 A ERET EIE

Class 1, C1 | ~ 18 KiB
1
Class 2, C2 | ~ 508 KiB

Table 1: Classes of Constrained Devices (KiB = 1824 bytes)

https://datatracker.ietf.org/doc/html/rfc7228

m Class O:
« AFEY KKIIBOFFINIEE(CE LV, BECHERUY —IERR),
« JOFS. F—bhITAREDHR— MIKDA > —FRwY hAFESE

m Class 1:
o O— RZR—X AR (CHFING D, TILAFVOTORIDIL (HTTP, TLSRRE) %25

SICEFFATER. COAPTEBELIED., F— bJTADOYR— MR EETIEE,

« KIRERY ND—2OTOtF1 U+ #eENFIFETIEE

m Class 2:

. .n J—RPCYOY—/)NTHAHEETNDTOMIILRS vV O%F FHEIEE, ®
lepidum 26 O
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Versions: (draft-aks-lwig-crypto-sensors) 08 81

02
Light-Weight Implementation Guidance M. Sethi
Internet-Draft J. Arkko
Intended status: Informational A. Keranen
Expires: August 14, 2017 Ericsson
H. Back
Comptel

February 10, 2817

Practical Considerations and Implementation Experiences in Securing
Smart Object Networks
draft-ietf-lwig-crypto-sensors-02

Abstract

This memo describes challenges associated with securing smart object
devices in constrained implementations and environments. The memo
describes a possible deployment model suitable for these
environments, discusses the availability of cryptographic libraries
for small devices, presents some preliminary experiences in
implementing cryptography on small devices using those libraries, and
discusses trade-offs involving different types of approaches.

. https://datatracker.ietf.org/doc/html/draft-ietf-lwig-crypto-sensors
lepidum
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loTHER CRIFATE A B SAMT IV PEMTOHREFT R

7. Code Availability

>

4

1Ll

For implementing public key cryptography on resource constrained
environments, we chose Arduino Uno board [arduino-unc] as the test
platform. Arduino Uno has an ATmega328 microcontroller, an 8-bit
processor with a clock speed of 16 MHz, 2 kB of SRAM, and 32 kB of
flash memory.

For selecting pote 8. Implementation Experiences

surveyed and came While evaluating the implementation experiences, we were particularly

performed an initi interested in the signature generation operation. This was because
environment. Note our example application discussed in Section 9 required only the

be affected in any signature generation operation on the resource-constrained platforms.
errors, and other We have summarized the initial results of RSA private key performance

using AvrCryptolib in Table 1. ALl results are from a single run
since repeating the test did not change (or had only minimal impact
on) the results. The keys were generated separately and were hard

before relying on
was done to optimi

p?oyided themselve coded into the program. All keys were generated with the value of k
Limits. the public exponent as 3. The 5 M N M " N
— key was faster for smaller key T T T T T
increase in the execution time | Key l Executlon I Memgry l Executlon ] Memqry I
2048 bits. It is important to | Lepgth | tlmg (ms); | footprint | tlme.(ms); | footprint |
experiments were performed for | (bits) | key in SRAM | (byte§); key | key in ROM | (bytes?; key |
the keys were loaded into the ¢ l l l in SRAM l l in ROM l
were used by any of the functic T T T T T oo T mm T e oo
keys were addressed directly ir : ?38 : 421 : gg : 423 : 2i :
d L SRAM but lead t
case used tess ut read o 1512 25076 | 320 | 27348 | 256 |
More importantly, any RSA key ¢ | 1024 | 199688 | 640 | 218367 | 512 |
considered legacy and insecure, | 2048 | 1587567 | 1,280 | 1740258 | 1024 |
these keys are provided here f«¢ Fommmees Fommmmmmmmmees Fommmmmmmmmees Fommmmommmenes Foommmmmmemees +
| RSA private key operation performance
Table 1

. https://datatracker.ietf.org/doc/html/draft-ietf-lwig-crypto-sensors
lepidum
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6lo (IPv6 over Networks of Resource-constrained Nodes) WG
6tisch (IPv6 over the TSCH mode of IEEE 802.15.4e) WG
Ipwan (IPv6 over Low Power Wide-Area Networks) WG
lwig (Light-Weight Implementation Guidance) WG
ipwave (IP Wireless Access in Vehicular Environments) WG

= ART
core (Constrained RESTful Environments) WG

= SEC

3\(/:8 (Authentication and Authorization for Constrained Environments)

= RTG
roll (Routing Over Low power and Lossy networks) WG
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= A Protocol for Dynamic Trusted Execution
Environment Enablement (TEEP)

« Firmware Update Description (FUD)
« Internet-level consistency (ILC)

ETFCRURSIRETF—THDON 2 EVSHRE
EHLEHS . EH S TRERRITEREE VI Ty

g

Bar BoF/BoFMWSRDEYIOT—TH? |
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SSIZIOTEEDZERFEE-MN T =W ARITDOYHE&E

= t2trg (Thing-to-Thing) RG
Aﬁenda: https://datatracker.ietf.org/meeting/98/agenda/t2trg/
Charter: https://irtf.ora/t2trg

= 6lo (IPv6 over Networks of Resource-constrained Nodes) WG
Agenda: https://datatracker.ietf.org/meeting/98/agenda/6lo
Documents: https://datatracker.ietf.org/wg/6lo/
Charter: http://datatracker.ietf.org/wg/6lo/charter/

= 6tisch (IPv6 over the TSCH mode of IEEE 802.15.4e) WG
Agenda: https://datatracker.ietf.org/meeting/98/agenda/6tisch/
Documents: https://datatracker.ietf.org/wg/6tisch/
Charter: http://datatracker.ietf.org/wg/6tisch/charter/

= Ipwan (IPv6 over Low Power Wide-Area Networks) WG
Agenda: https://datatracker.ietf.org/meeting/98/agenda/lpwan/
Documents: https://datatracker.ietf.org/aroup/lpwan/
Charter: https://datatracker.ietf.org/group/Ilpwan/charter/

= core (Constrained RESTful Environments) WG
Agenda: https://datatracker.ietf.org/meeting/98/agenda/core/
Documents: https://datatracker.ietf.ora/wag/core/
Charter: http://datatracker.ietf.org/wag/core/charter/

@
|
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= ace (Authentication and Authorization for Constrained
Environments) WG
Agenda: https://datatracker.ietf.org/meeting/98/agenda/ace/
Documents: https://datatracker.ietf.org/wg/ace/
Charter: http://datatracker.ietf.org/wg/ace/charter/

= roll (Routing Over Low power and Lossy networks) WG
Agenda: https://datatracker.ietf.org/meeting/98/agenda/roll/
Documents: https://datatracker.ietf.org/wg/roll/
Charter: http://datatracker.ietf.org/wg/roll/charter/

= lwig (Light-Weight Implementation Guidance) WG
Agenda: https://datatracker.ietf.org/meeting/98/agenda/lwig/
Documents: https://datatracker.ietf.org/wa/lwig/
Charter: http://datatracker.ietf.org/wag/lwig/charter/

= ipwave (IP Wireless Access in Vehicular Environments) WG
Agenda: https://datatracker.ietf.org/meeting/98/agenda/ipwave/
Documents: https://datatracker.ietf.org/wg/ipwave/
Charter: http://datatracker.ietf.org/wg/ipwave/charter

@
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