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miyachi 0 identity JNSA

e S>> - Tw>DIOUINY
EHIESR/PKIS 1S UDBR (PAJES/XAES)

PKIRSZ:EHH (OpenSSL/BCEA—T>XR)
R+ X> hRZEEFEFE (PDF/OOXMLE)

e INSAETEXLWGHT U -4 —

AFILT7YITFU =5 — (8D EEESR)
SAE(LRSE) (ISO 14533-3 / JTC1 SC34 F)

@E?g%ﬁ—lfﬁ}&ﬁqﬂ http://eswg.jnsa.org/

e e-Estoniame-Residency ¢ 9d'!
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e-Residency =+

=) 12?2 JNSA

sl https://e-estonia.com/e-residents/about/

> I7\ I\_ﬂi'ﬂ] E D‘Tﬂt\@“%?‘y’?}b 7AT

b EOAFE AR
e-estonla wolgll #HIRMHELTEFERE%
R o e Digital Sﬁciejy IEPFTETeEDRAD

HEEZHIEL TS | !

oTA4TA

EIxEIEFEEE (e-Residents) EIFE(INS

>IZ

N 7ERMFOEDEEIUAY—NDA— F’cﬂﬂf

71

> TA
> TA

» IDAH—RTEGPIES{EEREE (VIMII7E1EHE)

K:7(L__IJ:¥|:| IVACNE-E }\/j ’70)5F|J

N2V OM—INTA MeFIATES (T
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JNSA

e-Residency TEINTES ?

O TEBCE (B Iy
—A) LA bR ERIITHY — E X FIFRIEE,

" A MZ7(C 1 HCIESREEIIN O] EE,

" A RZDiRITCe-/ > IR EN A EE,
THIBRAICTAS SA 22N ATEE,

X EDIES{L EESH AIEE,

A2 54> TOIR SR IAWD BT EE,

L L N

X’C%Hb\c_c‘;( TOLAS VY e
558 (HEMEYFEFT) HNEX BT TIERL,

ID7]— N IEDIAE (CEX RV (BEEEL) .
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e-Residency OEFHE JNSA

&= FH55 https://apply.e-estonia.com/
129550 :
1.FERZTAVWRAIL >y h— R

50.99 EUR : 50€+0.99€ (h—RrExR1)

2.\ ANR—REDIDAFv> @15 el

3.5 HH%—,E\I_I@Q (h—-KicEpnmy)  ©f ' g

4. BH559 B o b A
yﬂl TIEELTEERIE RS, o e

X Pick-up location (=augrn (& Japan, Tokyo (C
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e-Residency BWEETcn—151 JNSA
_ Date |Mail /Action

2015/07/09

2015/07/15

2015/07/29

2015/08/12

2015/08/13

2015/08/14

44 : Your e-Residency application has been received
ZH A : e-Residency
BFHFBOZTIHEEA-I (BFHFRICITHKDS)

4% : E-Residency Digi-ID - application received
ZH A : Politsei-ja Piirivalveamet (Z2R-EiEZ®EMHK)
FEAMIROA-IL (10ESRXXBEHMHBEECE)

44 : E-Residency Digi-ID - e-Residency granted
ZH A : Politsei-ja Piirivalveamet (Z2R-EiEZ@EMHK)
BEBTTOXA-) (BLHOEIOESHRZH #TULR!

44 : e-Residency digital ID card at the Embassy
ZHA : Consul IS (GRIEFEARODAFEEZELEDY RLRFEICTD)
ANEEE(CRITEDICIT<BEZ DD [X IBENBET ]

BAIAM-T7HHEKXEE (saxm=2TH) CThH—R3ZFED
JCZh— MNFS, KMELEETISREREL. ZIFERDOY 1>

44 : E-Residency Digi-ID - certificates activated
ZH A : Politsei-ja Piirivalveamet (Z2R-EiEZ{&EMHK)
BFEIAZE D7 IT1R—NEBXI (COBFIFHBIEECRD)
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A=A —Fw Nz GET!

NS -

> ANY—NIDA—R
> H—Ry—4—

> to\/i_ﬂ]:tji
> SEBAER
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AX—NDh—-Rep—RU-45—  JNSA

RFIX> hES(E8HT

EESTIVABARIK  DIGITAALNE ISIKUTUNNISTUS o
REPUBLICOFESTOMA  DIGITAL IDENTITY CARD

SU7INES? ?

/1 MIYACHI

Pig . JC—YF )L~ RIEL 147

KEHTV KUNI 1 DATE OF EXPIRY 27.07.2018

|y — SY03(EFER] ? ?
AINULT ELEKTROONILISEKS KASUTAMISEKS YYM M DD(JEEH E

ELECTRONIC USE ONLY

SSSS(FI 7L ?

BN — RU—4—
INECTIREES LN

Advanced Card Systems Ltd.
http:/www.acs-japan.jp/

H—R)—4—EEHELT

VB30T I CIEZ B! g C '*
£ F R
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ESESES (PINt 7 PIN2 / Puk)  JNISAL

AH—=H—Fy NMHIBREZTEDPIN3 DO E AN TAOTLS,

- I P-4 T
Isiku tuvastamine PIN(1): = -:-—1_;-;& (B e 1 93722

Identification PIN(1): = s 2o
Digitaalallkiri PIN(2). g %éﬁﬁ 753 F
Digital signature PIN(2): (BABF12F)
/\ PUK
B9 3Y—-ILTENEN ST . =gy =
ZENAJEE, BELFELLD, E(%Eﬁyﬁgyg)%

X EERAENBRNICRBDD(E activated DA—)LHETHS,
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HEE)C (GRS SKEsrREZ) JNSA

Estonian Certification Centre Root CA (RSA2048-SHA1)

Issuer/ E = pki@sk.ee, CN = EE Certification Centre Root CA,
Subject: | O = AS Sertifitseerimiskeskus, C = EE https://www.sk.ee/en

T f 4 ESTEID-SK 2015 &

S E = pki@sk.ee, CN = ESTEID-SK 2011, _
Subject: ‘ O = AS Sertifitseerimiskeskus, C = EE R5A2048-SHA384

CRLDP | http://www.sk.ee/repository/cris/eeccrca.crl (943bytes)

EE Auth certificate ((#1&3IEAZE : RSA2048-SHA256) 58:

SERIALNUMBER = 3YYMMDDSSSS, G = NAOTO, SN = MIYACHI,
Subject: CN = MIYACHI,NAOTO,3YYMMDDSSS,
OU = authentication, O = ESTEID (DIGI-ID E-RESIDENT), C = EE

CRLDP http://www.sk.ee/repository/cris/esteid2011.crl (23.9MBytes)
YLRBERR | U547 RE8EE /| BF XL DfRGE

certificate (E{&3IEIE : RSA2048-SHA256) E&H

SERIALNUMBER = 3YYMMDDSSSS, G = NAOTO, SN = MIYACHI,
Subject: CN = MIYACHI,NAOTO,3YYMMDDSSS,
OU = digital signature, O = ESTEID (DIGI-ID E-RESIDENT), C = EE

CRLDP http://www.sk.ee/repository/cris/esteid2011.crl (23.9MBytes)
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IDH—RAOYHR— A~ JNSA

http: //www id.ee/

iD Home > ID.2e
i -.(-_. @ www.id.ee/?lang=en olla ez 3 :
iD @ Brss | smEmap Search B
|D-IS'BSFT|-%IARE FOR DEVELOPER HELP CENTRE ID-CARD MOBIIL-ID

Nl FREmo | BIUCEB

'|ﬁ$|§ .

onfirmation or digital signing fails, g “ Q

sIEARZE DX A

installer.id.ee

Windows 7 LIF% (x86, x64)
IMacO0Ss-X 10.9 (Mavericks) LABF
— Linux Ubuntu 14.04 L%
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T TN T TR JNSA

IDA—RFIHOADEIEY -
X JPKIOFBEEISA7> NI ITNMIAEH
ID-card > PREL/EBLROGIAZE0HREE (IREIEPINOZEE)
utility > Mobile-IDODE{E
> eX—)VERTEDHEER
> PUKI—RCLBUTYH
> BMFIRIRDHESR (Diagnostic)

— _ » .
DigiDoc3 E|FER/IREYIH ¢ DigiDoc
DigiDoc client _ . TARZF7DIDA—RE
client > 7 IA\DERZEIREIE Mobile-IDE.L.

YR7Z=7DMobile-IDA

e crypto . i omEE(eES digidoc.sk.ee

Drivers & » ICHh—R-H—RU—-45—0DR51/\ (OpenSC/CSP/CDSA)
ICON Plugins > J3U5ROT374> (F5EA/PKCS#11)
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IZh=7nVIrr 7RSSt JNSA
o BTN RSANEFA=TYY—-RADS5ET

https://svn.eesti.ee/projektid/idkaart_public/
https://github.com/open-eid/ (Z5-7?)

e IDH—RRZ4/\(E OpenSC FzFFE
—~PKCS#11-CSP (win) ECDSA  (Mao) ZE{e

e DigiDocS1 735 (B&%) & FTTARM

o VINIIFV DT —F7TI)FvirnBAT A M
http://open-eid.github.io/

X A=TRYVIMNARRIRZI=HELTNS!
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/NB svn L—NFIAILS%  JNSA
cmake libdigidocpp

digidocservice libltdl
digidocservice-testkit minidriver
esteid-browser-plugin Misc

esteid-csp oldInsecureActiveX
esteid-pkcsl1 packages
esteid-plugin-loader pdf-signer
esteid-vaadin-component qgdigidoc
externals - —— gesteidutil
id-updater | O%nYEE? | smartcardpp
jdigidoc OpensCAz8<k~ | SmartCardRemoval

libdigidoc \_2SAFNEIRE - \yiki <
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LIS

JNSA

ID-card utility s FBAZH]

iD ID-card utility ==

ID-kaardi

HALDUSVAHEND Diagnostics Settings Help About English =

Given Names: Naoto

Surname: Miyachi

Personal Code: Ji-iaaiieas W

Birth: B s = s Jaapan / Jpn .
E-mail: e mfeestice Load picture

Utz NPUK)

Card in reader NO108739 BEFEﬁﬁ&L\jJ
You're using Digital identity card
Card is valid till 27. July 2018

PUK code

Authentication certificate Signature certificate
Certificate is valid and applicable Certificate is valid and applicable
Cerificate is valid till 28. July 2018 Cerificate is valid till 28. July 2018
Authentication key has been used 30 times Signature key has been used G times

sosl FHEIEBAZE (PINT) EZHEIAZE(PIN2)

Change PIN1 | View cerificate Change PINZ @ View cerificate
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@eesti.ee e-mail JNSA

iD ID-card utility =
ID-kaardi

HALDUSVAHEND Diagnostics Settings Help About English

Given Names: Naoto

Surname: Miyachi

Personal Code; el Sesmsl 8

Birth: (S seessss « s o Jaapan / Jpn

L I-| i
E-mail: naoto.miyachi@eesti.ee Load picture

Card in reader NO108739
You're using Digital identity card
P f4a

PUK code

_ il FEIEEEDI PIHE JN=YF)L1-F@eesti.ee
[@eesti.ee e-mail —RSFEBAT] : ELRH
@eesti.ee - miyachi@langedge jp (active)
naoto.miyachi@eesti.ee - miyachi@langedge jp (active) E%@eesti_ee — 5% F | FHa] g

For more detailed official email address forwarding, please visit EESILEE
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Mobile-ID JNSA

D ID-card utility

ID-kaardi ’JI&)J/HEE; tth&ﬁ(:lOl—nh\%\g\
sRJ0/\(511-0fE

.Y ‘g Dreic | uletass

Certificates 5F|J |:|J ﬁg@ﬂ— EZ(;EET:EBD

ZEED | SIMEEBALTFITAN—NT3

Mobiil-ID
PUK code Police and Border Guard Board’s website.

MobiilID Qttps: / /WWW., pOlitSEi .ee/en/

Maobiil-ID is possibility to use mobile phone instead of ID-card for identification and digital signing:

Mare info from mobiil.id.ee
Copyright (c) 2000-2016 NPOHA#yF)—ItF1)T(HE Page 17
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Mobile-ID/H )’

iTunes 7LEa—

DigiDoc
BA%: Finestmedia
App ZBA. F>.O0—-F93(

B
Peamised vdimalused selles versioonis
DigiDoc MYHR—»

JN—=03 > 3.0 mEkides

DigiDoc app on moeldud .ddoc digitaalselt allkirjastatud faili

Jr—-23> JNSA

M B Googleplay |
m=E hFdl) ~ .
FH
—— Android
oawt
DigiDoc
{ ¥=h Finestmedia /%2
HEsll=
PREESTEITOH ' D 0 ZO7F)IE BIELDRFE

1% —OBTTD A
” DigiDoc

* Lisatud kiirvalik ‘
* Emailist avatud
* Dropboxi kontd

By,
&yﬁ

NBO7IUCT |
BDOCE &' EIEE,
n:l..\uIE(j: m—%o)j 7'7-|j

\t“;@ IELTWB LT, y

Google play

EE oA
A—DETTH
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(e naoto  aas o

pabam Y]

DigiDoc 3 ANDROID

Innovaatik Grupp 2722
L —F 155
ZOF I EENORFE CHELTLE T,

DigiDoc?®

[[ »svsalaHziEN




DigiDoc JL—LATD—7

Mobile Applicatioh

applicatioh

DigiDoc3

_ client
WebService
4 Y L )
MSSP DigiDoc libraries
obile
Signature S (C/ C++/ Java) )
Service I
Provider [ )
. = PKCS#11
102 204 } \ CSP/CDSAJ
HIEE s H &
EEZIFZ
Mobile-ID
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SKEFRRZERIY—EX JNSA

e CRL (12nm=#) (F24MBHNEK! Gex=mm)
—Low security 7 JUDOFIFHDH TABIZIEHESE

e OCSPO7 RLA(FEEBAZE (C(ERECEK
-SK @z:tR) YA NMCEIEBASIREL Y —EXDEC#k

https://www.sk.ee/en/services/validity-confirmation-services/
- i BRIRIE (L2 F (http://demo.sk.ee/ocsp)
- AREFIRIB(IBR (http://ocsp.sk.ee/)

0.048€/#I6M (400[E) ~ 0.007€/#I1M (750,000E])

- SKEBHIUTIPY RUAZE I DWEN DD,

- BZ{TE0OCSPEKRZSB D DFEIAEDIREEER]gE (F{E ?)
% DigiDoc3 Client (A 10EBXTE &R 0] EE
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R TAN_7EERAERIE JNSA
e 2015FF9H 25H(CLUTF TR

https://cybersec.ee/2015/09/25/hundred-thousand-id-card-
certificates-issued-with-invalid-public-key-encoding/

e TANZ7IDA— PO FBEDASN. 1
DERI>O—F 1> (CfEREhoI!

o NHIEEED 1T MBI IEDEEZZD(C
ASN.1 INTEGERTEDIZSHHB!

-B1E(CRS%a(35ERE(CX00ENMME

EXERMER(E1/2, IDA—RAR(C2DFEBAZEH DD T3/4N%=N?
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Rk FAOFEBAZ(EESH R 2 JNSA

E4RH (BRIR)

e J esse7m

<INTEGER>97e7f3ac:--</INTEGER>

</SEQUENCE> sostF (3R1R)

— <SEQUENCE>
()PP ANDLEIL: lj’|§'F_(ar <INTEGER>9a40dc40---</INTEGER>
<INTEGER>010001</INTEGER>
1/4780(c - </SEQUENCE>
EBLRH (IEfif : HHINEH) _
7J - =~
<SEQUENCE> 4 J_:ﬁfF(j:c_i__)b
<INTEGER>0097e7f3ac:+ </INTEGER >
INTEGER>010001</INTEGER —
<7SEQUENCE> </ - soslF (IEfig : HANE(HE)
<SEQUENCE>
IOHIELEEZ /IFHFYIND <INTEGER>009240dc40---</INTEGER >
. _ <INTEGER>010001</INTEGER>
DlngOC'C(iﬁZ_CZDL/ " </SEQUENCE> /

Copyright (c) 2000-2016 NPOH AR+ )—9t%1)74155 Page 22



TZARN=7IDH—R J\—=>3> JNSA

V1.0 Vi.1 \VCH, v3.4/5
JEGEGIS MICARDO | Multos

Java Card

1024 2048 [1024~2048

SHA-1, SHA-1, SHA-224,
SHA-224 SHA-256, SHA-384, SHA-512

160~256 %1
(Not Supported) (RSAT1024~3072bitstH)

%1 ECCOREEE(EHDNIANZ7IDA— FTEIRIEA.

UL TFICARYY S — "D
http://www.id.ee/public /TB-SPEC-EstEID-Chip-App-v3.4.pdf
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TIAR=7IDh—R Drivers JNSA

[ == Windows J [ .’ MacOS-X J
\{LlinuxJ/

' csP || pkes#11 |[ cpbsa

Minidriver OpenSC Tokend driver

Smartca rdpp (eID card driver’s helper component)

PC / SC (Personal Computer / Smart Card)
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IZXR=7IDH—-K AT178  JNSA

$ pkcs15-tool -D
PKCS#15 Card [NAOTO MIYACHLI...]:

PIN [PIN1] 1\ -71DH-roPKCS#151
PIN [PIN2] IZ1b—-PTEESNTNS
OpenSC : pkcsl5-esteid.c

PIN [PUK] o’
Private RSA Key [Isikutuvastus] T8

Private RSA Key [Allkirjastamine] 738
X.509 Certificate [Isikutuvastus]
X.509 Certificate [Allkirjastamine]

Copyright (c) 2000-2016 NPOH A&y ) —ItF1)T(HE Page 25

J




JNSA

TARZVIDA—F PKCS#11

Windows (Windows/sys*)
onepin-opensc-pkcs11.dil sosll FH (FireFox)
X BLRAESI-EEN? CSPH®HZN5? EB

MacOS-X (/Library/EstonianIDCard/lib)

esteid-pkcs11-onepin.so ==
esteid-pkcslil.so Fiie
esteid-pkcs11.so ==

$ pkcsl1-tool --module esteid-pkcs1il.so -L
Available slots:

Slot 0 (0x0): ACS ACR 38U-CCID 00 00
token label : NAOTO MIYACHI (PIN1, Auth)

Slot 1 (0x1): ACS ACR 38U-CCID 00 00 B4
token label : NAOTO MIYACHI (PIN2, Sign)

Copyright (c) 2000-2016 NPOH A&y, —It%1)T(1HE Page 26




PKCS#11 CK_M ECHANISM JNSA
m—

CKM_SHA 1 IXAN=7IDH—R®D
CKM_SHA256 @) PKCS#11TlZ.
CKM SHA384 _ EAEDSHA-1/2(%

- 553/ BN D
CKM_SHAS512 MASH RIPEMD-160%.
CKM_MD5 - HYE-OS 720
CKM_RIPEMD160 - GOSTRZZERTAZD
CKM_GOSTR3411 _ R34116HHh—b
CKM_RSA_ X 509 — SI|(53|\1N(/:\I$II§'II'I;Y/ RSA PKCS h'&H
CKM_RSA_PKCS O DeCcRYPT EZERRSAES
CKM SHA1 RSA PKCS -

- — — SIGN/VERIFY RSA_PKCSE

CKM_SHA256_RSA PKCS - OpenSSLTrI&E

Copyright (c) 2000-2016 NPO B A#yr) -t ¥1)7(1H< Page 27



s2.JPKI PKCS#11E>1-) JNSA

Windows (C:¥Program Files¥JPKI J#)L5TF)

JPKIPKCS11.dll R R
(JPKIPKCS1164.dIl) L= -
JPKIPKCS11Auth.dll

(JPKIPKCS11Auth64.dIl) (EDN: ey Rl 56
JPKIPKCS11Sign.dli =
(JPKIPKCS11Sign64.dil) [EANESN—FEER

2705 Firefox/Thunderbird /Acrobat &S TIEFIFHTER !

PKCS#11DEFRN—RMITIIRVEIFID &S = fEATL THESTR.

BAETESH—ROPKCS# 110FI B A EFEER AR,
ITFICHBIEERISFERED—RBDH ICUPKCS#11£ULTIEEUD ?
https://www.i—lis.qo.1'D/data/0|:>en/cnt/3/855/1/02PKCSl1.pdf)

-
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windows CSP7%Z LA F'Jb\BﬁEE?E\ -’NSA

i LAY IT 05—

27 OME) BEE ERW BREADE) MIE ¥HKEY_LOCAL_MACHINE¥SOFTWARE

4 || Cryptography

...J} AutoEnrollment ¥M iCFOSOft¥Crypt09 a phy¥

a- |, Calais
i || Cache
Current

) ne / Calais¥SmartCards O I A
----- , EstEID National ID Card (1.0 2007 cold ATR) Ig~ EStO n Ia I Dj] _ Fd),l‘EﬁE$|§b\\%5 o

----- | EstEID National ID Card (1.0 2007 warm ATR)

----- | EStEID National ID Card (1.0 cold ATR) CS P(j: |_ M icrosoft Ba se Sma rt

----- . EstEID National ID Card (1.0 warm ATR)

..... | EStEID National ID Card (1.1 MULTOS cold ATR) Ca rd Crypto PrOViderJ E'fﬁjr‘:

----- , EstEID National ID Card (3.0 JavaCard devl cold ATR)

..... | EstEID National ID Card (3.0 JavaCard devl warm ATR) M i n i D rive r@ﬂ;ﬁ(:@jz L\é o /

----- , EstEID National ID Card (3.0 JavaCard dev2 warm ATR)
----- | EstEID Mational ID Card (3.0 JavaCard dev3 warm ATR)
----- . EstEID National ID Card (3.5 JavaCard cold ATR)

----- EstEID Mational ID Card (3.5 JavaCard warm ATR] E
..... , Identity Device (Microsoft Generic Profile) JPKI(;CS PE I—?&E‘ii\g_éﬂz_‘l: . \
----- Identity Device (NIST SP 800-73 [PIV])

@ Cotologon [JPKI Crypto Service Provider|
e e [ (HMEED—-RE. CNEABEEINTWVS,
4 b Default -~ [JPKI Crypto Service Provider

4- | Provider

----- | IPKI Crypto Service Provider fO r Auth J b\'ﬂﬁl A%Ig-'?j] |\0) u:b\uIE}EH C.

----- , JPKI Crypto Service Provider for Auth

----- . JPKI Crypto Service Provider for Sign rJ PKI Crypto Se rV|Ce PrOV|der

----- ;M ft B Crypt: hic Provid 1.0 - \

..... | M:E:ZZE: B:iz DrSy; aonggagféi—ljhzﬁ%zzviryptographic: Provi fo r S I g n J (3:1@ A%%b - Fd)%% )EH 0)
----- Microsoft Base DSS Cryptographic Provider A

] I ----- . Microsoft Base Smartrgzrdg(:r:pto PI’ENIEIEI’ I CS PE&%?&E\&“% o :n(iiﬁﬁaEﬁA\ﬁzﬁ [o)

q e r wps://www.1'—Iis.qo.1'D/data/open/cnt/3/855/1/01CAPI.pdf/
O a1 —4&—¥HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥Cryptography¥Calais¥SmartC
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TZAR=7IDH—REIPKIOCSP JNSA

7Ir—23> ) J39Y ) AT A
) I I
Windows®DSmartcardiége / CAPIDELEE
| | J
4 N\ )

Microsoft Base Smart JPKI Crypto Service
Card Crypto Provider Provider (Auth/Sign)

[ IZRN=FIDH— REE } CSP2THIH A (CEDh

Mini Driver (PINBEEEFBHE)

J L J

[ Smart Card Resource Manager J
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CSPF!| A3l JNSA

Sonature MIVACHL - windowstars  Ed
NAOTO sFBAZE DHEER
e [OK] EAUwALT, COIEREEAERLET. (OIS EL(BLES, [Fv
FATH: ESTEID-SK 2011 S BRI TR,
EEhEERS: 2015/07/29 15
2018/07/28 —
Authentication MIYACHI,

Authentication MIYACHI, NAQOTO

NAOTO 36475 ESTEID-SK 2011
F4TE: ESTEID-SK 2011 AENEARS: 2015/07/29 H'5
2018/07/28

B%hEERS: 2015/07/29 15

2018/07/28 SRR 00/ GEETRLET
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?*,\0)%% 77" 7‘} I\ (DigiDoc3 client) JNSA

27

) Settings -

SIENINE General oerver access certificate alenature Priouy

\Y i\
@ BDOC - default digital signature format in Estania. BDOCHRETA—YvhH

A5G- - 1= an international digital signature format that will be uzed across European countries.
Mozt Estonian infoswstems do no support the A5I0-E format wet, Thus, a recipient of =uch a
document will likely not be able to open it

If wou want to change the digital =ienature format then it should be done before addine zienable files
to the container. Otherwize the document will be created in the previous default format. When addine
zighatures, it 1= no loneer possible to chanee the format of the document.

> BDOC : IARZ7HBDEZLIA—NYH

http://www.id.ee/public/bdoc-spec212-eng.pdf

> ASIC-E : EUL EBDEZTA—NYD ent)

% ZIP+XAdES ROEEL. BARLIDORWVNERD
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BDOCEZD:F+HIH]

LN
I

@ Naoto Miyachi #® syrpee =" - Signature is valid S - ~
Naota Miyachi 4 10 & nOnce Nnumber used ONCE
Sighature is walid

Si Sighature ] 4 L 1 l 5
IENEr = \b
Attribute Walue —
ey B, \IE /;E 1) _'E_
Signer's Certificate issuer ESTEID-S5K 2011 b - y
Signer's Certificate M ACHL N AT, N
Signature method bittpe e oo S ore 2001704 midsie— moredrsa—sha 2
Container format application/vnd.etsi.asic-e+zip
Signature format EPES/time-mark -
Signature policy 2.1.0 time-mark >C{r] ?
Signed file count 1
SPUri https:/ S sk ee/repository/bdoc—spec210df | Hash value of signature A
OCSP Certificate issuer EE Certification Centre Root CA E
OCSP Certificate ol OCSP RESPOMDER 2011 _O,CSP nonce 1|_
Hash value of signature a0 31 30 00 06 09 60 36 48 01 65 03 04 02 01 0% O---
OCSP time 08.04.2016 10:18:48 +09:00
OCSP time (UTC) 08.04.2016 01:18:48 +00:00 OCSP tlme 7&4&[&& ?
Signer's computer time (UTC) 08.04.2016 01:17:54 +00:00 "
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ASiC-EER&AD5F

[

E:) Naoto Miyachi me pgess o - Signature is valid M
Maoto Mivachi O RECN R
Signature is valid
Signer Sighature
Aittribute Walue
Signer's Certificate issuer ESTEID-SK 2011
Signer's Certificate MY ACHINACTO,
Signature method hittpe Ao i 3 ore 200104 e mlds ie-moredrza—sha 266
Container format application/vnd.etsi.asic-e+zip
Signature format BES/time-stamp
Signed file count 1
Signature Timestamp 08.04.2016 18:43:46 +09:00 I
Signature Timestamp (UTC) 08.04.2016 09:43:46 +00:00 S- t
TS Certificate issuer EE Certification Centre Root CA Ig na u re
TS Certificate SK TIMESTAMPING AUTHORITY Ti mest am p D\‘@é |
OCSP Certificate issuer EE Certification Centre Root CA
OCSP Certificate Sk OSSP RESPOMDER 2011
Hash value of signature 30 31 30 0D 06 09 60 26 43 01 65 03 04 02 01 0f=--
OCSP time 08.04.2016 18:43:47 +09:00 < N
OCSP time (UTC) 08.04.2016 09:43:47 +00:00 ::(iBDOCtlﬁILj
Signer's computer time (UTC) 08.04.2016 09:43:34 +00:00 "
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Container format

Signhature format

Signature
Timestamp

TS Certificate

OCSP Certificate

Hash value of
signature

OCSP time

Signher’s
computer time

BDOC ASIC-E

application/vnd.etsi.asic-e+zip
EPES/time-mark BES/time-stamp

(XAdES-EPES) (XAdES-BES)
x HE\, O B (RFC 3161)
SK TIMESTAMPING

x L AUTHORITY

SK OCSP RESPONDER 2011

%%1E<SignatureValue/>@/ \“J:/l'flE// \Ww>175T
(OCSP nonce [CBERFER THEMIAFNTUND)

O BYH (BDOCT(FERIFAICRS)
O Bh (BaPCOO-NIVEFXI)
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BDOCLASIC-ENDXAdESHEE JNSA

ASIC-E (XAdES-BES + time-stamp)

BDOC (XAdES-EPES + time-mark)

<asic:XAdESSignatures>
{ds:Signature>

{ds:SignedInfo/> BRZHANLRETTH
><ds:SignatureValue/> | HEEVDTIEMEC(E
<ds:KeyInfo/> XAdESU A7) -

<ds:0bject>
<{xades:QualifyingProperties>
<{xades:SignedProperties>
<{xades:SignedSignatureProperties>

<{xades:SigningTime/> | EPES

<{xades:SigningCertificate/>
<{xades:SignaturePolicyldentifier/>

<{xades:SignedDataOb jectProperties>
<{xades:DatalOb jectFormat>
<{xades:MimeType/>

<{xades:UnsignedProperties>
<{xades:UnsignedSignatureProperties>

X BRILLART T HHEN
<{xades:CertificateValues>

<asic:XAdESSignatures>
{ds:Signature>
<ds:SignedInfo/>
> <ds:SignatureValue/>
<ds:KeylInfo/>
<ds:0bject>
<{xades:QualifyingProperties>
<{xades:SignedProperties>
<{xades:SignedSignatureProperties>
<{xades:SigningTime/>
<{xades:SigningCertificate/>

X RS —EEDNENONDTBES
<{xades:SignedDataOb jectProperties>

<{xades:Datalb jectFormat>
<{xades:MimeType/>

<{xades:UnsignedProperties>
<{xades:UnsignedSignatureProperties>

ETSI 124

<{xades:RevocationValues>

<xades:0CSPValues/> % OCSPEE!(BFxl)
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<{xades:SignatureTimeStamp/> E2L
<{xades:CertificateValues> iS37]
<{xades:RevocationValues>
<{xades:0CSPValues/>
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EESTi e-Estoniaih—4%)L 51~ JNSA

Farvisually impaired Help Eesti keel Enaglish Pycckmia

-

Gateway to eEstonia

Site map Advanced search

A My Data Services Topics Contacts w
BEFY-LEX

Main page Senices e_ ReSIdenCyB Share
For a otizen Services ZHFIFR]RE o —

For an entrepreneur

Descriptions of e-services are available in English, all officia & in Estonian.

For an official

Services A-Z L.
For a citizen @ Hep For an entrepreneur

KAART J Login with ID-card

Login with mobile-ID

» Prescriptions @ Help
“ ¥ Application for needs-based study v Vacation pay and average wages = Personal code:
E4$%U- — tZ 2llowance : ) compensation + Phone number:
» Benefits for incapacity for work » Submission of notices of economic
e_ ReSIdenC(j: » Entering the Admissions Information acivities and application for acthity m
System (SAIS) licences for the purpose of organising

-

(gt/‘JE‘*UﬁH 1 0 I ) additional adult education
View all Adding data on the certificate of Login via bank
temporary incapacity for work

Trficnsurance sty EE oo
SE

Swedbank Danske pank

-

View all

| Nordea™ | |L"J Krediidipank

Mordea pank Krediidipank

For an official o Hen w Services A-Z

r Adding data on the cerificate of View all
temporary incapacity for work

r Economic Activities of Estonia (EMTAK)
¥ Query about identity documents

e https://www.eesti.ee/

View all

By entering this site you acceptthe Terms of use terms and
conditions of the state porial Eesti.ee.
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For a citizen

# Housing

L

Company and activity
licence search

Education and Science
Environment

Culture and Leisure Time
Traffic

Family

Maney and Ownership
Travelling

Mational Defence

The State and the Citizen
Consumer Protection
Health Care and Protection

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ T

Benefits and Saocial
Assistance

v

Wark and Employment
Relations

Legal Aid
Official forms
Electronic voter card

¥ ¥ ¥ ¥

Fopulation Register

For an entrepreneur

Official forms
#-road
Authorization

¥ ¥ ¥ ¥

Company and activity
licence search

Environment
Local authorities
Culture and Leisure Time

>
[
*
¢ Licences and registrations
» Taxes and customs

» Mational Defence

-

Structural assistance
information system

e Transport

» Labour environment
» Legal Aid
*

Accounting and Reporting

[%E%ﬁ@ﬂ—ﬁxﬁﬂ%ﬂ%]

JNSA

For an official

Official forms

X-road

Authorization

Housing

Education and Science

Local authorities

Culture and Leisure Time
Licences and registrations
Mational Defence

The State and the Citizen

Structural assistance
information system

Health Care and Protection

¢ Benefits and Social
Assistance

k-
>
-
>
-
» Environment
p
>
p
>
*
-

L4

» Transport
» Work plan semvice

¢ Wark and Employment
Relations

» Legal Aid
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EESTi RF1 XD METE

IDH— REBOERICRE LA MDD

12N BB T50MBE TRENATEE

Main page My Data My documenis Personal documents

My calendar Personal documents

m Here you can safely send, receive, keep, manage, upload/download and share documents. The documents are stored for 12 months

and their overall size must not exceed 50 MB.
» Personal documents

¥ Seeyour notarised documents via respected e-service and your personal [Ds in My Data.

My services To keep track of changes, access and signing in My documents, you can arder notifications.
E-mail £ Personal documents settings
My links . .
o User has been subscribed to service.
Settings
The name or party All Documents E All periods |Z| Cancel
)iD " o Add a new document Delete selected ‘= Send selected Showing 1-1, Total 1 Results per page :| 15 |E|

Last Modified - Size #

L 13

%E?*A%iﬁ [l Title ¢ | Sender/ recipient
'H' — EZ (] Ll welcome 18.09.2015 3 bytes
\_ _/

Space used out of 50 MB: 8 bytes

€ Add a new document Delete selected ‘< Send selected
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JNSA

Japan Network Secun’tyAssociaﬁdh
Electronic Signature Working Group

BEFERAWGADSMEBESZEFTY !
https://www.facebook.com/eswg.|nsa.org
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