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“TPM 1.2 is certified to meet FIPS 140-2.”
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*TPM : Trusted Platform Module

-IMC . Integrity Measurement Collector
“ . ” IMV . Integrity Measurement Verifier
Integrity Check of PC” sequence .TNC  : Trusted Network Connect

Solution in TNC* Action TNCC  : TNC Client

"TNCS : TNC Server
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Vehicle

* Works as a heterogeneous cluster with ECUs

 Internal communication: on-chip bus, system bus, Controller Area Network (CAN), Media
Oriented Systems Transport (MOST), FlexRay.

« External communication directly or via Gateway

—

Head Unit / Gateway

Head Unit / Gatewa

Applications

| 0S

TPM

ECU
[ Application |

1 core| |RAM

HW |Others|

TPM

| Applications | [ 4 Core < | [RAM]

| 0S |
HW

ECU

[1-2 core | [RAM]

[ Application | == L
1 core| [RAM T hd

HW |Others| - oM 7

Application

1 core| [RAM

HW | Others |

TPM

Figure 1. Overview of an automotive vehicle
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Remote Center
Recognize a status of the vehicle by surveying FW Digest
Select & send a suitable update data

Diges

“TPM 2.0 for Automotive Rich” installed in Head unit
« Work as “TPM 2.0 for whole vehicle”; furthermore
» Gateway between the Remote Center and ECU

“TPM 2.0 for Automotive Thin” installed in ECU
* Measure ECU FW to create a digest & sign to the

I

digest
Head Unit / Gateway \L
Applications

pieane
r _' [_Application |
| 1~2 core | [RAM | Update [ 1 core || RAM |
HW Data @'} W HW [ Others |

TPM I Diges | TPM
/\ n-R A O
@ > . - .

Figure 4. Message Flow for Remote Vehicle Maintenance
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Connecting Center, In-vehicle Server and ECUs, files downloaded from |
Center enable "ECUs update” with TCG’s TPM authentication capabilities.

Cloud

Remote Maintenance
Center

TCG published TPM 2.0
Automotive Thin Profile v1.0

! 1 phay
et SPE
0 s ¢

= ECUL: Actuator
BEIEFEL-TSETIL JUE— I 2—%1ELT=/—FPC., ZDRIZ IS THER
2015/4/20 RSARTRE (Y7522 R0), 4/22 SAEFERBE(TFAANTTERNFE
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The above cartoon by Peter Steiner has been reproduced from
page 61 of July 5, 1993 issue of The New Yorker, (Vol.69
(LXIX) no. 20) only for academic discussion, evaluation,

research and complies with the copyright law of the United
States as defined and stipulated under Title 17 U. S. Code.
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IMV
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Verifier A Verifier B
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FE=LDICMEZE =DDoS** DEHAE

[BEAHENSELSNBIERITERYA TR, FYINEREERELTHEET S
-HSSDBEAEEICIRBTETWAIDLIE., COEEN)E—FTHRIBEELS
“DDoSIEERSIE (ZAATRE, LAV LCDEEZZ<DMIRICERICHEIT ENTE
NIX, DDoSEITHRA TR DHWEBHBIEA T HEEDHZEFETES

* BREEEIRYMNIYTELEHOMS., SEEHTEEEE |2 J2012/11/17 tip:/iwww.nikkei.com/article/DGXZZ048415000U2A111C1000000/2dg=1
** Distributed Denial of Services: EEENSHOBHREF-MY . KRAKBELXHHMTSE, BEETFVVTH

AREEIT) I A—FEAEELTHEALE-DOSHIER [2013/11/22 http://www.nikk

ei.com/article/DGXNASFK1302W_T11C13A1000000/?dg=1
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Trusted Computing E#2: FADOEE FUﬁTSU

AFATYRFBENDEEZNDE "Let’'s Roll!”
TFA)AVIUME, 2 FATYRLISE, FAJAUTTEOETOREDHREZZITHELT. ..

BEDRYICEATLEITIEBTHS,

LML, BEOFERICELHIE. INFI2EEBTHS, (1hs. 20014)

_ Dr. Seigo Kotani, Fujitsu labs. America presented at Third Annual US-Japan Critical
Infrastructure Protection Forum, Nov. 27-29%, 2006 Washington DC;

“It is overwhelmingly more tragic to become an accomplice to an evil

deed than it is to become a victim.”

| Dr. Markus Durig, German Federal Ministry of the Interior, presented at Keynote speech of
TCG annual members meeting, Oct. 9™, 2007 Los Angeles, California;

“Threats affecting information technology, New types of crime, Victim

FSRATYRAVEA—TAVTERBIE EETESM177ELT
HRABFETHEILIL, ChEERISET. BEEZEDRNEZTDHESR
HENEINS (DDoSHDBEHBIZEIND) LB BIDLTAU 33—
FYMDFEMHRZEZTES, HREFEMDOERZFZBIEL=LY,

Copyright 2015 FUJITSU LIMITED. Slide #31



HUMESTENELT=, FUjITSU

KAt EXTEAER
RRDEFIEAEN IPRERER =
ZFIXR/IN—F, TCGEEEE /NS

skotani@jp.fujitsu.com
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B LY A N—BZIITCCREEFERIELY)
m ERER:
m 8E:A(IPARE®R). NICT(#eFEH)). K. T, Jh, L, . ED, A0
m RFEFEEFERK:
B 15KZ/2[1{K
B HBEDEF: FSWCSMEERIEEL). HIF :NDABLURANDADEH
B JEAREEA N —BZIITCCREFTIEREL)
B FWGH ., EEMNF>TEHEWIA)YrEZITHEKRIZDONT, AR DEED
AXITOVWTEEL, BERAREZFTHRERES
B EN/EFEIRNARIIE < DEETELD
Ry =0T RIR T FERETS HHardcopy WGIE, LT DR H K&
RUEEEEHNEEL, EAMICARAR—XDFERR ) ZHA TS
- IEEE P2600 WG, IEEE-ISTO PWG Imaging Device Security WG
- Linux Foundation Open Printing WG

- IBMIA((tEE ANE DR AW - FHR AT LERXGS
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Trusted Platform Module Trusted Network Connect
(TPM) EF2)TaFVvT (TNC) &fE R vET—2
ISO&L THR#E1E(2009/10~) IETF RFC&L THR#E1E(2010/3~)
B Ry —UDEEH
B ERGIS—ETIEREE. BYTEL, BFE, EZHIF]. #&%0
B JO0USLDEEMN
B OnJSLDEEN. EIEMERESE. HETES
B RTLDREM.REMN
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| http://cweb.canon.jp/office-mfp/lineup/color/features/management.html |
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I for DoT: K3 BEE~NDERIRE(2011/8)

TCGHIAWGH L DIRE

— RUST.
Trusted Computing Group (TCG)
Embedded Systems Work Group Response COMPU'"NG GROUP""

US Department of Transportation Request for Information
Cyber security and Safety of Motor Vehicles Equipped with Electronic Control Systems

3.1.1.d Risk management including risk/vulnerability assessment and approaches/
strategies to risk mitigation that can be applicable

Secure Software Architecture requirements.

Key capabilities:

- Flexible integration of new security mechanisms and protocols into overall security architecture

- Flexible deployment within the on-board network, e.g. centered or multi-centered approach,
depending on the system environment and applications

- Static and dynamic Configuration of security mechanisms, policies and credentials

- Secure update mechanisms including the three processes; Check current situation remotely,
Confirm installation completion, and Stare certifiable log for indemnity

- Security API for application developers TCGEIFICKBVEAVEE=IEHNER
- TORRTOERERKROERTILE

- SLEESER(HBHUIERFT)DFERE

- FRICESAMED T RERE)
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oneM2M-REQ-2013-0188- one
UseCase_RemoteMaintainance MM

e
— | W=
White List DB — =

Product Info
Registration | Parts Vendor ]

[ Certificate Authority | Parts

A

ity SELLLLELL " Device Key ...........T.............E
E = Registration E -
: Check ! i : E
E = Parts Validation E -
- [ Center ] E Report (Hashed) s E
=-'.'l'fl'll""'ll'lf"“’ =".lllllllllllllllllllll.',

E M2M Service Layer E E M2M Service Layer E

= assist the Platform : = assist the Gateway :

Lo EEsEEEEEEEEEE Enl hessmssEEEEEEEEEEEmEnl

oneM2M: http://www.ttc.or.jp/j/std/committee/wg/onem2m/introduce/
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