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TLS: BCP TLS(1/2)

Motivation

, Provids{cslear guidance to confused TLS implementers |
everal outstanding vulnerabilities
. Some require app-level mitigations[ SuiteZH X 320FEE &K ! J

. Conﬂlcts move ay Approach 4//
| Pervaswe ?Iasswe monitor! » % sm;gle ciphersuite (or a very small number bf
them), that:

» The BCP is based on exist

current or near-future impl - A client should propose, along with its other
ciphersuites
« Absolutely no new ,
creativity to TLS 1 - A server should accept, unless a stronger one is
. Which will obsolet offered

"» Plus a few more recommendations

[2048-bit RSA certificates |

Disable fallback to SSLv3

|Disable TLS-level compression |
Possibly a word on session resumption
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DHE vs. ECDHE

» Modular Diffie-Hellman widely available, much more than
Elliptic Curve DH

» However:

TLS: BCP TLS(2/2)

- 1024 DH is considered insecure, important client
implementations will fail the handshake if presented
with >1024 DH

- We only have crypto agility with ECDH (negotiated
curves)

» Recommendations, in priority order{ Non-NIST Approved ! ]

- ECDH:|Brainlgool with a fallback to P-256 fexpect
P-256 to be the prevalent curve 1n use for a while)

- Ephemeral DH-2048:
S DHE RSA WITH AES 128 GCM SHA256

- Ephemeral DH-1024

[Current Practiceé&ly)&YFuture Practice... ]

ed.
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TLS 1.3
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v" New Handshake Flows for TLS 1.3
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Non-NIST approved algorithm
« TATEHSNATHD?

> LI kS

s NE

v' $5I: Dua

EC

A

DRBG

v (NISTIXTEER > THD TEBLELT...
o AL, EABTINITIVXLLHZD ?
> @SS Camellia(su
> AM)—LEES: Salsa20 or ChaCha20
» Elliptic Curve: Brainpool, Curve25519, BN?
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TLS: STREAM CIPHER(1/4)

e SSL/TLSIZIZRCA4ELNSRMN)—LEEENHS
o AIEMIEMETEFD AT=BIEAMN)—LESNKIFEQ

SZEER 1 HI=YDRIL=T vk E7ILTNVXLEYVAERRES R !

Algorisms 16 bytes 64 bytes 256 bytes— 1024 bytes 8192 bytes
RC4  515377.40k 639651.63k 686025.38k 704258.05k 711376.90k
Camellial28 121727.59k 154398.87k 166057.22k 169401.34k 170527.40k

X BEFFPCTHIE
Thia -

[[ 5. £/ FLBEBWATY ... orz... ]
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TLS: STREAM CIPHER(2/4)

« RCADEMAM)—LEEE ChaCha20

2 TDan J. Bernstein [Z&kVY&%E
> Polyl305&#HE&H TAEADZIERL

» Salsa200:

PKI Day 2014

Performance

Intel Xeon E5-2690@2.9GHz with Hype
Threading and Turbo Boost disabled

IAES—‘I 2B-GCM, AES-NI disabled 131 MB/s
AES-128-GCM, AES-NI enabled 892 MB/s
IChaChaED+ Paly1305 427 MB/s
ChaCha20+Poly1305, -march=native 560 MB/s

ARM Cortex-A9@1.2GHz

AES-128-GCM

25 MB/s

ChaCha20+Poly1305

92 MB/s

=
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TLS: STREAM CIPHER(3/4)

. IETF89-- -

> |IETF88TWG itemIZ:EIR | M5 D EF Mk EE
IETF88TIX/) /) =>1=-DIZ—%5---
v FLFLERN)—LEEB WD ?
v DTLSTRKM)—LEEFEZ GG ?
v CTRE—KFTOKL®»4 ?
——

L5087 oKYRLBE! !
(ETHAPRELTESLBES..

PKI Day 2014

WS O T ok E W

Copyright(c) 2014 NTT Software Corporation. All rights reserved



18

TLS: STREAM CIPHER(4/4)
Z AR -

> 5l : google.co.jp
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BRELCSNTOGNTEREFH
Cipher Suites (SSL 3+ suites in server-preferred uw_}

TLS_ECDHE_RSA_WITH_CHACHAZ20_POLY1305_SHAZ5G (@xccld) ECDH 258 bits (eq. 2072 bits RSA) FS 256

TLS ECDHE RSA WITH AES 128 GCM SHAZ2EG (Bxc@Zf) ECDH 256 bits (eg. 3072 bits RSA) FS 128

TLS_ECDHE_RSA_WITH_RC4_128_SHA (@xc 128

TLS_ECDI

e INfOrmational: 0xcO b\bﬂ‘*ioféd)fli---

TLS RSA L R e AT L

TLS_RSA_WITH_RC4_128_MD5 (@x4) 128
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@38) ECDH 258 bits (eq. 3072 bits RSA) FS 256
TLS ECDHE_RSA WITH_AES 256 CBC SHA3B4 (BxcB2E) ECDH 256 bits (eq. 3072 bits RSA) FS 256
TLS ECDHE_RSA WITH_AES 256 CBC_SHA (#xc@14) ECDH 256 bits (eq. 3072 bits RSA) FS 256
TLS_RSA_WITH_AES_256_GCM_SHA3E4 (@x9d) 256
TLS_RSA_WITH_AES 256 _CBC_SHAZ25E6 (2x3d) 256
TLS_RSA_WITH_AES_256_ CBC_SHA (8x35) 256
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (0xc@l1Z) ECDH 256 bits {eg. 3072 bits RSA) FS 168
TLS_RSA_WITH_3DES_EDE_CBC_SHA (exa) 168
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ256 (0xc027) ECDH 256 bits (eq. 3072 bits RSA) FS 128
TLS_RSA_WITH_AES 128 _CBC_SHAZ56 (2x3c) 128

TLS_RSA_WITH_AES_128 CBC_SHA (ex2f)

https://www.ssllabs.com/ssltest/
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v So.cl(Microsoft), Google, Yahoo, Facebook
Apple, AOL, Skype, YouTube, PalTalk

o [MZINELT=D "7

> E-mail, X&, BEE, |
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Pervasive Surveillancexti

LM FERITELTHEELTLS
» (Perfect) Forward Secrecy

> Internet Infrastructure Review (IIR) Vol.22|Zi0%: !

» http://www.li].ad.|p/company/development/report/iir/02
2.html

e Opportunistic Encryption (OE)

> BBETAHIZESTARTTLS

> Client-to-Client, Client-to-ServerZ:OEM %L\ ?
. Unauthenticated Encryption

> EREEE 9 IZEndpointE DI S EEELT

| BEREOIAMERMEE ES5L1VS57TO—F |
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IETFTARVETLSSA
e DTLS In Constrained Environments (DICE)
» http://datatracker.ietf.org/wg/dice/charter/

 Constrained RESTful Environments(CORE)
» http://datatracker.ietf.org/wg/core/charter/

e« Using TLS In Ap

nlications (UTA)

» http://datatracker.ietf.org/wg/uta/charter/

—

Applications AreaTOF AMNEFRIELTLVS !

(DTLSEREL LTS HANDS ]
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« Stream Cipher

» ChaCha20 + Poly1305
» KCipher-2 (CRYPTRECHIZE L T)

« FESEENE

» Encrypt-then-MAC for TLS and DTLS
» Authenticated Encryption with Replay prOtection (AERO)
v https://datatracker.ietf.org/doc/draft-mcgrew-aero/

» SmWn-&C

)

)

« Safe Elliptic Curve [ UC Berkeley =& A8
» Additional Elliptic Curves for IETF protocols

v https://datatracker.ietf.org/doc/draft-ladd-safecurves/
> Non-NIST approved CurveZix 3 2=

o BLEBTBMTILTVALOBEIADEIE
> |ETF89FI{HLLVMNOMLT7 YA &R
> MQVDEATRIL...
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IETFIZBI1TAPKI related’E[q]
e PKIX = 87T
« Web PKI OPS (WPKOPS)

» https://datatracker.ietf.org/wg/wpkops/chart
er/

« Web Security (WEBSEC)

> http://datatracker.ietf.org/wg/websec/charter
/

 Public Notary Transparency (TRANS)

» https://datatracker.ietf.org/wag/trans/charter/

[ |ETF'C~‘PKIE'§AJ0)':H§'C'§'J:I AT ]
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» Twitter (satorukanno)
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