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e Microsoft Cryptography API
> CryptoAPI, M.(XCAPI
> Windows NTCE A (4.0)
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Context Functions
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#include <windows.h>

#include <wincrypt.h>

#include <stdio.h>
#pragma comment(lib, “advapi32.lib”);

void main(int argc, char *argv[]) {
BOOL fResult;
HCRYPTPROV hProv;
HCRYPTKEY hKey;
DWORD dwpFlags, dwBits = 128;
CHAR Message[8] = “Test”;
DWORD BufLen = 8, MessagelLen = 5;

fResult = CryptAcquireContext(&hProv, NULL, MS_ENHANCED_PROV,
PROV_RSA_FULL, CRYPT_VERIFYCONTEXT);

// Generate an exportable and random 128bit RC2 key
dwFlags = dwBits << 16 | CRYPT_EXPORTABLE;
fResult = CryptGenKey(hProv, CALG_RC2, dwFlags, &hKey);

// Message will contain the encrypted bytes
fResult = CryptEncrypt(hKey, 0, TRUE, 0, (LPBYTE)Message, &MessagelLen, BufLen);

// Message will contain the original text
fResult = CryptDecrypt(hKey, 0, TRUE, 0, (LPBYTE)Message, &MessagelLen);
printf(“Message = %s¥n”, Message);
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o .NET - System.Security.Cryptography(D#4
AIZEfE (CF1E
> Symmetric key encryption/decryption

> Asymmetric (public/private) key
encryption/decryption

> Hashing
> Signing
> Random number generation

> Misc. other support classes
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static void Main(string[] args)

{

string PlainText = "My Message.";

byte[] bPlainText = Encoding.Unicode.GetBytes(PlainText);
byte[] CipherText;

byte[] bPlainTextNew;

TripleDESCryptoServiceProvider TDES = new
TripleDESCryptoServiceProvider();

TDES.GenerateKey();
TDES.GeneratelV();

ICryptoTransform Encryptor = TDES.CreateEncryptor();
ICryptoTransform Decryptor = TDES.CreateDecryptor();

// Encrypt plaintext
CipherText = Encryptor.TransformFinalBlock(bPlainText, 0, bPlainText.Length);

// Decrypt ciphertext
bPlainTextNew = Decryptor.TransformFinalBlock(CipherText, O,
CipherText.Length);

strPT = Encoding.Unicode.GetString(bPlainTextNew);

Console.WriteLine(strPT);
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FIPS 140-2 Suite BJ7)LTYX/ADBR—

* AES - AES-128,AES-256,AES-256

+ SHA - SHA-256, SHA-384

* Key Exchange (ECDH) - P-256, P-384
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Hash Values
Random Number Generation
ClickOnce Manifests

Suite B Support
Cryptography Next Generation (CNG) Classes




Crypto Agility (DER

NHESDSEDI0LE



B (AL(C RN D DI ?

o B ARF DR Z#EC...
o A=Y MNFH

o 357 RN
« lBS07)L 0 X LDHESSE
o IS DEPFFEAELL
 BRICFE[EFES IR

F£/z. IB=2010F A
c SIEESWBESOTET




BRICEEE DB KSR

« JS2)L, O, HE. 12K
- BIHEKER
HA[E: regulation No. 273,
[0=-)7: FSB certification
- > R : Crypto import and usage #RHl(1ICT)
JS52)L : #EEF7ZI)ILTUX
o ¥t
0=)7: GOST
R[E: JBIES. Trusted Cryptographic Module (TCM, 2007)
g -
FA[E: GB/T 17895:1999 — Multi-level Protection Scheme,
GB/T 20008:2005 — OS security eval crit, GB/T 20009:2005
— DBMS security eval criteria

[0=-)7: FSTEC sec products eval criteria, FSTEC system
attestation




B IR
° Elg}_'_b\‘)iﬁﬁé rmDR&D, Bk FE, A AHZ 1>
o Certified D H N IBUITHERE T OFIFHZ%Z
5T 0]
O3 7

GOST family of B§=J7)LJ1J X /s(PRNG, hash, symm

S

ncryption, HMAC, EC-based DigSig and DH asymm crypto)

o EH

E

JHBEHES (PRNG, encryption, HMAC, hash, DigSig)
J3 A [x Trusted Crypto Module (TPM vNext)
Approved for national standardization in Apr 2008

- B8

E

S

EED symm J7JL T U XU - rfc4269.1xt



= 77 DER

c R NS DEK
o AT« — ARm(CGOSTZ 15k
Word, Excel, Outlook, InfoPath, SharePoint
o 2w ND—=DtF 1 VT [CGOSTZEIESK
> ADRMS(DRMEM)DGOSTH7R—
o GOSTN\— _A@DMicrosoft CA
> GOSTZFA L IZSQLT —INR—XRIEF,
=




Crypto Agility’ZZ L1V TCZZX D &

c P ITUT =23 5381V =E
B9 DNEHD,
° CNG([E—&E DL 1T

Cutlook, IE, 15, NAP, OWA, atc. Applications

Sacure Email CMS (SIMIME)

Secure over-the-wire communication Protocols (TLS, SSL, IPsec, Kerberos)

Strong authentication & secure credentials Smart Cards (Base CSP, Card Modules)

Issuance and Enroliment of certificates

Certificate Server (PKI Server&Enroliment) |
X 509 vakdation, including ECC cedificates CAPI 2 (Certificate Services)

Robust. Pluggable Crypto Primitves/KSP CNG (Core Crypto)
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* ipsecsnp/ipsecsvc mngm & policy modules have
hardcoded algos

* Oakley (IKE phases 1 and 2) has numerous algo checks
- ipsec.sys (ESP u AH) has hardcoded algos

 (Win7) IKEEXT.dll and tcpip.sys (ESP un AH) have
hardcoded checks for crypto algorithms
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