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20234 Top15
1 CVE-2023-3519
2 CVE-2023-4966
3 CVE-2023-20198
4 CVE-2023-20273
5 CVE-2023-27997
6 CVE-2023-34362
7 CVE-2023-22515
8 CVE-2021- 44228
9 CVE-2023-2868
10 CVE-2022-47966
11  CVE-2023-27350
12 CVE-2020-1472
13  CVE-2023-42793
14  CVE-2023-23397
15 CVE-2023-49103

Hi 8 : 2023 Top Routinely Exploited Vulnerabilities (CISA, FBI, NSA, fiFEIWFEE M/, 2024411 ) . 2022 Top Routinely Exploited Vulnerabilities (CISA, FBI, NSA, fhlEMHF#EE YR, 20234E8H)

Citrix NetScaler ADC / Gateway

Citrix NetScaler ADC / Gateway

Cisco 10S XE Web Ul

Cisco 10S XE

Fortinet FortiOS FortiProxy SSL-VPN
Progress MOVEit Transfer

Atlassian Confluence Data Center and Server
Apache Log4j2

Barracuda Networks ESG Appliance
Zoho ManageEngine Multiple Products
PaperCut MF/NG

Microsoft Netlogon

JetBrains TeamCity

Microsoft Office Outlook

ownCloud graphapi

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-317a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-215a

20224 Top12

1 CVE-2018-13379
2 CVE-2021-34473
3 CVE-2021-31207
4 CVE-2021-34523
5 CVE-2021-40539
6 CVE-2021-26084
7 CVE-2021-44228
8 CVE-2022-22954
9 CVE-2022-22960
10 CVE-2022-1388

11 CVE-2022-30190
12 CVE-2022-26134

Fortinet / FortiOS and FortiProxy
Microsoft / Exchange Server
Microsoft / Exchange Server
Microsoft / Exchange Server

Zoho / ManageEngine ADSelfService Plus

Atlassian / Confluence Server and Data Center

Apache / Log4j2
Apache / Log4j2
VMware / Workspace ONE Access, Identity Manager, and

vRealize Automation

F5 Networks / BIG-IP

Microsoft / #8 $1 &

Atlassian / Confluence Server and Data Center
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ASMBEE:E FFa Ak

e - _TASM (Attack Surface Management) & A
A B A~IE D & 8 R £ [F # 2 AV T H AR
DITEPEZFE R LU EH S 5~ |

CISA : BINDING OPERATIONAL DIRECTIVES 23-02
(BOD 23-02 : W D H % #EH{54523-02)

CISA : BOD 23-02: Implementation Guidance for
Mitigating the Risk from Internet-Exposed Management
Interfaces (BOD 23-02 FE3EH A X' R)

1.1 ASM (Attack Surface Management) DWE4
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