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[H#8]  NTIA Software Component Transparency

https://www.ntia.doc.gov/SoftwareTransparency
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[H82]  The Minimum Elements For a Software Bill of Materials (SBOM)
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SBOM Software Bian Of Materials
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Continuous Diagnostics & Mitigation

STIX BHREE (AT NETE)
Structured Threat Information eXpression

ERNBVATLER
Continuous Monitoring

FDCC

EFPERFTLET ROy TEE
Federal Desktop Core Configuration

SCAP
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Security Content Automation Protocol

NCP REICEATEFIVIIIRE

National Checklist Program

ESMEXt TR T —9R—2X
NVD National Vulnerability Database
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= 4 Government | TagVault.org % ar ke
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kg 2014 PLEEYw About this capture

13 Jun 2010 - 17 Apr 2021

Government

Government organizations can join TagVault.org for free.

See details below.

In the United States, Presidential executive order #13103 requires that all government agencies must have accurate software inventories and must be in compliance

with software license contracts. Congress Is even getting involved and essentially reguiring the the Department of Homeland Securitv use software asset manacement

practices for license optimization efforts 2 O -I 4$O 1 H O 9 E H%ﬁ;\\
Twenty Cntical Secunty Controls for Effective Cyber Defense (commonly called the Consen
http://tagvault.org/government/

guidelines for computer security. This document specifies, as the second critical control, th:

jgsf;etl;zb:u:?::jew software title installed and used on every system, validate that it is ¢ * z;\ (3: . ﬁ%ﬁ%ﬁ*ﬂ?ﬁ_ﬁ%’;ﬁ ‘I 3 ‘I O 3 %
(1998F9AH30H)ICLY . IARTDHENAT

From a secunty perspective, the US Federal Government has established a Security Contel

Institute of Standards and Technology (NIST). Unfortunately, it is difficult if not impossible tc *%%F*ﬁ b\‘IEEEfa:\j j I\ rj I T,r ‘J/\‘ ‘J I\ |J E{%

installed on an organizations computing devices. Prior to the 19770-2 specification, this wa

SWID tags, the tide is turning in favor of a more manageable environment. j:% LJ \ \J 7 '\ rj I 7 a/rt y Z %@%’\J l: ﬁma_ 5
The General Services Administration (GSA) spends millions of US taxpayer dollars every ye : t h{%%%{q' (j‘ 6 nz' L \ 5 o

Management and Budget (OMB) when a software vendor requests an audit of the Governm
the need to normalize and categorize software inventory from multiple different tools, all of which report their data differently to consoclidate the numbers —

this Is because there was previously no standard for how software identifies itself

2025 TDU Information Security Lab.
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suppliers

* ~5% of CPE Names are provided by
software providers around the
point of software “release”

» ~95% of CPE Names are created b
NVD analysts during the “manage
phase

* Produced during the vulnerability
analysis process

» Software is identified after a known
vulnerability is found

7

* Identifying software after a
vulnerability is discovered is way
too late!

Develop

CPE Myth: CPEs are produced by software

¢ SecDevOps: Dependencies are managed
¢ Vulnerabilities in dependencies need to be known

v

¢ Software artifacts are compiled
e Distribution packages are created

¢ Software packages are published

¢ Software is installed on endpoints along with
dependencies

¢ Vulnerabilities are identified
o Software is patched and upgraded

-
v

¢ Software is uninstalled

(18]  SCAPv2 April Developer Days Face to Face (2019/04/30~05/02)
https://csrc.nist.gov/Projects/security-content-automation-protocol-v2/Material-Archives

2025 TDU Information Security Lab.
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o NVDAEIZATWLWBDIRNAZERERT D&,
o C_ODFREEFERT Bz6(C. NVDIERmamF & U TSWIDDERFAHEE
o CPE:NVDEFCTRmARIFZMS
e SWID: %Eﬁ':/\“/@I1Z|S_C*”|:'|::'|uﬁk5|]¥’£ﬁ’—i(’l’J7\I\ JVEFICEIHR)

I71WR REE FRV) BES FvIv-7@) UM ALTH)

v

5 | B NVD - cve-2021-44208 x |+
<« C O B hitps;//nvd.nistgov/vuln/detail/cve-2021-44228 #vulnConfigurationsArea B % % ® &1 =
Foundation

Know_n Affected Software Configurations switch to cre 2.3

e _ _ SHIATNTL\S

CVAI\E §£h2e1 Li4 228 VIRIIT7ORED—E
P 94] T
N

0 =3
¥ cpe:/a:apache:logdj From (including) Up to (excluding) n n E I
how Matching CPE(s)» 2.0.1 2.3.1
A
JE cpe:/a:apache:logdj From (including) Up to (excluding) 1#5_*‘%
w Matching CPE(s)> 2.4.0 2122 /
JE cpe:/a:apache:logdj From (including) Up to (excluding) ﬁ'-TU = |J z I\
; Zon
w Matching CPE(s)» 2.13.0 2.15.0 —_— _—

=A==l

)0t INTULBRE
=ffe 3§'T$b\$ﬁi
SINEERDOH

Configuration 2 (hide ) -%IJ | | % I F

¥ cpe:/o:siemens:sppa-t3000_ses2000_firmware R B J C P E
Show Matching CPE(s)> n n u

Running on/with 1 I % ﬁ
cpe:/h:siemens:sppa-t3000_ses3000:- /
Show Matching CPE(s)»

‘<——>\ -

N~

Configuration 3 (hide )
JE cpe:/a:siemens:captial Up to (excluding)
— P . NVD
< >

2025 TDU Information Security Lab.
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CPE Myth: CPEs are produced by software
suppliers
* ~5% of CPE Names are provided by « SecDevOps: Dependencies are managed
software providers around the Develop * Vulnerabilities in dependencies need to be known
point of software “release” N T ——
. piled
e ~Q504 Of CPE Names are created b e Distribution packages are created J
NVD analysts during the “manage”
phase ¢ Software packages are published
* Produced during the vulnerability
anaIyS|s process ¢ Software is installed on endpoints along with J
 Software is identified after a known dependencies

vulnerability is found

¢ Vulnerabilities are identified 1] 3 =3
o |dent|fy|ng software after a « Software is patched and upgraded %nnﬁ&gu%m\\
vulnerability is discovered is way 59127
J

too late!

¢ Software is uninstalled

€€«

(18]  SCAPv2 April Developer Days Face to Face (2019/04/30~05/02)
https://csrc.nist.gov/Projects/security-content-automation-protocol-v2/Material-Archives
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B JYURTO0V7h
C:¥ProgramData>dir reg*
C:¥ProgramData DT (LI KJ

2021/12/24 01:04
2024/12/18 08:45

<DIR>
<DIR>

C:¥ProgramData>dir regid.1986-12.com.adobe

2021/12/24 01:04 <DIR>

2021/12/24 01:04 <DIR> ..

2021/02/15 02:59 1,700 regid.1986-12.
2019/06/28 16:30 1,698 regid.1986-12.

C:¥ProgramData>dir
2021/06/28 17:45
Component 64-bit Registration.swidtag
2021/07/20 ©3:35
Component.swidtag
2021/07/20 03:36
Component.swidtag
2024/12/18 ©9:02

regid.1991-06.com.microsoft

025 TDU Information Security Lab.

regid.1986-12.
regid.1991-06.

1,096 regid.1991-06.
1,076 regid.1991-06.
1,075 regid.1991-06.

999 regid.1991-06.

com.
com.

com.
com.

com

com

com.

com.

||

adobe
microsoft

adobe_AcrobatPro-AS1-Win-GM-MUL.swidtag
adobe_V7{}AcrobatCont-12-Win-GM.swidtag

.microsoft Office 16 Click-to-Run Extensibility

.microsoft Office 16 Click-to-Run Extensibility

microsoft Office 16 Click-to-Run Localization

microsoft_Windows-10-Pro.swidtag

20
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o NVDOAZTLDINAZERERT D&,

C:¥ProgramData¥regid.1991-06.com.microsoft>type regid.1991-06.com.microsoft_Windows-10-Pro.swidtag
+Y<?xml version="1.0" encoding="utf-8"?>
<software_identification_tag xmlns="http://standards.iso.org/iso/19770/-2/2009/schema.xsd">
<entitlement_required_indicator>true</entitlement_required_indicator>
<product_title>Windows 10 Pro</product_title>
<product_version>
<name>10.0.19041.2546</name>
<numeric>
<major>10</major>
<minor>@</minor>
<build>19041</build>
<review>2546</review>
</numeric>
</product_version>
<software_creator>
<name>Microsoft Corporation</name>
<regid>regid.1991-06.com.microsoft</regid>
</software_creator>

el

</software_identification_tag>
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ISO/IEC 19770 ITAM(ITEEEIE)

HIE2

LEES

R

ISO/IEC 19770-1:2017
Requirements
Co3 ]

[TEEEE(TAM)DZHDNYRIX IS RT LD,
i, MR UIEDERFRICOVTREL TS,

JIS X 0164-1:2019

ISO/IEC 19770-2:2009
Software identification tag
SWID(V 7o 7#HAIF)

ISO/IEC 19770-2:2015
Software identification tag
SWID(V 7o 7#H5AIF)

VIRIIT7DEANRREEET DHIC. BATNRZY D
bOTTEHBTDODY T DIRETH D,

ISO/IEC 19770-2:2009M%9 7 EADEZ<MMERE
Bofz. Fz /N FHILEM (delta) /\ v afEEMSE
(shal, sha256%&) MYIR—bEINBLIITBDT,.

JIS X 0164-2:2018
(ISO/IEC 19770~
2:2015)

RFC 9393 (2023F6H28H)
Concise Software Identification Tags (CoSWID)

ISO/IEC 19770-2:201 5D EER CHIKIZRA
=T M REBELIEERTH D,

2016F3ANS
WRE1RII

ISO/IEC 19770-3:2016
Entitlement schema
TR F—<

BATNTVWBYIRIITPDI( VR IGHRERLRT B/
HDITDIFETH D,

JISX 0164-3:2019

ISO/IEC 19770-4:2017
Resource Utilization Measurement
BEMBRE

ITEEDFERICHSI VY —ADHEEICEAT B TH D,

JISX 0164-4:2019

ISO/IEC 19770-5:2015
Overview and vocabulary
WMENUHHE

ITEESEOIVETMeREZSU. ISO/IEC
19770V —XCHVWOSNSAZEDEER Y. FHIEME
E(CDVWTEHBEUIEBEE TH S,

JISX 0164-5:2019

NISTIR 8060 ISO/IEC 19770-21VJ 9T 73881520 1DERKICES 2016 F4RHFT
Guidelines for the Creation of Interoperable IBRHIRST1Y

Software Identification (SWID) Tags

NISTIR 8085 ISO/IEC 19770-21YV 9T 73 B9 T 1HhS 2015%12H
Forming Common Platform Enumeration (CPE) X. 152 8T & HBIFIDERKICEET 5158 RS T FIT

Names from Software Identification (SWID) Tags.
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ITEEEE

ISO/IEC 19770 ITAM(ITEEEE)

Rias

LEES

ISO/IEC 19770-6:2024
Hardware identification tag

HWID% & LTDN\—R I T 7#BI(HWID) 7—5 D7
TEIMEDRIETH S,

ISO/IEC 19770-8:2020
Guidelines for mapping of industry practices

to/from the ISO/IEC 19770 family of standards

FEFRODOBITZEISO/IEC 19770V )—XICRvED TS
DRBEERIDVYE VT RFAX VMR T HEEIC
FRTIEH ARSIV R BLU7TO—FZE
92,

ISO/IEC DTS 19770-10
Guidance for implementing ITAM

ITAMVR T LEREL REODHBDFEGREEZNDE
DRREEEENC K> TRE) Em/z I 12D AMY U R %12
93,

ISO/IEC 19770-11:2021
Requirements for bodies providing audit and
certification of IT asset management systems

ISO/IEC 19'770 1ICﬁED'CITAMSU) EEBJ:OW.:
Do

2025 TDU Information Security Lab.

24



[TEEEHE

ISO/IEC 19770 ITAM(ITEEEE)

o HREFEHREENL.BFFITVITIGEDEREEHICFIAEE
o VILII7EAIEHR(SWID)IE19770-2,. 21V REHR(Ent)IZ19770-3,
N —ZXFRER(RUM)IE19770-4 TlEHRIBENEEILI NS,

SA4t R IEHR
ZA—No:5678,&FN:T—INF7T1),
#H=E:1000, 51t RAZRE: [ERF
{EFRRAI—%---
S1t 2 RIEER
ZF—No:1234,8F:AV TR,
#H=E:1000,51z AFREPC: - -

19770-3(Ent)

Security Automation
(#4,/ 1 21— A IERT RE/ EL %)

2025 TDU Information Security Lab.

VI RO I 7 EBRIER
19770-2(SWID)

VIO T PRI RER
19770-4(RUM)

SWID: SoftWare Identification
Ent: Software Entitlement
RUM: Resource Utilization Measurement

<

/’

<
<
<
L]

tagld

tagld

tagld

tagld

tagld

entld

entld

entld

RUM

RUM

RUM

RUM
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® I[SO/IEC 19770-20ft#kTHAECL T\ Z &l RE#FIF(SWID)D
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DEMFF=FEZITELD?
0 CPE v2.3
cpe:2.3:{f@}: RV} ARRY{N—TUa {7y ITF— R H{IT0v3a v} {EE):
{sw edition}:{target sw}:{target hw}:{ZnD1th}
e purl
pka: {717}/ {&rIZE”E}/ {/I\vT—IRY@{\—Ia v ? (BT #{/VR}
e SWID
20—/ 1=—7JIDT.16/\1:QUUID., £IF5TEREBICEI > TERINZE
#EIF | CPE Package-Manager SWHIDs Hash SWID
2" UUID | 2=—21ID
SPDX CPET1—JUk Package-Manager74—JU | swhT41—JUF | OtherJ+—JUR{ER
fER(CPE 2.2, | RER(purl) 15
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DE MR FEFZILRLD?

0 CPE v2.3
cpe:2.3:{fF@7}: {RVAY BB {IN—Ua {7y TR A{ITTF1v3a ) {EE
{sw edition}:{target sw}:{target hw}:{ZDfth}

e purl

pkg:{71 Y/ {&aIZE/E}/{I\vTr—IZY@{/I\—Ia v} ? {BenF1 #{/\R}
e SWID

J0—/NVRA=—2IDT. 16N +DOUUID., FzI39 7 ERBICL > TERINZE
KB

Transparency Exchange Identifier
OWASPHRET EHMOEGHFIF =R I DLtk

urn:tei:{TEI type}:{DNS domain}: {&m#&k5I+F}
urn:tei:uuid:products.example.com:d4d9f54a-abcf-11ee----

CTH.CPEDZA. EDVO (T HNDIEAD?
urn:tei:cpe:products.example.com:cpe:/a:ipa:myjvn
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No single identifier.

There is no single identifier for software. Any solution has to support as many existing identifiers as possible.
Introducing our proposal: the TEI URN.

TEl is the Transparency Exchange Identifier. A unique identifier created by the manufacturer
for a specific product regardless of software version.

urn: tei:uuid:products.example.com:d4d9f54a-abcf-1lee-ac79-1a52914d444bl

4 1 4 4

URN schema TEl type Lookup DNS domain Unique product identifier
PURL, (Indicated by TEI type)
UuUID,
SWID.
GTIN/EAN
and more
F™ 1
oo TEl — B

Manufacturer Artefacts (SBOMs etc)
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BRHAF ISt

SBOM®MEEH:SPDX

® SPDX(Software Package Data Exchange)
ISO/IEC 5962:2021 & UCEEBERE({EINIZFRE

SPDXVersion: SPDX-2.2

DatalLicense: CC0O-1.0 o —ERHBRIF
DocumentNamespace: http://www.spdx.org/spdxdocs/8f141b09-1138-4fc5-aefb-fc10d9acleed
DocumentName: SBOM Example

SPDXID: SPDXRef-DOCUMENT

Creator: Organization: Company A ---SBOMOM’FEE%

Created: 2022-05-09T13:00:00Z A LRI IS

Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-Application-v1.1 ---{&K7FE8{&
PackageName: Application < AUR—RUME

SPDXID: SPDXRef-Application-v1.1 ---—’*‘@;&EU%

PackageVersion: 1.1 cAUR—RIMDIN—T3 Y

PackageSupplier: Organization: Company A « - -S54V —%

PackageDownloadLocation: NOASSERTION

FilesAnalyzed: false

PackageChecksum: SHA1: 75068c26abbed3ad3980685bae21d7202d288317
PackagelicenseConcluded: NOASSERTION

PackagelicenseDeclared: NOASSERTION

PackageCopyrightText: NOASSERTION

ExternalRef: SECURITY cpe23Type cpe:2.3:a:company a:application: 1.1 x:x:xkkkk - - - —B7R5BIF
Relationship: SPDXRef-Application-v1.1 CONTAINS SPDXRef-Browser-v2.1 - - -{&FEE &%
Relationship: SPDXRef-Application-v1.1 CONTAINS SPDXRef-Protocol-v2.2 ---{&kFE{%
(LLTF4ABR)
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SBOMMEZTA:CycloneDX

® CycloneDX
® OWASPTHEIN/ISBOMABDLE

<?xml version="1.0" encoding="utf-8"?>
<bomxmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema”
serialNumber="urn:uuid:3e671687-395b-41f5-a30f-a58921a69b71” version="1" - - - —B#HHIF

xmlns="http://cyclonedx.org/schema/bom/1.3”><metadata>
<timestamp>2022-05-09T13:00:00Z</timestamp> c VA LRI S
<authors><author><name>Company A</name></author></authors> ---SBOM®M{Er#&
<component type="application”>

<name>Application</name> < AUR—RUME - RKTFRER
<version>1.1</version> cAUR—RIMDIN—=T3Y
<hashes><hash alg="SHA-
1">75068c26abbed3ad3980685bae21d7202d288317</hash></hashes>
<cpe>cpe:2.3:a:company a:application: 1.1 x:xxx:x:*:%</cpe> e — RN F
<externalReferences/><components /></component>
<manufacture><name>Company A</name></manufacture>
<supplier><name>Company A</name></supplier></metadata>:-- 731V —%

(HE&)

<dependencies>

<dependency ref=“pkg:maven/org.company b/browser@2.1”>  ---{&FE8%
<dependency ref="pkg:maven/org.c/CompressionEng@3.1” /></dependency>
<dependency ref="pkg:maven/org.community p/protocol@2.2” /> - - -{&k1ZE%
</dependencies>
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e SWID(Software identification tag. YV 7o 7#HAIF)
® ISO/IEC 19770-2:2015& U CEHEZEE{ LTINIZFAIE
<Softwareldentity

xmlhs="http://standards.iso.org/iso/19770/-2/2015/schema.xsd”
xmlns:shab512="http://www.w3.0rg/2001/04/xmlencttsha512”

name="application” o dUR—RUME
tagld="Company A/application@1.1” o — BRI T
version="1.1"> s AUR=RIMDN=I3

<Entity name="Company A” role="tagCreatorsoftwareCreator” /> ++ -7 FS5147—%& - -SBOMDIELE
<Meta title="Company AApplication v1.1” timestamp="2022-05-09T13:00:00Z" /> A1 LRI
<Link href="swid:CompanyB/browser@2.1” rel="component” /> - - -{&k1FE{%

<Link href="swid:CommunityP/ptotocol@2.2” rel="component” /> - - -#&1FEE%

<Payload >

<File name="Company-A-application-1.1.exe”

shab12:hash="BC55DEF84538898754536AE47CC907387B8F61D9ACD7D3FB8B8A624199682C
8FBE6D163108

S8AE6A322CDDC4252D3564655CB234D3818962B0B75C35504D55689”"/>

</Payload>

</Softwareldentity>

(LLTAB)
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Secure by Design Pledge (B=*

)

[l
I[[[

® 2024F5HAMDRSAHNY T 7L I RATHIRINIZCISAD RS

® Secure by DesighZEET

B 7TODOEFKNZBREICHL. BENSTELUARA

|CEXYW A OZERIN R 2 B E R RS C AR T D&

BN BRHITERHET BRI, | gl,ﬂs,i!,&

=1

d—)b

% BB (MFA)

1FLIAIC, *'J&§1$—C%’7§3=§n DEEDERZIBINS B 572158

T IAIVNINRDT—R

T1ELIAIC, %u%évk‘c\‘%“jwm\/\"zv—HE%U%@(:@ITES&%
i R

RESSMED DS REHZHIR 1FLRNIC, "B AT DL LDOMRSEEI S A EHIRS B 5728
ICEBURBEZ RIS,
X1 )T/ F 1FLURICBEICEDEF1 )T/ FDIIURN—ILEEINE

BEHEHICEUTZHREZTRI &,

MessMtRmR' ) —(VDP)

1FELIARIC, RSEIERTRY—Z2 R FMATd &,

H@EkessEsnF(CVE) TFELIARIC, FessiEREDERIEETR T &,
@SSty 1 T—8(CWE), @75 v hJ4—L—8(CPE)
REMRTEXNRICHEERDEBELHULFIRERAEIT D&,
RADIER 1FLAIC, HmICHEBERIFTREDIHNEBEENNETED

L7031 (=1 by e P
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Secure by Design Pledge (BFXEE)

® CVE Program CNA(CVE Numbering Authorlty\ CVEXZERLRES)
WorkshoplZHWT. CVET M DHEZEHEERE(C

https://youtu.be/7s6zMejFY847?si=CTs9m-FVIN2FZs6-

File Home Insert Draw Design Transitions Animations Slide Show Record Review View Help 3| |@ Record | | & Present in Teams | JEREICEY
14]
, Why CPE?
=— = NIST NVD has been supplying CPEs to the community |
— for *many years* and many tools and consumers rely on

them for software identification

= The CISA Secure by Design pledge is pushing
organizations to provide CWEs and CPEs as part of their
CVE Records

= S, CPE

Click to add notes
v

desof14 [} $% Accessibility: Investigate

You know, a feed into the the official

2025 TDU Information Security Lab.


https://youtu.be/7s6zMejFY84?si=CTs9m-FV1N2FZs6-

BEBINERHBANFERETIEHIC. .. isL

Secure by Design Pledge (BFXEE)

® CVE Program CNA(CVE Numbering Authorlty\ CVEXZERLRES)
WorkshoplZHWT. CVET M DHEZEHEERE(C

https://youtu.be/7s6zMejFY847?si=CTs9m-FVIN2FZs6-
11:29

sert Draw Design Transitions Animations Slide Show Record Review View Help | [@Record | | Present in Teams | [liCg

N — CVE Record Format — Enhanced CPE Support

= CVE Board recently approved new CVE Record Format

= CPE syntax [
| [— = The new CPE syntax is forked from the NIST NVD CVE

API v2.0 schema and is an implementation of the CPE

(= Applicability Language

= = The new syntax allows

— CPE Identifier Names, Match Strings, and M>* C P E Egﬂﬁlj?‘f 5 cJ: 5

defined

i — Complex relationships to be defined betweer CVEI) I\ U %?ﬁ}tb

Boolean logic

Was to actually, take a bit of what

2025 TDU Information Security Lab.
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https://youtu.be/7s6zMejFY84?si=CTs9m-FV1N2FZs6-

EBINERHENTERLTBEHIC, . ist®)

)

® CVE Program CNA(CVE Numbering Authority. CVEIZZEHES)
WorkshoplZH W T, CVET N DTN EEREIC

https://youtu.be/7s6zMejFY847?si=CTs9m-FVIN2FZs6-
14:18

{

"operator": "OR",
"negate": false,
"cpeMatch": [

I[[[

Secure by Design Pledge (BEE

"vulnerable" : true,

"criteria":
"versionStartIncludlng "1.0.0"
"versionEndExcluding": "1.0.6"

"vulnerable" : true,

"criteria:
"versionStartIncludlng "2.1.5"
"versionEndExcluding": "2.1.9"

CPE®D Al
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EEINREHFTFERHTDRDIC ..

Secure by Design Pledge (B3

=)

® CVE Program CNA(CVE Numbering Authorlty\ CVEXZERLRES)
WorkshoplZHWT. CVET M DHEZEHEERE(C

https://youtu.be/7s6zMejFY847?si=CTs9m-FVIN2FZs6-

16:55

1

2

me Insert Draw Design Transitions

Animations ~ Slide Show Record Review View Help T [@Record | | Present in Teams | [liCg

Future CPE Additions/Process

. May not be available in Vulnogram right away

= We will probably want to coordinate with the NIST NVD
Team om forward to ensure CPE consistency with
NIST PE dictionary

" and 3%52?! (e NVD dictionary accordinghy et NISTOCPEEEE D

= Can the CVE Program develop tools to help-.
and use CPE
— Web app to help CNAs define CPEs?

— App could store previous CPEs and data to make it easier to generate
new CPEs going forward

— Could it also integrate with current NIST NVD CPE dictionary?

We'll probably, | think | mentioned this earlier, we'll need to coordinate with the NIST NBD team going forward to ensure CPE [

2025 TDU Information Security Lab.
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FNERSIE,
Rmmah DFEZ 3L TE S DT,
CDEDRFENERZEZITDIDEELNDTIL?
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NCTL\B,
25y RE
2T7v 1
2ATYVT2

257v 3 CNA(CVE Numbering Authority) D1&E|ZH DEH MRS EEETCPE
(F81) ENE5EEITDICEMNTEDRLIICRDITHSDD,
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