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https://www.jimin.jp/news/press/204860.
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hicrosoft Defender XDR
Living off the land

State-sponsored threat actor

more
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Products - Services Partners Rescurces Contact Sales Sart free trial N All Microsoft ~  Search ,S

Light (= JJ Dark

Research Threat intelligence Microsoft Defender Threat actors -

10 min read

Volt Typhoon targets US critical
infrastructure with living-off-the-land

techniques

By Microsoft Threat Intelligence

Microsoft has uncovered stealthy and targeted malicious activity focused on post-
compromise credential access and network system discovery aimed at critical
infrastructure organizations in the United States. The attack is carried out by Volt
Typhoon, a state-sponsored actor based in China that typically focuses on
espionage and information gathering. Microsoft assesses with moderate
confidence that this Volt Typhoon campaign is pursuing development of
capabilities that could disrupt critical communications infrastructure between the
United States and Asia region during future crises.

HH 88

Microsoft


https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
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Joint Cybersecurity Advisory

TLP: CLEA 'E
LA Australian Government o Australion

e g Cyber Security
e #"  Australian Signals Directorate "\ \.) Centre

B >KNational Security Agency (NSA)

W >KCybersecurity and Infrastructure Security Agency (CISA) Bl SO SNERE [ Nationatcyber g National Oyber
N . . Canadian Centre Centre canadien Secu"ty Centre SeCUI’I'(y Centre
W >KFederal Bureau of Investigation (FBI) sl o O S
People's Republic of China State-Sponsored Cyber
B tAustralian Signals Directorate’s Actor Living off the Land to Evade Detection
Australian Cyber Security Centre (ACSC)
Summary
The United States and international cybersecurity authorities are issuing this joint
] 1 1 ] ! Cybersecurity Advisory (CSA) to highlight a recently discovered cluster of activity of
u jJ[I CO m munt Catlo ns SeCU rlty ESta bI ISh me nt S interest associated with a People's Republic of China (PRC) state-sponsored cyber
Canadian Centre fO r Cybe r Secu rlty (CCCS) actor, also known as Volt Typhoon. Private sector partners have identified that this
activity affects networks across U.S. critical infrastructure sectors, and the authoring
agencies believe the actor could apply the same techniques against these and other
B NZ National Cyber Security Centre (NCSC-NZ) sectors worldwide.
X Government Communications Security Bureau (GCSB) R T DR This advisory from the United States National Security Agency (NSA), the U.S.
Cybersecurity and Infrastructure Security Agency (CISA), the U.S. Federal Bureau of
—— . . Investigation (FBI), the Australian Signals Directorate’s Australian Cyber Security
L 9& N at|0 Nna | Cybe r SeCU r|ty Ce ntre (N CSC - U K) Centre (ACSC), the Communications Security Establishment’'s Canadian Centre for

¥ Government Communications Headquarters (GCHQ) TR T OHEES Cyber Security (CCCS), the New Zealand National Cyber Security Centre (NCSC-NZ),
and the United Kingdom National Cyber Security Centre (NCSC-UK) (hereafter referred

to as the “authoring agencies”) provides an overview of hunting guidance and
associated best practices to detect this activity.

==

ﬁ % e One of the actor's primary tactics, techniques, and procedures (TTPs) is living off the
land, which uses built-in network administration tools to perform their objectives. This
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Americas allies are shifting: Cyberspace is about

A RSB R TR RN NN AR

- A E o _
persistence, not deterrence RANOE RERT (—30)

N B T S D L R T R A Y G PR B S Japan is actually going th rough a

Countries like the United Kingdom, Japan, and Canada are adopting the U.S.'s proactive cyber

g s " ; . process of constitutional amendment,
strategy to anticipate and mitigate vulnerabilities, reflecting a shift away from deterrence.

building from its 2023 National Security

BY RICHARD ). HARKNETT, PH.D. « OCTOBER 2, 2024

Strategy’s pledge to “introduce active

cyber defense for eliminating in advance

the possibility of serious cyberattacks.”

TRUST ©
SUMMIT -.....

. Richard J. Harknett, “America’s allies are shifting: Cyberspace is about persistence, not
18 © 2025 Tokio Marine dR Co., Ltd. All rights reserved. B8R /i deterrence,” CyberScoop (October 2, 2024).
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[But] new threats also require new thinking. Deterrence -- the promise of massive retaliation against nations --
means nothing against shadowy terrorist networks with no nation or citizens to defend. Containment is not
possible when unbalanced dictators with weapons of mass destruction can deliver those weapons on missiles

or secretly provide them to terrorist allies.

Hi88 : Flickr user Michael Foran (CC BY); C-SPAN; George W. Bush, Jr., “Remarks at 2002 Graduation Exercise of the United States Military Academy,” West Point, New York (June 1, 2002)



JYIIBHEDITA: 5EHl1TE) (preemptive action)

* While the United States will constantly strive to enlist the
support of the international community, we will not hesitate to
act alone, if necessary, to exercise our right of self-defense by
acting preemptively against such terrorists, to prevent them

SECURITY STRATEGY from doing harm against our people and our country.

OF THE
UNITED STATES
OF AMERICA

THE NATIONAL

* The United States has long maintained the option of
preemptive actions to counter a sufficient threat to our
national security

« RKEIOYAN-[51ABE] (1BR) LBRAEHY?

SEPTEMBER 2002

o 122U, [RIA BRI L B EEITRETRAL,
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115 - HD IE BURADHKEL © U1 /\—Z2fE] Defending a New Domain
The Pentagons Cyberstrategy
William . Lynn II1
AINBHEOREBRIRE

—EDI It 0.3 THIERE2/E T B, #FD—H T [PV1/1-

I 2008, the U.S. Department of Defense suffered a significant

WEBD] WETEFIETIBDICLBELIEEIH N FET S,
(FIXFU TN 1H TH1/N - EBEZF {5 LG TIE, < DAL
TOTFN(XEFET B, ST1NERIEFEIEHSHICL TPoTE
D B/ -BDZFFI TR, S0/ T, HILEICD
L TDEEFETINIE, P11/ - TIELE TEESLL),

HEELIRIE L) D/ BRI DA HIEHILE ETINE Y1/ (- ZE [
BN,

compromise of its classified military computer networks. It began
when an infected flash drive was inserted into a U.S. military laptop
at a base in the Middle East. The flash drive’s malicious computer
code, placed there by a Foreign intelligence agency, uploaded itself
onto a network run by the ULS. Central Command. That code spread
undetected on both classified and unclassified systems, establishing
what amounted to & digital beachhead, from which data could be
transferred to servers under foreign control. [t was a network admin-
istrator’s worst fear: a rogue program operating silently, poised to
deliver operational plans into the hands of an unknown adversary.

This previously classified incident was the most significant breach
of U.S. military computers ever, and it served as an important wake-
up call. The pl:ntagnn's operation to counter the attack, known as
Operation Buckshot Yankee, marked a turning point in U.5. cyber-
defense strategy.

Crver the past ten years, the frequency and sophistication of in-
trusions into U1.S. military networks have increased exponentially.
Every day, U.S. military and civilian networks are probed thousands
of imes and scanned millions of ames. And the 2008 intrusion that led
to Operation Buckshot Yankee was not the only successful penetration,
Adversaries have acquired thousands of files from U5, networks and

William J. Lynn, lll, “Defending a New Domain: The Pentagon'’s Cyberstrateqy,”  Foreign Affairs, Vol.89, No.5 WirLtas J. Ly I is U5, Deputy Secretary of Defense.
(September/October 2010), pp.97-108; William J. Lynn, lll, Deputy Secretary of Defense, Remarks at STRATCOM Cyber

Symposium, Omaha, Nebraska, May 26, 2010. [97]

23 © 2025 Tokio Marine dR Co., Ltd. All rights reserved. B/ 21
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2010 FRATFDFEm - HIEXANZALZYAN-ZF TEDLITHEET SN
B RO KYSHHAICHEIISN, a8k - @ Km0 RSN 385 8#01E (deterrence by punishment)
ANZALZEDLS ICHMN-ZRICERIE 5D,

B RRQ CEWRESIRHIIEET IVEFRT 19T E R lit“ﬁ?ﬁ_Lén'CL\EL\T . INZHEIE TN EBSHPLIEX
NZXLZEEHT. EOSSLHRER - ERMNEIIEBEZEKT BN,

Deterrence by...

William J. Lynn, I, “Defending a New Domain: The

: Pentagon'’s Cyberstrategy,” Foreign Affairs, Vol.89, No.5
~ 20 1 1 De Nia I (September/October 2010), pp.97-108;
U.S. Department of Defense, Department of Defense
Strategy for Operating in Cyberspace, July 2011, p.7.

U.S. Department of Defense, Department of Defense
Cyberspace Policy Report, A Report to Congress Pursuant

20 1 1 ~ 20 1 4 De n |a | Pu n IS h me nt to the National Defense A:uthorization Act for Fiscal Year

2011, Section 934, November 2011, p.2

U.S. Department of Defense, The DoD Cyber Strategy (April

2014~2017 ' Punishment Resilience 2015), pp10-11.

25 © 2025 Tokio Marine dR Co., Ltd. All rights reserved. BI£R2E 1 COEOFME)N OBATKEOTA/ - EBEEORIF © 7RUE1-Y3VELIYIVRI[Keio SFC JournallVol.15, No.2 (2016%35) . 78-96H,
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Zyber's Most W= x

A [ www.fbi.gov/wan

REPORT THREATS » A-Z INDEX » SITE MAP
Search Site Q SEARCH

ACT US ABOUT US MOST WANTED NEWS B ™ STATS & SERVICES SCAMS & SAFETY JOBS FUN & GAMES

ited by the FBI EEFEER v| §®4 GetFBiUpdates

Most Wanted

= Cyber's Most Wanted

ier's Most Wanted
the images of suspects to display more information. SUN KAILIANG

Conspiring to Commit Computer Fraud; Accessing a
Computer Without Authorization for the Purpose of
Commercial Advantage and Private Financial Gain;
Damaging Computers Through the Transmission of Code
and Commands; Aggravated identity Theft...

I KAILIANG [HUANG ZHENYU

People’s Liberation Army (PLA) of the People’s MORE
Republic of China (PRC) for 31 criminal counts, pHoToS
including: conspiring to commit computer fraud; Py —
accessing a computer without authorization for the

purpose of commercial advantage and private SUBMIT A TIP
financial gain; damaging computers through the

transmission of code and commands; aggravated

identity theft, economic espionage; and theft of trade

secrets.

The subjects, including Sun Kailiang, were officers
of the PRC’s Third Department of the General Staff
Department of the People’s Liberation Army (3PLA),
rAll Second Bureau, Third Office, Military Unit Cover
Designator (MUCD) 61398, at some point during the

investigation. The activities executed by each of
theaas individiiale allenedlv inunlved in the cananiracy

On May 1, 2014, a grand jury in the Western District
of Pennsylvania indicted five members of the ALlAsEs
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YAN-IEZRL TN ?

XY NTUYITRIE1-Y3) -SRI E - FBFELZOF/RELTOXKFEER

w K& (2015F98250) @ YAN-BEEANEHORILAE

The United States and China agree that neither country’s government will conduct or knowingly support
cyber-enabled theft of intellectual property, including trade secrets or other confidential business
information, with the intent of providing competitive advantages to companies or commercial sectors.

- YAN\-REO2EMNLREIEAETREW, H<ETEAENEMCEOESEBEN] L] (REEED) E
EWE - ZOMEIRA LOBBEERES SN EDGE | 5L,

FECEEEDEE
- EEE (2015F108) =M (20174 8) . hF4 (2017F6 B)

27 © 2025 Tokio Marine dR Co., Ltd. All rights reserved. B8R /i HEh o The White House, Office of the Press Secretary, "FACT SHEET: President Xi Jinping's State Visit to the United States,"
(September 25, 2015)
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ADVERSARIES OPERATE CONTINUOUSLY
BELOW THE THRESHOLD OF ARMED
CONFLICT TO WEAKEN OUR INSTITUTIONS
AND GAIN STRATEGIC ADVANTAGES.
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« DERJRBBRME & [HRIEMMEIOFEA  (Scott Jasper)

. . . N HEL © Achieve and Maintain Cyberspace Superiority: Command Vision for U.S. Cyber Command (Washington, DC: U.S. Cyber
28 © 2025 Tokio Marine dR Co., Ltd. All rights reserved. BI£R2E 1 Command, March 2018) ; 2AJvk-JvR/S8— (IIAEERLER) [OV7- 1 N—1285 : ZOMEAETE] PESit, 202348) | 35-63H,
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B 2018F L&, UAN-ZBOIN L AICEATEIHARIEIE LR, [HAN-IN1EIFFEATZ] (Max Smeets)
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