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® DNS over HTTPS(DoH) & TX %5
® HE 1 _ETdDDeep Packet

Inspection?)’
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® EDR(Endpoint Detection and
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Overview
Get Started

Benefits
Performance
Security

Privacy

Features
DNS64
EDNS Client Subnet

Secure Transports
HE

DNS over TLS (DoT)
DNS over HTTPS (DoH)
DoH JSON API

DoH Migration

Resources

Terms of Service

=4 » FOA %2+ » Makethe Web Faster > Public DNS
> HAK

DNS-over-HTTPS (DoH)

B& v
HTTP methods
HTTP status codes

¥ ¥ e

Success

Redirections

Google Public DNS provides two distinct DoH APIs at these endpoints:

e https://dns.google/dns-query — RFC 8484 (GET and POST)

¢ https:/dns.google/resolve? — JSON API (GET)

* Note: There is also a human-friendly web interface at https://dns.google/. This web
app displays JSON results in a browser but does not implement an API; do not

confuse its https://dns.google/query? URLs with the two API URLs.

The Secure Transports Overview page has curl command line examples for
using both APIs as well as details of TLS and other features common to both
DNS over TLS (DoT) and DoH.

Google Public DNS does not support insecure http: URLs for API calls.
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AAATA G.G.G.235 |incomplete 62127 25(tcp 10179 0 23 0

AAATA H.H.H.26 incomplete 2843 25|tcp 19097 0 29 0

C.C.C.75 AAATA smtp 2742 25|tcp 608 1012 9 13

D.D.D.39 AAATA incomplete 16068 22|tcp 60 0 1 0

F.F.F.179 AAATA incomplete 18891 23|tcp 60 0 1 0

AAATA 1116 incomplete 28576 25(tcp 402 0 B 0

AAATA I.I.L.6 incomplete 28576 25|tcp 60 0 1 0 )( —}[/i?_é_'f%

AAATA J.J.).29 smtp 55684 25|tcp 13693 1606 25 17

AAATA K.K.K.83 incomplete 17520 25|tcp 402 0 B 0

AAATE 1116 incomplete 28576 25(tcp 60 0 1 0

AAATA K.K.K.83 incomplete 17520 25(tcp 60 0 1 0

AAATA K.K.K.83 incomplete 17520 25|tcp 60 0 1 0

Tor@B{Eh ? 25/tcpT?
37 R T 2T

7"5\ LY

17



RAGWHEZEETSELEX2 ) TH35

BSYNZ{H - 7= fFHEFHH L
® SYN X7 v hDOHTITE v g VAT
DPIZZfTH 4
® HH T N7~ F72 5SYN Flood CREITCTX 500 %
A~ RFESYN FloodME1 L CTE I ?
HH AN, BOET Y O L — R E[E

BGERIOFORNZHY R LI-YEd [583"&%75“%@?%&%597‘:6--}

& o

C

[ RFCERPCAD | }




AMERD TG RE

1t

BEELRVEREHETE R NWAE
@ /L —— EHEEAME

B Active Cyber Defense?)» & Resilient Cyber Defense ™~

® Computer Network Operation
® Computer Network Defense

® Computer Network Exploitation
+ Computer Network Attack

B SO R REME & FR e
® /=72 LHilfRAT &
S YA RORFETIESD B A

Peace-time War

Cyber
Warfare

https://digi.lib.ttu.ee/i/?12015 4



B R

BEVNVHLTHETSTRE-TL S
@ XLICHILLT..TFTUVLAT LA L T
® /2 ND T < BTV WAl HEME
Rz TCWEHTNRRWEWIEZ T HLH D

B RE CTHIITIEDPED E VOB &H 5
® K[ENIST SP800-61 rev.2 (3.3.10)
Sandbox 2758 L T EEE D255 & # 5%
> WBRAOE 7, HRY, Sz HEH
® KA (BHEMANC & %) Bl
Honeynet D% H
> WEBEZZ -3y NU—7 %4 FHE on VM
BTFEAERX 2 A PROE—a X F¥a XA MHEHE
> BIZK O Zv—" or BIRIT 72 70— D FLAi D

20



JL—J)— FREZEEELIZRCD EEAOEFII2N

B 7 F— AL AVEED
-ﬁ%fo@wﬁﬁﬁ
® FNFNI D IR E

] vv_. 7‘ g‘___ A ﬁfﬁ O):\I\Eg% [ Chiefoleefence ]

Strategic Level |

o F— 1Y — i kBT ot o |

commander

“ [ Legal Adviser ]
. U I y \/&: J: E) ‘l‘%i&jj\:ﬁ Operational Level I
. /E L. § (" Cyber Red Team ]_( Cyber Red HStaff:intelligence,]
. ) > N ;i “/§ ~ | Operationsadviser Team Leader operations, legal
/Z\ // \/O) ‘(ﬁlf_ 7 ]\ ir "H: \ . Reguestf
® PIH DT b & 1T R IERGEST o e

Tactical Level
] % O) 77,7_ &) O) §}II (% \%) Client-SideSub- |( Network Sub- |( WEB Sub-team |( Forensics Sub- Kinetic Sub-
— 7f\ team Leader team Leader [ Leader J|_ team Leader team Leader
l I | |

® ﬁ ERE I_LJ Il‘f$7 H ﬁ 7 A Q ([ Sub-team

Liaisons

https://digi.lib.ttu.ee/i/?12015
21



KE DK

] %\\%‘c:@@NSA k Eij;%@‘ 7 j(% About Us v What We Do v

® Centers of Academic Excellence
Cyber Defense
> NSA & DHSD#:[R] A R o H—

Cyber Operations
> NSAH 3% 9 HNICE

National Centers of Academic Excellence in Cyber
Operations

NSA's CAE in Cyber Operations (CAE-CO) program supports the President's National
Initiative for Cybersecurity Education (NICE): Building a Digital Nation, and furthers the goal
to broaden the pool of skilled workers capable of supporting a cyber-secure nation.

The CAE-CO program is a deeply technical, inter-disciplinary, higher education program
firmly grounded in the computer science, computer engineering, and/or electrical
engineering disciplines, with extensive opportunities for hands-on applications via labs
and exercises.

E L EHRFWTIAT

| National Security Agency | Central Security Service
NsA I css Defending our Nation. Securing the Future. f

Resources For ... v Join our

News & Features v

HOME > RESOURCES FOR ... > STUDENTS & EDUCATORS > CENTERS ACADEMIC EXCELLENCE

National Centers of Academic Excellence

What is a Center of Academic Excellence (CAE)?

NSA sponsors two types of Centers of Academic Excellence (CAE): one in Cyber Defense
and one in Cyber Operations. NSA also supports the Intelligence Community Center of
Academic Excellence

National Centers of Academic Excellence in Cyber Defense

he National Se ity Agen NSA) and the Department of Homeland Securi DH
jointly sponsor the National Centers of Academic Excellence in Cyber Defense (CAE-CD)
program. The goal of the program is to reduce vulnerability in our national information
infrastructure by promoting higher education and research in cyber defense and
producing professionals with cyber defense expertise.

The CAE-CD program comprises the following designations:

m Four-Year Baccalaureate/Graduate Education (CAE-CDE)
s Two-Year Education (CAE2Y)
m Research (CAE-R)

https://www.nsa.gov/resources/students-educators/centers-academic-excellence/#defense
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General Information

Home

CAE Requirements and Resources
CAE CD Designated Institutions
Contact Us

Security Warnings

Login/Join

Welcome guest

NSA/DHS NATIONAL CAE IN CYBER DEFENSE DESIGNATED INSTITUTIONS

CAE-CDE- National Centers of Academic Excellence in Cyber Defense Education
CAE-2Y - National Centers of Academic Excellence in Cyber Defense 2-Year Education
CAE-R - National Centers of Academic Excellence in Cyber Defense Research

ABCDEFGHIJKLMNOPQRSTUVWXYZ

Institution

Auburn University

Calhoun Community College
Jacksonville State University
Northeast Alabama Community College

Snead State Community College
The University of Alabama

The University of Alabama at Birmingham

The University of Alabama in Huntsville

Tuskegee University

University of South Alabama

Alabama

Designation

CAE-CD 2014-2020
CAE-R 2014-2019

CAE-2Y 2018-2023
CAE-CD 2014-2021
CAE-2Y 2014-2019
CAE-2Y 2017-2022
CAE-R 2014-2019
CAE-R 2014-2019

CAE-CD 2014-2021
CAE-R 2014-2021

CAE-CD 2017-2022
CAE-CD 2014-2021

Focus Areas
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https://www.iad.gov/NIETP/reports/cae_designated_institutions.cfm
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