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" No Error (0x00-0x0F)
MNO Error No error occurs.
-Communication (0x10-0x1F)

WNO Response No response even though the request requires any
responses.

MCommunication Failed Some problems for failing communication.

munk Down A network interface link is down.

MExtended Reasons Prefix code for extended reasons.

WOther Communication  Other reasons related to communication.

Reasons

I security (0x20-0x2F)

MAuthentication Failed Some problems of the authentication.

Certification Failed Some problems of the certification.

MEncryption Failed Some problems of the encryption.

mAuthorization Failed Some problems of the authorization.

MExtended Reasons Prefix code for extended reasons.

WOther Security Reasons Other reasons related to the authentication, the
certification, the encryption or the authorization.
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I command (0x30-0x3F)

MInvalid Command The command is undefined or invalid.
(JEF M Invalid Argument The argument is out of range or invalid.

(T3 Extended Reasons Prefix code for extended reasons.
WOther Command Other reasons related to the command.
Reasons

I Device (0x40-0x4F)

MDevice Broken A part of the device has unrecoverably broken.

MDevice Failed A part of the device has failed but is recoverable.

WOut of Resources Running out of storage, memory, and any computing
resources.

MExtended Reasons Prefix code for extended reasons.

momer Device Reasons  Other reasons related to the device.
I Reserved for future extension (0x50-0xDF)

I Reserved for private applications (OXEO-OXEF)

I others (0xFO-OxFF)

mOther Reasons Other reasons except for the above reasons.
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{

"Timestamp":"2018-08-28T09:34:55.0Z",
"Reporter: { "IP Address™: "192.168.2.11"},
"Protocol": "ABC company protocol”,
"Requester": {
"Unique ID": "0000",
"Transmitted Code": "010000013A459187F43CdDES5"

}

esponder"': {
"Unique ID": "0001",
"Transmitted Code": "000003FF"

+H
"Error Code": "30",
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FELT, <

"Timestamp':"2018-08-28T09:34:55.0Z",
"Reporter": {"IP Address": "192.168.100.249"},
"Protocol": "EEE Company’s protocol",
"Requester": {
"Unique Name": "0000",
"Transmitted Code": "02000100... (Faked certification codes)"
b

esponder": {

"Unique Name": "0002",

"Transmitted Code": "000000000010000c "
1
"Error Code": "21",

"Error Message": "Certification Failed",
"Description™: {
"Status": "This message was sent from IDS not ocTGW”
1
by
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