
https://lepidum.co.jp/ Copyright © 2004-2019 Lepidum Co. Ltd. All rights reserved.


������
����"!%�����9#&

	
�'F�� A� -�+1�
� 	
��02�I*( �

���������

�
�	���

�� �



https://lepidum.co.jp/ Copyright © 2004-2019 Lepidum Co. Ltd. All rights reserved.

������
n jv

n �x ��!6. %+4�

n g�
n nqmT iB>F `de~t
n ::NnqmT svwxy yp

n I6-$+1EF '�1EF 4.�
n btX`�

n �}aMA:K.wx�EN?d8G�}up5h3{#���
n TmnX`�

n �}I8CIJ1ki=9eJ@T\_;<@F]V
n ���	-IG�
�����
\_.zr^oc

n $$fl
n 0E/2mTam+mRZ-oc"|� 
n ��
��0��������1�2�+CFoc��� �l �r��

2



https://lepidum.co.jp/ Copyright © 2004-2019 Lepidum Co. Ltd. All rights reserved.


	��������
�����

3

')"$& *(

	
�
(+,ω,
)�

����IoT����$)!$�����������	
�
������������

IoT#%�!



https://lepidum.co.jp/ Copyright © 2004-2019 Lepidum Co. Ltd. All rights reserved.

 ��������������
�

��
����	���

� Attack Surface� ����	��������������
�����




https://lepidum.co.jp/ Copyright © 2004-2019 Lepidum Co. Ltd. All rights reserved.

�
������1����1����	���
0�	�� �

5

https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/747413/Code_of_Practice_for_Consumer_IoT_Security_October_2018.pdf
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https://datatracker.ietf.org/wg/
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Device

ROT

Proposed Remote A-esta/on Model
Device 

manufacturer

Relying Party / Verifier

Remote Attestation 
• Nonce

• Assertions…

• Signed Assertions…

Signature

Signature and 

public key 

verification 

process

Risk engine
Lots of 

assertions + 

verification of 

multiple 

signatures

Evidence creation 

& signing

Lots of 

signed 

assertions 

about 

Device

Nonce

Obtain CA certificates to chain 

up attestation & attribute certs to 

trusted roots.  

ROT 

manufacturer

Attribute cert provisioned 

by device vendor

Private keys for signing. 

Stored securely on ROT.

Att Key

Lots of assertions 

about ROT

Private key and X.509 certificate

provisioned by ROT manufacture

Measurements

https://datatracker.ietf.org/meeting/103/materials/slides-103-rats-rats-problem-statement-02
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https://datatracker.ietf.org/meeting/102/materials/slides-102-secdispatch-entity-attestation-token-draft-mandyam-eat-00-00
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