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OWASP Internet of Things TOP10
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Insecure Network Services A "]
Unneeded or insecure network services running on the device itself, especially those ‘ﬁ @,
exposed to the internet, that compromise the confidentiality, integrity/authenticity, or

availability of information or allow unauthorized remote control..

Insecure Ecosystem Interfaces

Insecure web, backend API, cloud, or mobile interfaces in the ecosystem outside of the
device that allows compromise of the device or its related components. Common issues
include a lack of authentication/authorization, lacking or weak encryption, and a lack of
input and output filtering.

Lack of Secure Update Mechanism

Lack of ability to securely update the device. This includes lack of firmware validation on
device, lack of secure delivery (un-encrypted in transit), lack of anti-rollback mechanisms,
and lack of notifications of security changes due to updates.

BREGEFHFANZXLORIN

Use of Insecure or Outdated Components

Use of deprecated or insecure software components/libraries that could allow the device to be
compromised. This includes insecure customization of operating system platforms, and

the use of third-party software or hardware components from a compromised supply chain.
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Insufficient Privacy Protection
User’s personal information stored on the device or in the ecosystem that is used insecurely,
improperly, or without permission.

[F SRR 1ZERICA T 1-525E

https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project (\
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Code of Practice for Consumer IoT Security
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Monitor system
telemetry data

Make systems
resilient to
outages

8L0Z WBukdod umon @

Make it easy for Make installation
consumers to delete §| and maintenance
personal data of devices easy

Validate input
data

EEHER

Securely store
No default Implement a Keep software credenti);ls and

vulnerability ) "
passwords disclosure policy updated security-sensitive

"BAETINARAD
BB &ATFHFIR

Ensure that
personal data is
protected

Ensure software Minimise exposed Communicate
integrity attack surfaces securely

E ARG E R TO
EETREHEL

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/747413/Code_of Practice_for_Consumer_loT_Security October_2018.pdf ( /}l
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s IETF(Z>A—%Y O I\:I)I/(L_Ia;e'ﬂ?@TEﬂ:ﬂZlid)T&) IoT
(CERAIRBETONIILZET LTV, SEIIF [FSABM] (C
BEhEITAIWGCEBNTULET,

s INT Area
= lwig (Light-Weight Implementation Guidance) WG

» 14900 85 B (B loT) (=B84 251 B % IR =42 =t

s SEC Area
=« SUIT (Software Updates for Internet of Things) WG

« TEEP (Trusted Execution Environment Provisioning) WG
=« RATS (Remote ATtestation ProcedureS) BoF

? OTCORSANEEERT 21D A ERE B
le '

https://datatracker.ietf.org/wg/
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lwig WG

_%g’%&(iéfab\ﬁm%h*ﬁk L CWLWEKT, #REJEEH & L/_C>(:E
UERE. ENHERAZE0HIRIRAETT,

s (KRB RFIAS S
« RFC7228, Terminology for Constrained-Node Networks
CPU. XEY, BHFRAZSREFKISNIHEZS (T U T, WIBEENEBICTOTANESE
B4
Class 0 Device :
ROM « 100KiB / RAM « 10KiB &H-1X /A
F)\A RBUKT(EA > —F Y MEGAT]
SSL/TLSIR EDtzF 1 7iBiE (SR E
Class 1 Device :
ROM ~100KiB / RAM ~ 10KiB &t X 7]\
A 2=y MNIEEESBIEE TSSL/TLS/IRA EDEE (FF U a]EE
Class 2 Device :
ROM ~ 250KiB / RAM ~ 50KiB &H-1 X /)\
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SUIT WG & TEEP WG
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s SUIT WG
« [0THBERDEG IR T 7 — LD T VEFH OB ZIRET
« BRDIF/S T )1 X 4EEE
Classl (~10KiB RAM, ~100KiB ROM ) H'Xi5R
J7 —= LT 77BN PCOY T b1 77 )DEFTIEIFTRIG
s TEEP WG

« TEE(Trusted Execution Environment) t CE#IK{EfEa TS 7 I U —>3
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RATS BoF
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» Remote Attestation
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Proposed Remote Attestation Model
A“f'z;tse‘;?:x::;sgﬁne<’/>

ROT

manufacturer ——— Obtain CA certificates to chain
up attestation & attribute certs to

Lots of assertions trusted roots.

Private key and X.509 certificate
provisioned by ROT manufacture

. . . Devicz about ROT Nonce
Private keys for signing. o ROT LK
ots o ey Relying Party / Verifier
Stored securely on ROT. signed I SRS
assgltic;ns Measurements s )
Se\(/)ilée V Remote Attestation Signature and
Nonce public key L0t§ o Risk engine
Evidence creation Asserti verification as.sft.ertlgns +f
& signi ssertions... process verification o
f é ' = *M N f,}i 75§ ST Signed Assertions multiple
— L ) signatures
%w é é A |‘ ]:E P—— Signature
*ﬁ *l rivate keys for signing. L
UL H J /-“E Stored securely on ROT. g

\_

o
I 'd https://datatracker.ietf.org/meeting/103/materials/slides-103-rats-rats-problem-statement-02
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8% : Attestation(CEId 3B KU BERT i

= [ETF 102 secdispatch "Entity Attestation Token (EAT)”(Cd& LY
"CAttestation(CRH I DREMUUB KUBEERMHIRSNTLET,

FIDO Attestation Attestation of FIDO Authenticator implementations
Android Key Store Attestation key pairs in the key store
NEA Collect and send endpoint security posture (e.g. anti-virus SW

state and config) to enterprise collection / monitoring point

RATS / NSF Attestation / Measurement of SW on Network Security
Functions (e.g., firewalls)

TPM Attestation / Measurement of SW running on a device

BRSKI / Zero Touch Authenticates loT devices for enroliment in loT management
system

https://datatracker.ietf.org/meeting/102/materials/slides-102-secdispatch-entity-attestation-token-draft-mandyam-eat-00-00 (
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