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Senate Bill No. 327

CHAPTER 886

An act to add Title 1.81.26 (commencing with Section 1798.91.04) to
Part 4 of Division 3 of the Civil Code, relating to information privacy.

[Approved by Governor September 28, 2018. Filed with
Secretary of State September 28, 2018.]
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TITLE 1.81.26. Security of Connected Devices

1798.91.04. (a) A manufacturer of a connected device shall equip the device with a reasonable security feature or
features that are all of the following:

(1) Appropriate to the nature and function of the device.
(2) Appropriate to the information it may collect, contain, or transmit.

(3) Designed to protect the device and any information contained therein from unauthorized access, destruction,

use, modification, or disclosure.
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Annex A Draft proposal to introduce a Regulation on
Cyber Security
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7.2.22.  The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security
Management System ensure security is adeguately considered. This shall include:
a) The processes used within the manufacturer’s organization to manage cyber security;
b) The processes used for the identification of risks to vehicle types:
¢) The processes used for the assessment, categorization and treatment of the risks identified;
d) The processes in place to verify that the risks identified are appropriately managed;

Distr.: General
DD MM YYYY

Original: English
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7.2.2.2. The vehicle manufacturer shall demonstrate that the processes
used within their CSMS ensure security is adequately considered.
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