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Lack of interoperability or standards

Security concems

Uncertain ROl (e.g., insufficient business cases)

Legacy equipment (e.g., no connectivity or embedded
SEnsors)

Technology immaturity (e.g. large-scale analytics)

Privacy concems [N 14%

20%
A 15%

Lack of skilled workers {e.g., data scientists)

I 12%

I 0 = Overal

- I North America (n=43)
Societal concerns (e.g., economic dislocation) [l 5% B Europe (n=30)

I 3%

(Source)World Economic Forum, “Industrial Internet of Things : Unleashing the
Protection of Connected Products and Services” (January 2015)
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Threats” (Draft for Public Comment, jan. 5, 2018)
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“In their use of ICTs, States must observe, among other principles of international
law, State sovereignty, the settlement of disputes by peaceful measures, and non-
intervention in the internal affairs of States. ” (YA /\—ZEZH (THERF H#.

MBI FERRTF)

“Existing obligations under international law are applicable to State use of ICTs
and States must comply with their obligations to respect and protect human rights
and fundamental freedoms.” (BEIFRiEIEH A /\—ZEfE I 2B AR §E)

“States must not use proxies to commit internationally wrongful acts using ICTs,
and should seek to ensure that their territory is not used by non-State actors to
commit such acts.” (A N—ZRIZHTHEEITAEFZFE~ADEENDEILL)

“The UN should play a leading role in promoting dialogue on the security of
ICTs in their use by States, and in developing common understandings on the
application of international law and norms, rules and principles for responsible
State behavior.” (A /N\—ZERZRHEFIH (THEED EE/EE])

(Source) UN General Assembly, Group of Governmental Experts on Development in the Field of
Information and Telecommunications in the Context of International Security (June 2015)



KEIBRFIcEHTDBETT(Attribution) DIFE | 51 |

B A /\—111E iR (Report on Cyber Deterrence Policy, White House, Dec. 2015)

1) BEIZLSHNIE (Deterrence by denial)
2) ARMEERT ZE&IZKBHNIE (Deterrence through cost imposition)
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“The recent cyber attacks hitting critical infrastructures worldwide reinforce our commitment to increased
international cooperation to protect an accessible, open, interoperable, reliable and secure cyberspace and its
vast benefits for economic growth and prosperity. We will work together with our partners to tackle cyber
attacks and mitigate their impact on our critical infrastructures and the well-being of our societies. ”



R N—EF1)T1RBOREATS1—IV(E)

- H294ERE (20174 ) _ H30%FE(2018%E)
1 2 3 4 5 6 7
A
3k
(HREBSRTE)
YA\ —t+1Y AE© ) . AEB® RO AED
= iekEn | (EANE5%) - (BTES)  (UTIAR)  (TERSRE) (ERETE)
(1/17) . RES)
Z0fth
(BHEALEZD N
@4%%73\5@;;% ITHEEBR ARSI R U NS B
S E =) ExZRERE L IXIhERE
73\5@%‘%&‘33‘2




FIORWIA/Z—IROSNDERE

ERZ#A 1= _
5505 * R RRERRE D)

3 E 73 T O R BT EH ORH
FIEE

BIEL /NS R

HAZ RGO

TSI IO/ —NDER






