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ITU-T : Security for Telecom in SG17
- for the specific objective

- Secure Networking (Arc, NGN.. OMA

*Cyber Security for Telecom DRM

- Security Management for Telecom -WPKI/WTLS Tel
elecom

* Telebiometorics
* AP Security (Web,Mobile,Home)

3GPP2

NFCC

- SPAM

ernet Security Technologies

IEEE: for Chip vender
AAA  -PKIl -SSL/TLS *IPsec Internet
*|[EEE802.1x -S/MIME  -IPV6
-IEEE P1363
* Encryption Algorithms * Authentication mechanism
Elementary

Technologies

Information Security Management for general

*Key management @
*|C Card security

»Common Criteria for products security@
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ITU-T Study Group 17, Security

I
N
Z gﬂ Q10 IdM
R
= Q1 Security project o . = |
§ | | o Q6 Ubiquitous services %” Q11 Directory
~— =
g . = =
= Q2 Architecture 3 =
z | | < Q7 Applications = Q12 ASN.1, OID
=i
S =
£ | Q3 ISM for Telecom S s
= I | s S0 Q13 Languages
g = Q8 SOA =
« Q4 Cybersecurity & < '
= | | < i Q14 Testing
S QY9 Telebiometrics g L
= Q5 Countering spam =
z § Q15 OSI
I
Lead Study Group on: “Parent” for Joint Coordination Groups:
e Telecommunication security * ldentity management
* |dentity management (IdM) « Conformance & interoperability testing

« Languages and description techniques
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PIMS: Personal Information
Management System
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What is the PIMS?

L1 The PIMS is a series of protective measures that is required
for the enterprise to protect customer's personal
information systematically and continuously.

P =N Management process

_.-F"-r.d_fr _H‘-\_H""-._ T -
- —E (5 Requirements/11 Controls)
_.__,-r"'_'-r'- ——
o Structure of PIMS T . i a3 :
o it — To define periodical and systematical
) management process for personal

information protection

Managerial, Technical
Safeguards (9R/79C)

Policy making Scope setting RPN
Lifecycle of PIMS
Maintenance | Implementation

% T L 2 To define managerial, technical and
¥ % EE’ g Il 5 gsi E ; physical protection measures for PI
003 1E5)| 2l g e2s a ||
| ¢ 88 L) (35 P 5]

g g a* 1 'Eri? 2 ;ig_ = PI lifecycle protection

LT e

To define requirements by law for each
life stage, from generation to disposal
of PI

‘ (3R/280)

| Administrative protective measures




Criteria of PIMS

Management Process

Establishing personal information policy

Establishing scope of management system

Risk management

Implementation

Maintenance

Managerial, Technical
Safeguards (Controls)

Personal information security policy

Personal information security organization

Classification of personal information

Education and training

Personnel security

Procedure of incident process and respond

Technological protection measures

Physical protection measures

Internal review and audit

Personal Information
Lifecycle Protection
Controls

Collection of personal information

Use and transfer of personal information

Retention and disposal of personal information




Procedure of PIMS certification

d The procedure of certification and assessment consists of four stages: (1
Preparation, 2 Assessment, 3 Certification and 4 Maintenance Stage.

This stage features preparations for the assessment. When an
application for certification is accepted, an agreement for
certification assessment is executed

The assessment consists of a document review and the site
inspection

The Certification Board deliberates on the validity of the
certificate based on the report of the results of the assessment,
and the results of the certification assessment are reported and
the certificate issued upon the consent of two-thirds or more of
the members of the Board

The maintenance stage consists of post-management
assessment, renewal assessment and reassessment.




Criteria of PIMS certification
-—---

1.Establishing personal information policy

2. Establishung scope of management system 1 2 5
Mi‘gﬁf“* 3. Risk Management 1 3 7
4. Implementation 1 1 2
5. Maintenance 1 (5) 2 (1) 4 (23)
1. Personal mformation security policy 3 6 11
2. Personal information security orgamization 2 5 9
3. Classification of Personal Information 2 4 7
Managerial, : =
Technical 4. Education and Traimng 2 4 7
Safeguards 5. Personnel Secunity 2 3 9
(Controls) 6. Procedure of incident process and respond 3 7 20
7. Technological protection measures 6 36 125
8. Physical protection measures 3 5 12
9. Internal Reviews and Audits 4 Q7 9 (79) 24 (224)
PI Lifecvcle 1. Collection of personal mformation 3 7 17
Protection 2. Use and transfer of personal mformation 6 16 49
Controls 3. Retention and disposal of PI 1 (10) 5 (28) 12 (78)

Total 17 42 118 325
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Relationship between ISO 27001
series and PIMS series

27000 family 27xxx PIMS standard
27001 (Requirements) L Part 2 : Cogle of practice for
_ i security controls
27002 (Code of practice for L~ | part 3: Code of practice for data
security controls) protection controls

27002 (Code of practice for
security controls) Part 4: Audit guideline
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+JIS Q15001 (ZfF40)
-UK-BS 10012
*NIST SP800-53 Appendix J(1)



Personal Information Management System® &3k 3

UK-BS 10012

BSIIZK>THEITIN., 2009F3 A ITH1T,

RIEL TS, (T—2RERMICEN)

PDCAHY AV ILZEERH,
7R ETIZ, 2 DM RIS S,

20114

Criteria of BS 10012

3. Planning for PIMS

3.1 Establishing and managing the PIMS

3.2 Scope and objectives of the PIMS

3.7 Embedding the PIMS in the organization’s
culture

4. Implementing and operating
the PIMS

4.1 Key appointments

4.2 Identifying and recording uses of personal
information

4.3 Training and awareness

4.4 Risk assessment

4.5 Keeping PIMS up-to-date

4.7 Notification

4.17 Maintenance

5. Monitoring and reviewing the
PIMS

5.1 Internal audit

5.2 Management review

6. Improving the PIMS

6.1 Preventive and corrective actions

6.2 Continual improvement




N IST SP 800'53 oy PRIVACY CONTROLS

Appendix J(1) 0%

TR-2 | Desseminabion of Privacy Program infamaton

| P | individual Participation and Redress

IP-1 | Congent

. TIANL—EBEDHE =

P-:'l | ?‘Ej.l'eSS

5& 1 t t “J I\ % ?E 1;'# | IP4 ' Complaint Management

AP | Autherity and Purpose

O » & Y Yaxn | AP-1 | Authority to Collect
® 7 7 4 / \ y - -XL'\'-I' ﬁa & t | Ap2 Purpose Speafication

#l IJ 7__4 0) ﬁ ’j% 0) F*ﬁ 1%\ I':.:'1 i:fmuﬁ::::::;mm Informatian

— Vavas — i [#-2 | Data Retention and Disposal

) —L L ERT23DREE L

*E 1:Ii | UL3 | System Design and Development
7\

| DI | Data Quality and Integrity

D1 | Data Cruabty

D12 | Data Integrity

SE_ | Security

| SE-1 | lnventory of Personally Identiiable Informaticn

SE-2 | Prvacy Incident Responsi

AR | Accountability, Audit, and Risk Management

Govemance and Prvacy Program

| AR2 | Privacy Impact and Risk Assessment

|
AR-3 | Prvacy Requirements for Contractors and Service Providers

AR | Privacy Mondonng and Auditing

AR-5 | Prafacy Alu'.lmcw:b;. an Irfm:lng

| ARG | Privacy Reporting
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|ITU-T FG Cloud Computing
|ISO/IEC JTC1/SC27



ITU-T FG-Cloud#8£ 8 (R )iRE

2011%E12H



ITU-T FG-Cloud#82 8 (RS I RME

1. =58 2011E12812B(BA)~168 (%)

2. BH) ITU-TIZHEIT%Cloud ComputingDFRIZILHEED T | HMTHRETEREZ VL. 5
B4 FEEANTSAGIZHRETHIE,

3. Sm#E 484

ANER Microsoftb % . ZTE44 . France Telecom344 . Cisco24 . China Telecom244 . China Unicom?2
# . Oracle1fa, EMC14 ., HE24 . b V14 IBM1&fth )TV U HBIDMTF, CSA, GICTF

BAMNDSNE NTT(FHKH. k) KDDI(FEFGEIGER. 2E) . BiL(=%E) .NEC(H1E).
ELT& (o) EHFER/ILE

4. =EHME

B SOEEREELLE=0. . ERPTHo=7H DI E (Deliverables) DSERIZMIIT TN &
R EZT oM, FHSGTHATSAGI BEEICRIT T ITU-THARVBO REMEREE
(ELISO/IEC JTC1ED HFIMEIRE) . FGHAMER L1=Deliverables D E XM ELES
e clLTEYFEEDNT-,

B BHARMSIE, EcoXEDInter-CloudI 2T 450 ML IRE. FGRIE X ER E LIZMHIR
Z. Overview of SDOsXE M Gap Analysiit i EEZFEICLVIREL. RRBEZICEFN
HTSAGADIREANBE LUV LX) TINE (T TA2APE)ZELEXEDORRILICAEIT
TRELGHEBZIT o=,
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1) Introduction to the cloud ecosystem:
definitions, taxonomies, use cases, high
level requirements and capabilities

2) Functional requirements and reference
architecture

3) Infrastructure and network enabled cloud
4) Cloud security, threat & requirements

5) Benefits of cloud computing from
telecom/ICT perspectives

6) Overview of SDOs involved in cloud
computing
7) Cloud resources management gap analysis
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CSN 1 (application de\D
~
CSN 2 (content provider)

N7

\ \

CSP 1 CSP 2 CSP 3
(SaaS/PaaS/1aaS/CaaS/ (Inter-Cloud) (SaaS/PaaS/laaS/
NaaS provider and CaaS/NaasS provider

Inter-Cloud) and Inter-Cloud)

CSU1 (enterprise)




2% : Functional Requirements and Reference Architecture

BRETRR
- BEEHSLUBSR7—XTOFvERRT Do BEHE. HEEL 1T O, Hk
TOYIDEEERDHITOVIZAT IS LOBRATREAL TS,

« BEEEHLLT. EBOFREAN 2T —REYHR—FFSHE0. XaaSD LS EH
DY —ERZRHETESLLGE, FHIIEBDEHZEZEL TS,

« BEELA VY DIBEIE. V=R Ry T—VB. Y—ERB. 7OERE. A—HED
MEEES. EAEE, ST E. tX1)TrEBRICH-d8iex EEL T S,
N4+
« FIEIFETIIWEES AT 7 5 LDEBRTRIEL ML=, §EE TIXEcosystemXE
COBEHEZDDICABEOHIARTEEL .
o MR RIREZEETST-5“Business Process”[ZERid [ AnnexIZFB B,
« “End-User"ZM3xREE%"CSU: Cloud Service User”[<#f—,
« “Administration Function”%z“Administrator Function”[ZZ &,
e “Inter-Cloud”[=B8d %52t xEcosystemXXEL & HETHE,

« SGADHBER. ERICBR7—XTI/FvOEARAXELLTHEILTEINEIFHA,
(RUFPY—ERTONAIRCDSRBT7 —FTIOFYOERICUHSIEFBAEL, )




Cloud Computing Functional Reference Architecture

Operational
Management
Function

-
User Layer ) Partner Administrator
{ User Function |/ Funchion Function
-
.
{_ T
Access Endpoint Inter Cloud
Layer Function Function
k. —
SaaS / CaaS
Services FaaS
Layer [ Service
laaS Orchestration

| NaaS I

Cloud
PerformanceF
unction

Security &
Privacy

Function
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1) Review the existing activities (from
CSA, DTMF, GICTF.....) including liaison
from SG17

2) Considerations on Security Threats
based on Eco-system or RA

3) Security requirements in views of
cloud-providers, cloud-users

4) Subjects for security study for ITU-T

Overview Security Security Security
of SDOs ”:> Threats JU:> Reqguirements D:> Subjects




tSDOMAD;EENHE

4.1 ENISA

4.2 CSA

4.3 DMTF

4.4 NIST

4.5 |SO/IEC JTC1/SC27
4.6 ISO/IEC JTC1/SC38
4.7 GICTF

4.8 ITU-T SG17

4.9 OASIS




EF1)F1 RRUIDER(BE)

1. HYoOBMEY. 77780 E1—-T1BIRICEIT2EF 1) T+ iR 5 RE(Study Subjects)®
FEOHLESRTUE,
2. V77RAVEI-F1VRBICHIIDER ST, ThICEET 2tF1)7+EKEIH(Requirements).
BUBETIEF1)F iR REOHMEEFED .
3. EBREMICTSAGICHLTRET3EF1)F BRI RERUTOBE)THS.
tX1)F1ERIETETN, RUO7L—LT—7
Xa)FeeRI AN RUBERH
‘HEHRHEEEYHSOEIR
A=t F21)7T1
T8, RUT 1N —(RE
FHhI/MDER
2YNT—=VF=ZG— RUL T M
RYMI=VtF1)T1ER
A EZ—=FANRFEVT1. RUF—2EVT<ICEAT 2EF21)7«
R HFHEFIVT1
EMRFICETIEN
4. TRSOBEICOVTIE. BAMICSG1 7OBRBEEL TEISRSHRNTH B, 750 AFLaALALY SIS,
SG13ICHENT—RDRELEEIET IEEH HSEE.



See Security Deliverable
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FGMOLTSAGANIRE LFER

FGMNSLTSAGANIE -
R Y
"RABEDY T —

TSAGTOEEMGR:
1. EET HMDSGENI—T 1 r—a%{771-8 . SG13(Future
Networks)% 55> KB 3 —FSGIZ1E& T . 1-1-L.
- DREEY HSG. FlA IR, JIXZEE): SG5,7AK1/L:SG11, Q0S:SG12,
THFa)T4:SGI7,EDFEEEZIATHRL—aV BN ETHD,
- LEEDRSGHD WHEL: “Coordination” D ETXFFRET 5.

2. #DOSDOEDIEBEILEASRL— 3> (£YHIFITCA(ISO & IEC)ED ]
EX) ZHRT 5,

3. ATSAGE A IZHLVTJICA (Joint Coordination Activity)D&319 3,
#FSGIISG13,

4. FG T)/\TT)LZ/\T1)v> a(Publicly available)d %,
5. RegulatoryB:EDEIHILICIZTAPZER T %,



ISO/IEC JTCL/SC27I=HIT5E =
Joint WG Study Period on Cloud Computing Security and
Privacy (Oct 2011)

Security Controls for Clouds
(27017)

3 y

Data Protection for Clouds (27018)
-~




950k tXxa)T412B945SC27 WG1, WG4 & WG5
(7=V=E)DIER

_ No need for SC27
ISO/IEC 27001 (Requirements) to standardize

requirements/audit

ISO/IEC 27036-2
Generic Requirement

WG4

ISO/IEC 27036-5 (47?)
Cloud Specific Requirement

ISO/IEC 27002

WGl |

Pass N wi

WGo



1)
2)

3)

4)

SC27IZHITHVZ IR REBIEB R

Cloud Security Control based on 27002
(SC27/WG1) - ISO/IEC 27017

Cloud Data Protection Control
(SC27/WG5H) - ISO/IEC 270187

Cloud Technical Controls Implementation

(SC27/WG4) - #H#SP(WG1, WG5E&)
- Cloud (Technical) Requirements (27036-5)

- BCP/Disaster Recovery (Guideline for ICT DR Services (24762))
- Storage Security (27040)

- Network monitoring and incident response (27035)

- Network Security (27033)

- Virtualization Securlty (New)

- Cloud Digital Evidence (Forensic) (27037, 27041-43)

Integration of several cloud related projects
Into a single TR(?) to navigate their activities
including relationship among them.
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ITU-T SG17 "CYBEX" Rec. X. 1500
ISO/IEC 27032



Cybersecurity information exchange
framework (CYBEX)

CJIK-SWISS 2011 S K (NICT) Efh b DR #%:



2 Y(BEX &z S A\t a4
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Source: http://www.atmarkit.co.jp/fse sai/cybex01/cybex01.html




CYBEX(E1&X. 1500) DRI —LT—5H

Cybersecurity

Organization

Cybersecurity
Information
acquisition

| Cybersecurity information exchange |

|
Focus of CYBEX

Cybersecurity

Organization

Cybersecurity
Information
use
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CYBEX [&. *ybT =DM LT Y A/N\—EF2)TAFHRER
BT H=HIC LT DADDHETAVIZEREL TS,

Information This block structures cybersecurity Appendices
Description block | information of X.1500

Information This block identifies and discovers » X.1570
Discovery block | the above structured information (next

............................................................................................................ section) ...

This block ensures the validity of
the information

Information This block exchanges
LS elelgmel[o]e!@ cybersecurity information over
networks




#EX. 1500MAppendix AlZIE . BLTFIZRIT SLDHHE
EHENRBESIN TS, IhnlE, YMNN—tFXaUT41F
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| ATSY g7

Common Vulnerabilities and Exposures

Phishing, fraud and misuse format




Q.4/17 contributors (alphabetical order)

X.1500 is developed in Q.4/17

S. Adegbite I. Furey M. Hird Y. R. Martin T. Millar K. Moriarty K. Nakao
(First) (DHS) (BIS) Kadobayashi (MITRE)(US-CERT) (EMC) (KDDI)

No Photo Avallable No Photo Avallable

D. Rajnovic G. Reid A. G. SchudelT. Takahashi M. Terada H.Tian H.Y. Youm
(FIRST) (Cisco) Rutkowski (Cisco) (NICT) (Hitachi) (CATR) (Soon Chun

(Yaana) Hyang uni.)

No Photo Avallable

Mo Photo Available
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» “CYBEX - the Cybersecurity Information Exchange Framework
(X.1500),” ACM CCR, http://ccr.sigcomm.org/drupal/?g=node/691,
October 2010

* “Ontological Approach toward Cybersecurity in Cloud Computing,”
ACM SIN (awarded best paper), September 2010

* Cybex Information Exchange Tool (cybiet) -- A Cybex Discovery and
Cybex BEEP profile implementation, http://cybiet.sourceforge.net/

» “Global Developments in Cybersecurity Information Exchange
Framework”, invited talk @AINTEC, ACM, November 2010(coming
soon)

...etc.
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ISO/IEC JTC 1/SC 27
Security Techniques

Chair: Walter Fumy
Vice Chair: Marijke de Soete

Secretariat

Krystyna
Passia
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ICT Readiness for Business Continuity (27031)

Cybersecurity (2/032) Unknown or emerging

» . . u
Information security incident management (27035) !nformatlon security
Selection, Deployment, and Operation of IDS (27039) ISSUES

ICT Disaster Recovery Services (24/62)

Network Security (27033 Parts 1 to 6)

Application Security (27034 Parts 1 to 5)

Security Info-Objects for Access Control (TR 15816) _ _
= Known information

security issues

Information Security for Supplier Relationships (27036)
Digital Redaction (27038); Storage Security (27040)

T TP Services Security (TR 14516; 15945)
Time Stamping Services (TR 29149)

Identification, collection and/or acquisition, and - Information security
preservation of digital evidence (2/037) breaches and compromises
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N

Application Security

Cyber
\ Security

Information Security

Critical Information Infrastructure Protection

Figure 1 — Relationship between Cybersecurity and other security domains
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Figure 6-1 — Topology of IPv6 network
(&, N

External Segment
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/ Load Balancer
DMZ Firewall
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Ea.ackbone Router E

4
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=t L2 Switch
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Scope

References

Definitions

Abbreviations and acronyms

Conventions

Topology of IPv6 Network

Network Devices

Router

Client/Server Devices

End nodes

DHCP Server

Security Devices

9.1 IDS

9.2  Firewall

Appendix | Use case: IPv6 Promotion Council in Japan
Appendix Il Use case: IPv6 Technical Verification Consortium
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Smart Grid securitylZB 9 3181k
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What is Smart Grid?

e Smart Grid

- is an electricity network utilizing ICT technology

communications to control appliances at customer’s home

- delivers electricity from suppliers to consumers using two-way digital

- saves energy, reduces costs and increase service reliability and transparency

) J
1 / ’%é _gwt_i %&f«—

@)= = = = == == = == - _; electronics
% Smart meter
I I Electric vehicle

i
Power a !|nx Access

market 4_,-..14._ Network ﬁ@ﬁ
LY 4

Gateway

Energy

Energy resource

Water/gas meter

system

51



Security threats in Smart Grid environment

Physical attack [t Consumer (home, building, factorv. etc)
e -9 2
L
Attacker Smart meter 53; ﬁ] ..
Home gateway atharmal dairsn ﬁg%
(UTP cabile Cat 5 .
P
i 3 2
' ' i . e I PLE darmair [P
Attacker T e it
S o .
Smart meter il E- ‘%

o e Tigirae
%O - —‘ﬁi @Uﬂl’ﬂﬁr’l E
Remote control info. 5 steal and forgery

&
¥

N

L

steal and forgery vy
- S
Attacker :
Altacker
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Security threats in Smart Grid environment

smar't cervice

f‘.ﬁ*,' Malware infection
Altacker by physical
Account Info. Monitoring attack
and forger
Operation servers
" DDoS personal
L:l @ :"" information steal, etc
Accountlng MDMS, etc | :_- iy Tollfraud i

malicious firmware
update

e
Atkacke

| Malware Infection
Factory #
DDoS using Zombie PCs i

ﬁf‘* B

Zombie PCs Malware/Botnet

= -
- ™
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Global Standardization trends on

Smart Grid security

® NIST activities

@ IEC activities

® ISO/IEC activities

# ITU-T activities

@ Other SDOs activities




NIST activities

e NIST
- SGIP(Smart Grid Interoperability Panel)
- Cyber Security Working Group
- August 2010 NIST publishes: Guidelines for Smart Grid
Cyber Security
e Reflects Comments on Sept 2009 and Feb 2010 Draft

Smart Grid Cyber Security Strategy and Requirements

- Guideline includes:
* Risk assessment guidance for implementers
e Recommended security requirements
* Privacy recommendations

55



IEC activities

e IEC TC57 (POWER SYSTEMS management and associated information exchange)
- IEC 62351 Power systems management and associated
information exchange - Data and communications security

e IEC SG3 (strategic Group on Smart Grid)
- Smart Grid Standardization Roadmap is published on June 2010

IEC 62351-1
IEC 62351-2
IEC 62351-3
IEC 62351-4

IEC 62351-5

IEC 62351-6
TFC AD2KB1.7

Introduction to the standard
Glossary of terms
Security for any profiles including TCP/IP

Security for any profiles including Manufacturing Message
Specification

Security for any profiles including IEC 60870-5 and derivatives
including DNP3

Security for IEC 61850 profiles

Cariirihvi thrniinh natwanrle and cvicteam mananamant



ISO/IEC activities

e ISO/IEC JTC1 SWG (Special Working Group) Smart
Grid
- http://www.jtclsmartgrid.org/

- ToR(Terms of Reference)

* Identify market requirements & standardization gaps for Smart
Grid with particular attention to standards supporting the
interoperability of Smart Grid technology and needed I.S.
 Encourage JTC1 SCs to address the need for ISO/IEC SG I.S.

* Promote JTC1 developed I.S.s for SG

e Coordinate JTC1 SG activities with IEC, ISO, ITU-T & other SDOs
* Provide a written report of activities & recommendations

57



ITU-T activities

e ITU-T FG Smart

- ITU-T Focus Group on Smart Grid (FG Smart) was established

further to ITU-T TSAG agreement at its meeting in Geneva,
Jan. 2012

- Five documents are progressing in FG Smart:

 Terminology Deliverable

e Use Case for Smart Grid
e Smart Grid overview

e Smart Grid Architecture

e Deliverable Requirements

tL

AX—r )b tEXa) T4 T AREFIIFEALS
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ITU-T activities

e ITU-T FG Smart (cont’'d)
- Smart Grid Architecture (Smart-0-33Rev.5-3)
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< Simplified Smart Grid Domain Model in ICT Perspective>
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| ISO/IEC27000 ISMS family of standards
(WG1MD#3#& : defined in ISO/IEC27000) at Nairobi

ISMS family of standards Relationships

’_ﬁ
27000 _ (55
Tanninalogy Overview and O :published
) CD1 \==w
________________________ w—-——-——--—-————.—_.______.,_,,_,__,,____,_"_.__'_|___”_'_'_“__"__”_'_____"__|_|_'_'___
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ISO/IEC27000 ISMS family of standards support ISO/IEC27001, ISMS Requirements.
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27005

27006
27007

27008

Overview and vocabulary
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ISMS requirements

Code of practice for information security

ISMS Implementation guidance

ISM - Measurement

Information security risk management
Requirements for bodies providing audit and
certification of ISMS

Guidelines for ISMS auditing

Guidance for auditors on Information security
controls Copyright SC27/WG1 Japan, 2011
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27001 #¥h¥E

1 Scope

2 Normative references

3 Terms and definitions

4 Context of the organization
— 4.1 Understanding the organization and its context
— 4.2 Understanding the needs and expectations of interested parties

— 4.3 Determining the scope of the management system
— 4.4 Information security management system
5 Leadership
— 5.1 General
— 5.2 Management commitment
— 5.3 Policy
— 5.4 Organizational roles, responsibilities and authorities



27001 #¥tH1E(2)

6 Planning
- 6.1 Actions to address risks and opportunities
- 6.2 Information Security objectives and plans to achieve
them
7 Support

7.1  Resources
7.2 Competence
7.3 Awareness
7.4 Communication
7.5 Documented information
- 7.5.1 General
— 7.5.2 Create and update
- 7.5.3 Control of documented information



27001 #f8iE (3)

8 Operation
- 8.1 Operational planning and control
— 8.2 Information security risk assessment
- 8.3 Information security risk treatment
9 Performance Evaluation
— 9.1 Monitoring, measurement, analysis and evaluation
— 9.2 Internal Audit
— 9.3 Management review
10 Improvement
— 10.1 Nonconformity and corrective action

— 10.2 Continual improvement
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Standard

27010

27011

27012
27013

27014
27015

27016

Title
Sector to sector interworking and
communications for industry and government

ZEE: Information security management for
inter-sector and inter-organisational
communications

Information security management guidelines for
telecommunications based on ISO/IEC 27002

ISMS guidelines for e-government

| Guidance on the integrated implementation of

ISO/IEC 27001 and ISO/IEC 20000-1

Governance of Information security

Information security management guidelines for
financial services

Information Security Management -
Organisational economics

Copyright SC27/WG1 Japan, 2011

at Nairobi
Status

FDIS

Published
12008/12/15

cancelled

DIS

DIS
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at Nairobi
Standard  Title Status
Guidelines on Information security controls for
27017 the use of cloud computing services based on WD2
ISO/IEC 27002
PIMS Personal Information Management System Study period

Roadmap | WG1 SD1 Road Map SD
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