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What is the ISF?

An international association of some 300 leading global
organisations, which...

* addresses key issues in information risk management through research and
collaboration

* develops practical tools and guidance
* is fully independent, not-for-profit organisation and driven by its Members

e promotes networking within its membership

The leading, global authority on information security
and information risk management
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The ISF Security Model
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The Tools and Methods that ISF provides

The ISF provides its Members with a wide range
of tools and methodologies including

TECHNOLOGY

PROCESS

PEOPLE
COMPLIANCE

GOVERNANCE
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How the ISF provides Knowledge and
Networks Exchange

lhe ISF brings Members tog

ether to network
and share through

TECHNOLOGY

PEOPLE
COMPLIANCE

GOVERNANCE
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The Research and Reports that ISF provides

The ISF provides its Members with a wide range
of research and reports including

Examples of some
of the current and
recent project topics
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Research & reports over the past 12 months

* Solving the data privacy puzzle e The information lifecycle

* Reporting information risk * Information security for external

* Network convergence suppliers

* Protecting information in the end * Beyond the clear desk policy
user environment * Benchmark reports:

* Threat Horizon 2012 — Ceritical Business Applications

* Information security assurance — The impact of information

* Security audit of business security investment
applications — Consolidated benchmark

* Information security maturity results
modelling — Cross reference to ISO/IEC

* Information security governance 27002, CODbIT version 4.1

* Information security principles

9 F>
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The 201 | work programme (as at Q1)

Workshop-based research and development projects:

¢ Cloud computing — Avoiding the seven deadly sins

¢  Organisational Governance

Research based projects:

e Consumerisation: Securing the next generation of end user environment
e Threat Horizon 2013

e Standard of Good Practice update

Information risk management tools:

* Information Risk Analysis Methodology - Risk Analyst’s Workbench v1.0
Briefing Papers:

¢ Cyber citizenship

Training workshops:
* Information Risk Analysis Methodology (IRAM)
*  Protecting information in the end user environment

*  Security audit of business applications

9 F>
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External suppliers — a visual representation
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Statutory obligations

o Legal and regulato ry Financial Services Authority FSA

oversight of data and
information is getting
stronger

Zurich fined £2.3m by FSA over

loss of back-up tape
OUT-LAW News, 25/08/2010

* Organisations are liable even
if they did not Iose Or To: Zurich Insurance Ple, UK branch

Of: The Zunch Centre

disclose information 300 Py

Whiteley
Fareham
P05 TIZ

¢ Third Party Organisations Date 19 Augnst 2010
n eed fo S h ow th e)/ Wi I I not TAKE NOTICE: The Financial Services Authority of 25 The North Colonnade, Canary

Wharf, London E14 3HS (the FSA) gives vou final notice about a requirement to pay a
financial penalty.

endanger their clients L e ey

1.1, The FSA gave Zunch Insurance Ple, UK branch (ZIP UK) a Decision Notice on 11
Angust 2010 which notified ZIP UK that pursuant to section 206 of the Financial
Services and Markets Act 2000 (the Act). the FSA had decided to impose a financial
penalty of £2.275.000 on ZIP UK. This penalty is in respect of ZIP UK’s breaches of

9 F>
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Managing security in external suppliers

*  Few tools used to identify and classify

third parties A: Identifying and

classifying third parties

* No ‘agreed’ list of security controls l
applied to contracts B: Agreeing third
. party security
- In an organisation l
- By sector / region
C: Validating third
* Very little use of current assessment party security

methods / tools (eg BITS, SAS 70) l

- Tools not widely trusted

sdiysuone|al ayy buibeuep

 Contract termination often handled in
an ad hoc manner

- |~
<|5-D www.securityforum.org Copyright © 2011 Information Security Forum Limited 14



The need for a standard...

Member organisations typically work in 21 of respondents are
highly or very highly
satisfied about the level of
controls implemented by
critical third parties

over 50 jurisdictions

2% of respondents are
highly or very highly A typical Member organisation has over

concern_ed about third party 2030 third party relationships
security arrangements

52% of respondents are
highly or very highly

0
25%0 of respondents are exposed to third party risks

highly or very highly
satisfied about the level of
controls implemented by
non-critical third parties

- |~
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Background: the ISF view of the cloud

Enabling
technologies
Utility Computing Outsourcing
Cloud services -
Broadband Ubqu|tqqs
networking connectivity
Web 2.0 Pay per use
Software Platform Infrastructure
Virtualisation . _ Multi-tenancy
Service Oriented
Customer

Architecture

organisation

Distributed, on-demand computing services
delivered across networks

9 F>
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Background: technical vs. business

* Common model of the
cloud — Saa$§, Paa$ and
laaS - provides a
technical perspective

* Misses the business
perspectives:
- Economics
- Flexibility / ease of use
- Accessibility

* Misses how cloud is
really used

I
SP
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Background: how the business views the cloud

+ I have a problem. 4T

* ..l need a solution

EEO0E00RE0OA

* Ah-ah! | can buy a

I"eady-made Generic Configurable Specific
solution (and |
don’t have to Increasing ability to customise offering

involve IT,
procurement or

anybody else!)

- I
<| E ; www.securityforum.org Copyright © 2011 Information Security Forum Limited 19




Do you know what the business is doing?

*  Will cloud become the new
business-critical spreadsheet?

* Cost of entry for cloud
deployments can be zero

*  On-going costs for a small
department will fall within
credit card authority limits

* Can you even monitor this!?

» F>
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Cloud security: the seven deadly sins

|. Ignorance: no-one knows if cloud is in the organisation — or cares

2. Ambiguity: security requirements are not specified in contracts, SLA or
EULA

3. Doubt: assurance about security arrangements is difficult to obtain
4. Trespass: laws or regulations are not understood and may be breached

5. Chaos: information released to the cloud isn’t classified, stored, destroyed
in a managed fashion

6. Conceit: the organisation believes it’s security infrastructure is cloud-ready
— typically, it’s not

7. Complacency: 24/7 availability is assumed — there is no fallback in the event
of a major security incident

Committed by the organisation as a whole, not just the techies!

2 |~
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Sample sin — with issues and actions

SIN ISSUES ACTIONS TO CONSIDER

Create and distribute a corporate policy on the use of cloud
services

Uncontrolled Extend procurement policies and processes to include cloud
purchasing of services and require information security approval to be part of
cloud services these processes

Cloud Run a user awareness program on the adoption of cloud
computing is in computing services

th isati Failure to detect
€ organisation, Hew cloud T : g I : ~r
management <ehvicos se a enterprise wide data loss prevention ( ) system to

istdontt k identify large amounts of data moving to cloud services
just don now
it’s there Monitor connections between the organisation’s network and
Cloud services external networks to help identify new services that have
have been already been deployed

introduced by

pLoXy Treat all outsourced services as if they were cloud-based

9 F>
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SO Why S h O u I d I WO rrY? Basic Account: Upgrade We

Lmkgdﬁ Home Profile Contacts Groups Jobs Inbox (19) More...

Approximate

A new Twitter experience is coming! Learn more about it...

number of users
(millions)

Facebook 500
Friendster |15

twitterX

Twitter 100
LinkedIn 75
Viadeo 30

XI ng 9 Email Friendster helps you stay
y &8 everything that matters fo
N family and fun! It's free to |

THE 3 \ N e see what all the fuss is abc
o W

N ET‘ yourname@email.com

M I LL I Keen me logged in Why? A valid email is reguired to join.

Forgot your password? Remind Me

p— ;9§%§% w-

No email address? Get a free “ah:
.

Networking Jobs and Careers

a J—
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Social and networking

Social Network ‘Profile’ SOCiaI

111(58 Joe B

* Humans are fundamentally social creatures

oy Please be my fiend * Modern life impinges on the opportunities for social
* Age

: ércrj]?)rke);ser interaction
i  Social networking fulfils a need to interact

| am currently working on an access control project

* Ex-employees group
* University alumni

Off road bikers
e @ Nall (for messages Networking

John

United Kingdorm John (UK « The exchange of information amongst groups
south Afic Hey Joe - hows that » The cultivation of productive relationships for
+71 132 3223 443 new project you're

working on coming

el business*
® *  With a global public scope

Are the two mutually compatible?

* Def - Mirriam Webster

] F)
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Friends and enemies

Rest of
the world

Shared
interest

Colleagues

@)zl Customers

www.securityforum.org

4GP

All of the groups have different
motivations and different information
needs from the relationship with me.
This creates different risks according

to the stakeholder perspective

Copyright © 2011 Information Security Forum Limited 26




Threats

Origin of threat Threat Potential business impact

System overload « Time wasting
« System outages
I * Degraded performance

Malicious code + ldentity theft
+ Breach of privacy legislation
* Virus causing system outage

Disclosure of business « Reputational damage to organisation
information * Loss of organisational intellectual property
Legal liabilities + ‘Libellous’ comment against a reputable third party

resulting in legal damages being awarded
+ Breach of privacy requirements due to identify theft

External attack * Reputational damage to organisation
+ ldentity theft
+ Cost of investigation and implementation of new controls

Intimidation (such as cyber- | + Reduced staff morale
bullying or cyber-stalking) « Cost of investigation

- '3
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and what to do about them
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Why look into the future!?

In order to understand how good practice should change in the
future we need to understand what threats that we will face in the

future and how we should respond to them.

The ISF call this the

Threat Horizon

Copyright © 2011 Information Security Forum Limited 30




Threat horizon methodology

Consider the world of the future and how this may give rise to information
security threats

/

(P Jomca.
O
O===»
S Jocio-cuLurat

ECHNICAL ’

. |~
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2011...
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What will world look like in 201 1?

Polktical

Legal
More Harsher
legislation penalties
Prnvacy vs.
secunty
Techmcal

Clnud | Corporate §
Compuinmg Home sypdene

Encrypan

InternetoF Hav.es Vs
Reality? Have nots
Haome

LIPS PR Py
- OWOTIKING

- |~
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Key trends impacting information security to 201 |

* Infrastructure revolution

* Data explosion

* An always-on, always-connected world
* Future finance

* Tougher regulation and standards

* Multiple internets

* New identity and trust models

2 |~
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Information security threats for 201 1....

Criminal attacks
TOP 5 Weaknesses in infrastructure

Tougher regulatory legislation
Pressures on offshoring / outsourcing

Eroding network boundaries

Mobile malware
Vulnerabilities of Web 2.0
Incidents of espionage
Insecure coding and development practices
Changing cultures

www.securityforum.org Copyright © 2011 Information Security Forum Limited 35




TOP 5

Top five threats in detail W

«Crimeware as a service
.Insider attacks
|Infiltration

Criminal attacks

;

*Reduced investment
«Complexity
«Zero-day attacks

Weak infrastructure

-Emphasis on privacy
«Incompatible laws

Tougher rules . .
«Increasing punishment

l

«More outsourcing
*Meeting compliance
«Instability of providers

OQutsourcing / Offshoring

«Cloud computing
«More connections
‘Bypass of defences

Eroding boundaries

l

» '3
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2012...
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The world in 2012

Considering the PLEST framework, several major trends emerge: Abuse of personal

& mobile devices

rosion of network
boundaries

SOCIO-CULTURAL

Criminal attacks
and espionage

TECHNICAL

a J—
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Key longer term drivers

* Globalisation

* Increased focus on climate change

* Shifting global economic centres

* Changing demographics

* Increasing regulation / governance

* Increasing reliance on technology and information
* Changing attitudes towards privacy

* Evolving work / home balance

2 |~
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2013...
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2013 PLEST

Trend-lines

Political

Legislation and
regulation - EU

Underworld
Economy, Bad
suys

Connectivity,
bandwidth

Processing
and storage
capacity

Zone 2003 - 2007

Zone 2008 - 2010

Zone 2011 - 2013

Direction (trends)

of

www.securityforum.o
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© Information
a Security
Forum

Digital arms race

Transparency and
collaboration

Internet,
“the Global
Village”
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An overview of the threats

On the radar threats

These threats were gathered directly
from contributing ISF Members who
expressed their opinion by
participating in a Threat Horizon
exercise at one of the Chapter
Meetings or have attended the
Congress Workshop. There is a
general cross-industry consensus
that the information security
profession will need to focus on these
problems over the next 24 months.

Below the radar threats

These threats are put forward by ISF
research team to be the big deal
things by 2013.

‘The Black Swan’ Events

A rare and underrated event with
potentially catastrophic impact has
been named ‘the Black Swan’ by
Nicholas Taleb, author of the book
with the same title. The importance of
such events lies in their uncertainty
and randomness, and
consequentially the inability to predict
their likelihood with a normal risk-
management approach.

The ISF has identified a number of
such disruptive information security
related events that Members may
wish to consider despite the low
likelihood of them actually
materialising.

iSP

Govenment, justice
requireacosss o
sdftwaresourcecode
(eg for interogption
o traffic)

Availability impact
fram natural
disasters and
adverseweathe
onditions

Quantity of
infarmation (data)
increases, quality of
information
decreases

Increasein blended
attacks explditing a
cambination of
people process and
techndogy
vulnerabilitiesin
real time

NON MANAGEABLE

Hacktivism

Stricter regulation
on data segregation
(PI)

Intdligent, tailored
malware, Advan ced
trgans making
better used stden
custome data

Powe grid cutages

Increasein attacks
proveked by single
issueactivism
(Hacktivisim)

Sodal enginexing & Oy berwar inareases,

increased consumer S'ale.s‘msmﬁ
hacking
naivety
Inability toseenew CuganaRindt
threatsymumse iouding
y P d
uantity and spesd R
go-day threats CrpiEE
theft decdving
custome's
Moving toCloud
Intene enabled infrastructure,
houseappliances and Lass of contrd
vehide
vulneabilities
Expectations of SSL/TLS
Gengation Y vulnerabilities

IT crisis over rare earths
Estimated remaining
global supply of certain

Shortage of the right
skill in the information
security field (mixture
of business and
technical)

non renewable resources
critical for IT devices and
infrastructure is fast
depleting with only 10
years left for some. This
may have a big impact
over the availability and
cost of IT components.

Mabilelass, business
misuse

Scdial media abuse
apditical tod

Mdbiledevice GPS
tracking —privacy -
theft

Embedded location
servioes used for
crime

Hack for profit

Data vs information

Industrial,
govenment
espionage
(human and cy ber
factar)

Authentication in
multi channd multi
devicetechndogy
becomes mare
difficult tosecure

Marecompany data
on consumer devices

Loss of boundary
between wark and
pasonal life
resulting in
acddental
disdosures

IPv6 transition

Regulatary penalties

Security impact
from increased
glabalisation with
disconnected laws
and regulations

Low-levd chip
attacks

Scdial newaking
in lovrisk tderance
companies

(dynamic) Supply
chain complexity

M&A, cross-border,

Consumerisation
intraduces new
attack vectars

Whaling —targeted
attacks aimed at
high ne warth
individuals (eg
CEOs, cdebrities)

Data leakagefrom

- unencry pted media
loss

- breach

-insides, induding
Wikileaks
whistleblowers

Undetectable
malwarestealing
proprietary
infamation

Data integrity

New attack vectars
through third parties

Increased attacks on
devices enbedded on
SCADA sy stems

(Stuxnet doffspring)

Loss of warkforce
loyalty dueto
autsaurcing

RFID enabled devices
and wirdess snsars
insecurity , weak
authentication

management
Volume vs age vs
value vs type and lack
of security and
classification

Peak of Solar Activity

The Sun’s periodic electromagnetic
flare outbursts can have a disruptive
impact on power and
telecommunications infrastructure,
especially satellites which are
unprotected by Earth’s magnetic
shield. Solar flares are a cyclic
phenomenon and nothing unusual,
however we are currently facing an
unusual period of prolonged solar
inactivity, which could end with a
bigger than usual solar flare and a
peak of activity predicted for 2013, that
may leave an impact on our
infrastructure. The last solar flare of
such proportion happened in 1859.

www.securityforum

Internet / Telecomms Blackouts
In addition to solar flares, long periods
of telecommunications unavailability
could be caused by a particularly
aggressive piece of malware, DNS
disruption, cyber-war, EMP blast in the
high atmosphere or other.

Failure of a global information
system

The increasing dependency on certain

global systems, for international funds
transactions (eg SWIFT), Air traffic
control systems or passport
information system (eg SIS), may
result in a great impact if the
availability of such a system was
disrupted or its integrity compromised.
A targeted attack that mirrors the

sophistication of the Stuxnet worm or a

fundamental design flaw would have
the power to cause unprecedented
impact.

Upheaval in the country of your
outsource provider

The cost-benefit analysis was sound
and the political atmosphere stable and
a low risk when the outsourcing deal in
a developing country was concluded.
Emerging economies however are
more likely to undergo radical political
changes or face disruptive civil unrests
that could bring a full hold on
outsourcer’s service. The situation
could deteriorate even further where
the contracting organisation’s data
were ‘held for ransom’ or intellectual
property appropriated by the new
regime.

An update gone wrong

A compromised or malfunctioning
software update (OS fix, Application
fix, Anti-virus definitions) from a trusted
source could potentially cripple IT from
within.

Trusted encryption algorithm
defeated

Just as GSM encryption has been
cracked, other undisputed algorithms
(AES) or solutions (PKI) will eventually
fall over as a result of the rising
computational capacity (the cloud) and
increased scrutiny. The main question
is when, and how does that impact an
organisation using encryption.

Videosensitivity
(oonfeencing,
survellance)

IPv4 tolPv6
transition period
vulnerabilities

Prdiferation of IP-
neworked sy stems
inkey IT
infrastructure

Deve opment of
business applications
without security to
dereasetimeto
marké, startup costs

MANAGEABLE

IT systems
complexity

Scope creep, inability
to assess SECUI’i(y

Death of a Major IT supplier

‘The bigger they are, the harder they
fall." It has happened to Enron and
Lehman Brothers, there is no reason it
could not happen to a trusted cloud
service, IT service provider, software
or hardware vendor that organisations
have contracted and are increasingly
reliant on.
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Threats....

* Increasing attacks on RFID, sensors and control systems

* Loss of trust / inability to prove identity and authenticate

* Co-ordinated attacks for extortion, blackmail, bribery or stock manipulation
* New attack vectors

* Governmental interception of all traffic

* Hardware back doors (low-level attacks / vulnerabilities) in chips, SCADA

* Loss of workforce loyalty — loss of organisational culture and knowledge

* Solar activity disrupts communications globally
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Responding to the threat horizon

Information security controls that defend against threats are:
Often part of a wide infrastructure project (eg firewall, network segregation)

Sometimes difficult to justify to the business

AND

Sometimes can take years to plan and deliver

THEREFORE

We need to start to plan controls for future threats NOW!

2 |~
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What do | do now! — at a strategic level

Re-assess the risks to your organisation and its information
* Inside and outside...

Change your thinking about threats
* Don’t rely on trends or historical data

Revise your information security arrangements
* Question ‘security as usual’

Focus on the basics
* That includes people, not just technology!

Prepare for the future
* Be ready to support initiatives such as cloud computing
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What do | do now! — at a practical level

The ISF has produced recent research =
reports on these topics: '

e Cloud computing

* Social networking

* Third party security

* Risk convergence
* Privacy

e Encryption

* Risk reporting

* Security audits
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What do | do now! — at a practical level

Assessment control sheet

With recommendations such as: oty

assessment completion

|

We hawva (dentified five kay adions to take now: Complete A1
: Third party profile

1. Prepare a strategy for cloud computing - ncludirg urderstanding haw 11 weorks and the seunty ssues 1t s kel
10 gerserats Complete A2

2. Wentify what coud computing mears for your business operations — and how doud compuating could be used to o
anhance thoss oparations, or thelr component processes Acceptable f poor
3. Aszess the risks to data and Information placed Into the doud and the risks to your crganization, which may be Compl
firancial, Information or reputational Pusnsl
4. act as If your organisation has already adopted cloud computing — your organisation 15 or 15 lkely to b2 using
It 5c0m ! !
5. Getinwahesd Inthe decision making procsss for the adoption of cloud computing —makes sure security |5 discussad Important

and forms part of the senice contrad.,

|

Complete B2. Complete B2.

Contract Contract
assessment assessment
Complete B3. Complete B3.
Information Information
security assessment security assessment
Complete D1. Complete B4.
Termination / exit Information security
arrangements controls
——
Complete C1 Sauts)
omplete C1. e
Information security —--» \-W““‘M«
assessment q\ y
l =
Complete D1.
Termination / exit
arrangements
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Information
CI Securlty
Forum

Conclusion




Keeping up with business change

e Social environment (demographics,
attitudes, cultures)

e Business environment (activities,
operations, markets)

* Economic environment (credit crunch,
realignment of world economy, rise of

China)

*  Global environment (global warming,

interconnectivity, competition for ACTIONS
resources) - Engage with the business
* Technological environment (mobile - Question the beliefs
phones, nanotechnology, pervasiveness) - Craft a new security strategy

 Plan for uncertainty
 Prepare for change
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<|5I- www.securityforum.org Copyright © 2011 Information Security Forum Limited 49




Thank you for your attention

Steve Durbin

Global Vice President

E-mail: steve.durbin@securityforum.org
Web: www.securityforum.org
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