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NCTE <IL9IT7ER
= 1990 1260 (15t polymorphic virus), Form, Whale

( 1970 20 10 ) 1991  Tequila, Michelangelo, Anti-Telefonica, Eliza

zideid

virus)
1970
1993 PMBS
1971 Creeper (1t worm .
per ( ) 1994  Good Times (1t hoax)
1972 # The terT virus” first appeared in a SF novel “When H 1995  Concept (15t macro virus)
Was One”. 0)
- 1996  Laroux, Staog (1%t Linux m.w.) :
% 1997  ShareFun, Homer, Esperanto H%
1974 1.%
] ] E, 1998  Accessiv, StrangeBrew (15t Java m.w.), Chernobyl
1975 # The term “worm” first appeared in a SF novel*“The Sho
Rider”. 0) 1999  Happy99, Tristate, Melissa, ExploreZip, BubbleBoy, Babylo\\
1976 H# 2000 Loveletter, Resume, MTX,Hybris
1977 1% 2001 Anna Kournikova,BadTrans, CodeRed I, Sircam,CodeRe
Nimda, Klez
1978 . .
2002 LFM-926 (1%t Flash m.w.), Chick, Fbound,Shakira, Bugbe
1979 2003 Sobig, SQLSlammer, Deloder, Sdbot, Mimail, Antinny, M
1980 Xerox PARC Worm Welchia, Agobot, Swen, Sober
1081 Bagle, MyDoom, Doomjuice, Netsky,WildJP, Witty,Sasse %
2004  Bobax, Rbot, Cabir(1stSymbianm.w.), Amus, Upchan, Re ¢
1982  Elk Cloner(1st virus) Lunii, Minuka, Vundo m
1983 Bropia, Locknut,BankAsh,Banbra, Anicmoo, Commwarr| 0)
2005  Pgpcoder, Zotob, Gargafx, Peerload, Cardblock,PSPBric
1984 # Cohen defined virus in his paper “Computer Viruses - T m.w), DSBrick (15t Nintendo DS m.w.), Dasher ﬁ
and Experiments”. ; s
2006 Kaiten, Leap (15t Mac OS X m.w.),Redbrowser, Cxover,E 1't
1985 Mdropper,Flexispy, Spaceflash,Stration, Mocbot, Fujacks
1986  Brain (15t IBMPC virus), PC-Write (15t Trojan horse), Vil 2007 Storm Worm,Pirlames, Zlob, Srizbi (1%t full-kernel m.w.),
Pidief
1987  Cascade, Jerusalem, Lehigh, Christmas Tree, MacMa,
. . \ 2008  Mebroot, Infomeiti, Conficker
1988  Byte Bandit, Stoned, Scores, Morris Worm \
2009  Virux, Yxes,Gumbler, Induc, Ikee (1tiPhonem.w.)
1989  AIDS(1transomware), Yankee Doodle, WANK ; . ; ;
. / 2010 Zimuse, Trojan-SMS.AndroidOS.FakePlayer (15t Androidm.\_ 4,

Stuxnet
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Conficker®) &% 2 #% i&
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e RYrT7—UHF (NetBIOS)

ID//NA ) —

FEHEWE

o UL—NTILAT4T

— USBAEEHEDAutoruntégel = kU B

[ =TS oy ] b9

USE Disk (E3)
|

[ Wb =t CH LTSGR TS

FOHFFLOA A M- SEIT

n folder to
| Prbiplae i,

BAD+t¥xa)74F—L (Japan Security Team)

http://blogs.technet.com/jpsecurity/archive/2009/01/24/3191000.aspx
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2 (445/tcp)

NIC

| AutoPlay B _

e ol [ |

Removable Disk (G:)

Install er run program

_-u Always do this for software and games:

Open folder to view files

General options
Open

[ using plorer
'\E}# Speed

Set AutoPlay defaults in Control Panel

—_—

PCMAG.COM BLOGS, Security Watch

mmu

http://blogs.pcmag.com/securitywatch/2009/01/bug_in_autorun_on_windows.php
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ConfickerM ¥ - #8E (1/2)
DLL = THRAX

- BEFEOJAOERARNIZYE—FRALYRZE L TDLLEZEA
— APIZvo (DLLA> oz 3y) BB TH=yH

UPNPZFIAALTI27M47 24— ILICIR—hIVE VT ER
— INNATR—FTIN\VIRT7EER
— N\YIRT7RABATTYIT—k

UTCEL—RIZ3REIC &I T —1RA M (URL) Z &R
— ST IT—IRA DA —YRDIPT LR AREEF
— Aoo0—FT—32X MBS AR CTELRRBREL

IP geo-locationZEIZ4—45 YD EBIRIBEHEA
— Downadup.A: IP geo-locationZmaxmindh 5Bl {5
— Downadup B: IP geo-location#RC4 T S{tLTH & THR#F
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ConfickerD 451 - # 8E (2/2)I

« FHBOWindowsH—ERZEL
— Windows Update Service
— Background Intelligent Transfer Service
— Windows Defender
— Windows Error Reporting Services

e BEOWEINEREDIALSAUY—ERIZESERT

— Virus, spyware, malware, rootkit, defender, microsoft, symantec, norton, mcafee,
trendmlcro sophos, panda etrust, networkassomates computerassomates f-
secure, kaspersky jotti, f-prot, nod32 eset, grisoft, drweb centralcommand,
ahnlab, esafe, avast, avira, quickheal, comodo clamav, eW|do fortinet, gdata
hacksoft haur| |karus k7comput|ng norman, pctools prevx, rising,
securecomputing, sunbelt emsisoft, arcabit, cpsecure, spamhaus, castlecops,
threatexpert, Wilderssecurity, Windowsupdate

o LRTLDERRAUME) YR
o« FTUFVM.FIoFTI\vo e

o« SYNIZSYUTAVIETDRHLIOANZER

Designing The Fiture HKLM¥SYSTEM¥CurrentControISet¥SerV|ces¥Tcp|p¥Parameters etc. etc...
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ConfickerO R/ AO—KFg&51t-ERF;
E{EEA
e RAO—KD/\v AEMERL
e MZHEFHELLTRCAZLAR/O—FIEE1L
 MZeprivCE & —Sig(RSAK )

Windows Binary enc.hin

Digitally

encrypted
payload

&1%% ﬁ“ e e 15.@@ and

Slgéepub’f‘%% @EIE RCA(hin.exe M) Append Sig N

BONIMTRAO—FEHES dlie
EEEZEORAMO—FD/N\yIafEL
ME LB T— B M LT Y’
T bl Sigepurﬁod N =M <:J
e:{pulnent (e) < ,
NN Fn%%lu:lus ) Bin.exe = RC4(enc bin,M)

Downadup.A: ;AN 1024bit e 4

i = Digitally signed
St If HASH{bin.exe) = M gitally sig

Downadup B: ;%N 4098bit f— " oaviad

SRI International, Technical Report

http://mtc.sri.com/Conficker/
Designing The Future
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F6H14H~16H
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g3

o B{ER: 20104

A AN
g ==

F11H30H~12H3H
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B ¥ (Deliverables)

Deliverable 1:

Introduction to the Cloud Ecosystem
Deliverable 2:

Functional Requirements and Reference Architecture
Deliverable 3:

Infrastructure & Network enabled Cloud
Deliverable 4:

Overview of SDOs involved in Cloud Computing
Deliverable 5:

Cloud Computing Security

Designing The Future
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AR DI AL

1) RFE X1 TR DEBIDOLE L —
(CSA, DTMF, GICTF, SG17Y) IV i)

2) Security Threats M#& &t
(A—R5—ADERHRE)

3) Security requirements 959 K4 —E
AREE. VSVFFIRE. VSVFEEED
R K URET,

4) Subjects for security study for ITU-T

Designing The Future
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BXETE D Security worksD L E 21—

CSA

CSA/TCI (Cloud Security Alliance / Trusted Cloud
Initiative)

DMTF

GICTF

NIST

Open Cloud Manifesto & Cloud Computing Use Cases
Group

CloudAudit

OASIS

OMG

ISO/IEC JTC1/SC27 (Rt ED P T)
ITU-T SG17

Designing The Future
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Cloud Security Alliance (CSA)

* |nitiatives in Progress/Released

— CSA Guidance V2.1 — Released Dec 2009

— CSA Top Threats Research — Released March 2010
— CSA Cloud Controls Matrix — Released April 2010

— Trusted Cloud Initiative — Release Q4 2010

— CSA Cloud Metrics Working Group

— Consensus Assessment Initiative

* |nitiatives Planned

— CloudCERT
— User Certification
— Use Cases

Designing The Future

Mn
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(NIST) Security is the Major Issue

Q: Rate the challenges/issues ascribed to the ‘cloud'/on-demand model

(1=not significant, 5=very significant)

Security

Performance

Availability

Hard to integrate with in-house IT
Not enough ability to customize
Worried on-demand will cost more

Bringing back in-house may be difficult

Regulatory requirements prohibit cloud

b

Not enough major suppliers yet H 44.3%

Source: |IDC Enterprise Panel, August 2008 n=244
"ailiE

I 50.4%
I 50.0%

49.2%

63.1

63.1

61.1%

8%

Vo

o

74.6%

0%

10%

20%

T T

30% 40% 50%
% responding 4 or 5

60%

70%

80%

28



(NIST) Cloud Security® 5 #

e Some key Issues:
— trust, multi-tenancy, encryption, compliance

 Clouds are massively complex systems
can be reduced to simple primitives that
are replicated thousands of times and
common functional units

 Cloud security Is a “tractable” problem
— There are both advantages and challenges

Former Intel CEO, Andy Grove: “only the paranoid survive”

Designing The Future
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GICTF

Introduction to Global Inter-Cloud Technology

Forum (GICTF) and its Roadmaps

2010.6

T O—/V)LOS DR EEBEER T 774—5.4 (GICTF) ho D AN
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REPCAREREFICHS T DA AEFREDI—RT—R
(by GICTF)

Munlclpahty B
Service X
Selecta cloud system to Ej
be used for service _
recovery through — > Service 2

emotely activate the

negotiation with other Service
cloud systems /

e lication for Service 2
Retrun task to DBsare copiedand | ?SI())I;nlg Zlizlllit;r o

the Cloqd system N, 4 s;:inchromzed n requirements are satisfied
of Municipality A advance on a best-effort basis)

@ Mun101pa11ty D

Remotely activate the
application for Service 1
(to guarantee the

o
o
™,
‘e
...
.

o’
a®

........................................ :,;’ E; (3 17‘71(3(3 ]- .

.
.

llllll....’

-t
.

{{g required quality)
M Seryii::e Y

Service 1

Municipality A Continueto provide services by recovering
Services of Municipality A become available by each service of Municipality Aby usinga cloud
Designing The Fut,_2ccessing the cloud system used for recovery. system other than that of Municipality A
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JA—7%

The consumer uses the
service because the
provider introduced by
the broker satisfies his
or her requirements

5]

Consumer

N9 H5Y— v Yoy

(by GICTF)

The consumer asks the
broker to select a provider
that provides a service
which satisfies the
consumer’s quality
requirements

Designing The Future
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SLA of Provider B
A(V&lilability
operating 99.9% i
ratio) Provider C SLA of Provider C
5 R
Communicatio Guaranteed N SN A(Zgél;btlil;;y 99.9%
n quality (QoS) bandwidth § ~ > ratio) .
) IR —
Security ees \ N Communicatio Guaranteed
Cost good c n quality (QoS) bandwidth
o Security oo
= . : k Market transaction " Cost medium
MY ‘0."5
requirements 3
*Availability : The broker compares the
(operatingratio): P , . .
0 consumer’s quality requirements
99.9/0 . . . . . .
-Communication (including priorities) with the SLAs
quality(QoS): of multiple providers, and
Guaranteed 0 d h id h

bandwidth intro uces the provider that meets
Security: the requirements of the consumer

SLA of Provider A
Availability
(operating 99.999%

ratio)
Communicatio Best effort
n quality (QoS)

Security see
Cost ood
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a) V7 VFFIABZEDIEOHD LX) TA+EZRKEFHICEDS
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b) V5V —ERRYKEDE/ERIT H-HDEFY
TAHEEE(VSA4TI7)

c) SLA(U—ERLRNILEE) DEHERIZEHH SR

B LGHAINFTTHDERET:
1) ENISA (European Network and Information
Security Agency) D& 5t

2) KEEMBFOT770—F (BEER)
RHEEFEZA(HR)D77O0—F
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BThe biggest concern on cloud services is “lack of
Information on security measures of service providers”.

Lack of information on security measures
No confidence on cost down

Difficulty for linking with inside systems
No clarification on service level

Not assured on service level

No quick_response on incidents
Possible withdraw of service provision
Difficulty of services conversion

No conformity on governance
Datacenter located in overseas

Not enough support, high skill needed

No concerns
| Respondent related to the use of

cloud computing services Others |
Respondent not related to the use of 0
cloud computing services

U4 10% 20% J0% 4% 20% B0% 10%

S *k Source "Survey report on cloud computing services “ METI 2010/0]1[5

’m Respondent number=500
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To make additional controls/implementation guidance In
order to apply ISMS for common understanding for cloud
computing services

ISMS is the mechanism for common understanding

- ST

Iouded\
/Cloudede\

|

S

O

| SIS additional
Genera] |IE CloudGuide Contr0|S/
controls — C CloudGuide - lmpl_ementauon
for ISMS 2 —— guidance for

7 cloud

0] CloudGuide .

. \ computing

5 CloudGuide Services

kloudGuid
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ISO/SC27THEXREH
cloud computing security and privacy

Use of cloud computing services

WG1

User Control —‘ ! Servic Control —‘
organization = E Provider :
v O\ @ |
270XX’s IMPL.guidance Requests for IMPL.guidance
scope for userto do | | Service provider for provider to dc
Security Privacy
technologies technologies
N 270YY’s 270ZZ's
Sy scope scope 47
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Rules
(1) Implementation guidance for cloud user to do

« VT FRIABENI TV FY—EXRDFAIZEVNTELERT 2FIED
F5lZiRYT B,

(2) Requests for service provider

« U5 FRFBENISYFH—EXRDFRBIZEWNTI 57 FEEENT
DEHICOWTHRIANSEEZERT 5,

« VS FRHAEBENI SO RFH—ERDFAIZEWNTY 5 FEEE(ZH
LTEMEZRDHDLIFIREZELRT B,

Note.

« VI REEENBODRHREX L TANKRELTITOIFEETHOT
VIO FRRABEOEREX ) TAREKEET A EEE-HBEMEL
FEWE DK, Gk L7,

« VI RMAENERLTHLI S5V FEEENIG LG E—RERIZHE
ESNDFHEIE, B LAV, WA, MEMNGTEER)

« ISO/IEC 27002MED F5IICERIZH S EERIZRH LT T FH—EXF|

 RICBTAWMERBEMR DB, UHRAERHEHAG (V5 KFIFA
JREE OO OBBER) (<Rt 5. 48
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cloud computing security and privacy

B Relation between user and service provider

End user SaaS PaaS laaS

m ) I
\_/ service I
|

———————————————————————————————————————————————

|

|

I Case2. To describe _ :
| the relation between @ 7@ |
|

|

|

|

|

©
»
@

I user and service

| provider at any 7@

________________________________________ 49 _
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1 > Development of strong cloud-based authentication and
authorization architecture and mechanisms
(including strong two-factor authentication techniques)

2 > Detection method to proactively monitor unauthorized
activities

3 > Study on strong network authentication

4 > Guideline how to securely use account credentials
between users and providers

Designing The Future
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Cybersecurity
Entities

Cybersecurity
Information
acquisition

Designing The Future

|
(out of scope) :
|

The CYBEX Model

U structuring cybersecurity information
for exchange purposes

1 identifying and discovering cybersecurity
information and entities

1 establishment of trust and policy
agreement between exchanging entities

(out of scope)

Cybersecurit

U requesting and responding with y Entities y
cybersecurity information |m————————
[ assuring the integrity of the cybersecurity :
information exchange : Cybersecurity :
|1 Information |
I use I
| |
| |
| |
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CYBEX Technique Clusters: Structured

Information

Weakness, Vulnerability/State Exchange

Knowledge Base

Vulnerabilities

Event/Incident/Heuristics

Exchange
Event Malware
Expressions Patterns
Incident .
= Mallcpus
Attack Behavior
Patterns

Platforms Weaknesses and
Exposures
State
Security . .
Configuration Assessment
State )
Checklists Results
Measurement
Exchange Policies Exchange
Terms and
conditions
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CYBEX Technique Clusters:
Utilities

Identification, Discovery, Query

Discover Request
Common nablin Y and
Namespaces © s ng distribution
mechanisms mechanisms
Identity Assurance Exchange Protocol
Authentication || Authentication Trusted .
Trusted Interaction Transport
Platforms Assurance Assurance Network Securit Securit

Methods Levels Connect Yy Y
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Implement & use
Security * Design
\ Security *

Maintain &

mprove

_ Security *
Monitor &
review
Security *
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