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DARPA Al Cyber Challenge Aims to Secure

Nation’s Most Critical Software

New competition challenges the nation’s top Al and cybersecurity talent to automatically find

and fix software vulnerabilities, defend critical infrastructure from cyberattacks

OUTREACH@DARPA.MIL
8/9/2023
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AlCyberChallenge.com
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Verdict: Malicious

A o
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This decompiled executable code exhibits several malicious functionalities commonly associated with ransomware.
Activities:

File Operations:

« Reads afile nartled " 7 7 4 )l/*% 1’E jare.

Creates and writes tc nch the malware
or perform other malicious actions.

(Gemini Pro
(KBS 3HE 5 )

g 5* Creates directories and files: The mal
= o

ProgramData, and ntel folders. it ako \MannacryZi < JL™) = 7 DIR B Z F&
ﬁj\jtﬁ' [/ Fj_\o""‘ I\ . Sets file attributes: The malware sets C.Wnry: 7)[/'-7 T TODEQFH’EEE#&

(JL‘\{U\#UE/*EM) « Moves and deletes files: The malware . tasksche.exe: 7)[/@ T 7%?‘[ 7 7 /r )l,

Network Activity:

+ Generates IP addresses: The malware generates seemingly random IP addresses and attempts to connect to them on port 445,

- . . N —_ > whirh iz commnonlv assaciated with the Sparver Messane Block (SMRY nrotocnl This esunnests the malware mav attemnt to snread to
->-< G e m I n I P ro 1 . 5 [i A jj : _/ T #— z IN 75\ 1 M other computers on the network.
-~ —_— A -~ O « Connects to a specific The code reference ific URL (http:/
f—O DICHRLI=1=86, #Ea/()L e e o e

which could be used for command and control or exfiltration.
> 7] N L, [— F~
= I~ é{$0)ﬁ¢*ﬁ 75\ I:II HE ~ 7:* - T: . Registry Operations:

Bernardo Quintero From Assistant to Analyst' The Power of Gemini 1.5 Pro for s Creates registry keys: The malware creates registry keys under "Software\WanaCryptOr" in both HKCU and HKLM hives.
Malware Analysis. https://cloud.google.com/blog/topics/threat-intelligence/gemini-
for-malware-analysis (2024).

» Reads and writes registry values: The malware reads and writes values to the created registry keys, potentially to store information
about the infected system or its configuration.
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« CYBENCH: https://cybench.qgithub.io, Zhang et. al at ICLR2025.

Most Difficult Task Solved (First Solve Ti

Un:::::: * Subta;l;;:;:t:ded % Subtasks % Solved §
Unguided Subtask
OpenAl 03-mini *t 22.5% == == 42 min ==
Claude 3.7 Sonnet * 20% -- -- 11 min --
GPT-4.5-preview * 17.5% -- -- 11 min --
Claude 3.5 Sonnet 17.5% 15% 43.9% 11 min 11 min
GPT-40 12.5% 17.5% 28.7% 11 min 52 min
OpenAl ol-mini *t 10% -- -- 11 min --
Claude 3 Opus 10% 12.5% 36.8% 11 min 11 min
OpenATl ol -preview 10904 109/, 46 KR04L 11 min 11 min
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— 1]~ 8 Kaplan, J. ef al. Scaling laws for neural language models. arX
Xb_ J /O’J 2001.08361 [cs.LG] at https://arxiv.org/abs/2001.08361 (202(
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