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PSAT AN ACOA

1.Brunei - Brunei Cyber Security Association (BCSA)
2.Cambodia - ISAC-Cambodia

3.Indonesia - Indonesia Network Security Association (idNSA)
4.Japan -HAXRY NDJ—20tCF 1 U1 15= (INSA)

5.Malaysia -Malaysia CyberSecurity Community ( rawSEC)
6.Philippine - Philippine Computer Emergency Response Team (PH-CERT)
7.Singapore - Association of Information Security Professionals (AiSP)
8.Thailand - Thailand Information Security Association (TISA)
9.Vietnam - Japan Network Security Association (VNISA)

10.Laos - Lao Cybersecurity Community (LCSC) 2024%10H~

------

ASEAN Japan Cybersecurity Community Alliance
(AJCCA) D77 S +4 7> RBHFRC. 2 COfFFEEEN
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& Reimagining the Digital Era
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COA

ASEAN JAPAN CYBERSECURITY
COMMUNITY ALLIANCE (AJCZA)

- @ AJCCA Conference 2024
in Slngapore L=k
Date: 17 Oct 2024

Venvue: Suntec Singapore Convention & Exhibition Centre
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Confidential

AJCCA-TI/WG Activities
%Eﬁll‘ﬁ #E@%ﬁ AJCCA - Threat Intelligence Report

Be Aware of Miyako: The Initial Access Brokers Threat

Actor
Date: 17 April 2025
Source: cybennt.com, IAB Report 2025
Frepared and Analized by: [dNSA
) TLP : GREEN
AJCCA - Threat Intelligence Report Appendix : -
Oracle Cloud Data Breach Threat Actor
Date: 15 April 2025 Execntive Summary
Source: cloudsek.com
Prepared and Analized by: IANSA Broker (IAB), has emerged as a critical threat
TLP : GREEN | sophisticated arsenal of exploitation technigues,
Appendix : - ppromised networks, which are then sold to
ctive on dark web forums such as Breachforums
AJCCA - Threat Intelligence Report rerations are global, but recent activities show
iv ; larly Indonesia.
Executive Summary The Darcula Campaign's Stealthy Assault on ASEAN's Ay Tneness
In March 2025, a significant data breach invelving Of Digital Defences feeting a wide array of indusiries such as
identified as "rose87168," claimed responsibility for exfi h“““'"‘t government, encrgy, healtheare, and
from Oracle Cloud's Single Sign-On (S80) and Lightw Date: 11 March 2025 8A, China, France, and Indonesia. This report
systerns. The compromised data includes Java KeyStod Source: Beyond Identity ppact in ASEAN, and recommended mitigation
key files, and Enterprise Manager Java Platform Secy Prepared and Analized by: rawSEC (Malaysia Cyber Security Community)
affects over 140,000 tenants, raising substantial conce TLP : GREEN

including ClowdSEK and CybelAngel, corroborated
incident underscores the critical importance of robus
organizations relyving on cloud services.

While Oracle mitially denied any breach, subﬁcqu:q
Executive Summary

Phishing-as-a-Service (PhaaS) is rapidly advancing, making it easier for cybercriminals to execute pases like “mommy".

Given Oracle's significant investments and expansion highly sophisticated phishing attacks. The emergence of the Darcula PhoaS platform exemplifies Inerabilities (g, CVE-2424-45489 In Gitl.ab,
ASEAN must prioritize cloud security to protect sensitiy this trend, offering automated tools to create customized phishing kits thal mimic any brand. .
Darcula highlights how threat actors are continuouwsly refining their techniques to circumvent gang Helleat, known for double extortion
Threat Overview multi-factor authentication (MFA) and other security measures. This evolution underscores the L . .
growing need for organizations to adopt more robust and adaptive defences to counter these ever- 50), making it accessible for many malicious
Threat Actor: "roseB7168" evolving threats.
Date of Discovery: March 21, 2025
Ml""h‘ﬂd ﬂf Al‘lﬂl:k: Th“at ﬂ‘lir‘riew
* E:q?lmtuhfm of a vulnerability in Oracle Cloud's Malavsian organizations, especially in the telecommunications and banking sectors, are hmvil}- L]:[FI“.EIJU;' JNSA
login.(region-name).oraclecloud.com. targeted due o their high mobile pmcl.rahun and reliance on SMS-based authentication. Attack ation abuse.

« Potential exploitation of CVE-2021-3533587. a critical vulnerability 1o Gmele Arcess . o w woge fog o on ] 0L, % LIBT AL ARIUIERAILLILS LFH““"‘“‘: avvuus ffor persistence.
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2nd AJCCA Conference
in Tokyo 2025

JNS ASEAN JAPAN CYBERSECURITY
COMMUNITY ALLIANCE (AJCCA)

HEF : 2025410H10H =i RRATF yMEEE—SFR—IL
Copyright Japan Network Security Association



FRERTE

1. ARX> k4@ [2nd AJCCA Conference 2025 in Tokyol
2. 77— . “Securing the Future with AI Driven Cybersecurity and Resilient Supply Chain”
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