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What is the OT security journey?
INSA OT sec. WG supports initial stage of OT security journey
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Goal
Activities

Deliverables

&

Stepl: Assessment Step2: Next-Step Planning Step3: Implementation

Understand & visualize current OT

security maturity and risk factors based Define “next action plan” for 6 key items
on Japanese METI CPS Guidelines for based on the assessment results

Factory Systems

+ Self-assessment by Web

* Interview (Online — 2hours)
*  Site Visit (Onsite — 1day)

* Discussion x 6 (Online — 1hour)

*  Executive Summary
* Details of assessment results out of *  Discussion MoM(Minutes of Meeting)

checklists )
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Drafted Schedule

Preparation

Step1l:
Assessment

Step2:
Next-step
Planning

# The schedule may change depending on the local schedule coordination period.

Assign SPOC

Conclude NDAs

Self-assessment

Interview
Site Visit

Reporting

#1 Governance

#2 Risk Analysis & Security Rules

#3 Training

#4 Incident response

#5 Technology measures

#6 SCM

Reporting

JNSA

L
L
B Using web-tool (by Makino-Asia)
I Online/2hrs
B Onsite/1day
I * Online/1hr (Assessment Reporting)
B Online/1hr
) Online/1hr
I Online/1hr
I Online/1hr
I Online/1hr
I Online/1hr

I
TBD (Final Reporting)

# Please note that consulting for all items will not be completed within the scope of this project.
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