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Certified Ethical Incident
Handler
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Computer Hacking Forensic
Investigater
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Malware Analysis
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Computer Forensic
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enabled
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regulation

Ly Supply-chain risk
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Work Role Categories

-

Oversight and Governance (0G)
Provides leadership, management, direction, and advocacy so the organization may effectively manage cybersecurity-related risks to
the enterprise and conduct cybersecurity work.

Design and Development (DD)
Conducts research, conceptualizes, designs, develops, and tests secure technology systems, including on perimeter and cloud-based

networks.

Implementation and Operation (10)
Provides implementation, administration, configuration, operation, and maintenance to ensure effective and effident technology
system performance and security.

Protection and Defense (PD)

Protects against, identifies, and analyzes risks to technology systems or networks. Includes investigation of cybersecurity events or
crimes related to technology systems and networks,

Investigation (IN)

Conducts national cybersecurity and cybercrime investigations, including the collection, management, and analysis of digital evidence.

Cyberspace Intelligence (Cl)
Collects, processes, analyzes, and disseminates information from all sources of intelligence on foreign actors' cyberspace programs,
intentions, capabilities, research and development, and operational activities.

Cyberspace Effects (CE)
Plans, supports, and executes cyberspace capabilities where the primary purpose is to externally defend or conduct force projection in
or through cyberspace.

The NICE Framework data used for this tool is from the NICE Framework Components v1.0.0. of

Work Roles W

JNSA
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= 15-1199.12 Document M anagement Specialists
134|AIT o= F 15.2011.00 A ctuaries
——cy 15-2021.00 M athem aticians
]35 > 9}[,: .?‘Z{/&—g— 15-2031.00 O perations Research A nalysts
15-2041.00 Statisticians
15-2041.01 Biostatisticians
15-2041.02 C linical D ata Managers
15-2091.00 M athematical Technicians
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Total Online Job Openings

Job postings for cybersecurity-related positions

914,359

NATIONAL, 2025

Total Employed Workforce

Estimated number of workers employed in
cybersecurity-related jobs

1,337,400

NATIONAL, 2025

JNSA

Metro Areas

Total Job Opening
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& I5(C, FHERTWV & JNSA

Job Openings by NICE Cybersecurity Workforce Framework

Category
4 NICE - Oversight and Governance 1 NICE - Design and Development

Systems Authorization (= Secure Software Development Software Security
Assessment

138,587

Technology Program |Others
Auditing

Privacy £ Security Control =
Assessment

Cybersecurity Architecture . 8 Others

57,391

Cybersecurity &
Policy and
Planning

121,229 ; 35,998

| 36,491

335,993
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