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Freedom on the Net 2025

FREEDOM ON THE NET 2025
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Funk, Grothe, Slipowits eds. Freedom on the Net 2025, Freedom House, 2025 www.freedomonthenet.org
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“Multipolarity without Multilateralism”

Current risk landscape

Geoeconomic confrontation

State-based armed conflict
Extreme weather events

Societal polarization 2O 1Bt

RIEH - RIER

Misinformation and disinformation

Economic downturn

Erosion of human rights and/or of civic freedoms

Adverse outcomes of Al technologies 8 AEMOADHE

Cyber insecurity 9 YAN—EFaYTs

Inequality |GG 3%

Short term (2 years) (2028) Long term (10 years) (2036)

1. Geoeconomic confrontation 1. Extreme weather events

Misinformation and disinformation 2.

Biodiversity loss and ecosystem collapse
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Societal polarization &k Critical change to Earth systems

| #e2o=mi 3.

| HEZERERGESSEIL)

BEEATSDOMWIE

@ Disruptions to critical infrastructure
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Lack of economic opportunity .
or unemployment
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@ Crime and illicit economic activity

4. Extreme weather events . Misinformation and disinformation
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Ml State-based armed conflict 5. Adverse outcomes of Al technologies
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Cyber insecurity Natural resource shortages
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7. Inequality Inequality

8. Erosion of human rights and/or of civic freedoms Cyber insecurity
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9. Pollution . Societal polarization
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Pollution

10. 10.

Involuntary migration or displacement

(H#2) World Economic Forum “The Global Risks Report 2026” (January 2026)
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J'UavtJLhER(The Brussels Effect)
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o EiRKkEHEL DIRFICIZBE. B2, RIELED Hig LR 2R F
¢ TBAN=ZXLICHTREREDES---RF 0 LFHAF( Likh)
¢ FPEHODBEVEUCE>THIERH S OMROEBRFERARBUGREOZTIAMIFINEEHEIE)

JERE NBIRT R
¢ HEMNFRHBIREZO(BAERERFAEBNONRETIETRIBERMNLEBEHNRES)

o =)L TDENEREIIHSEFNZ(BABROGEAY —ERARBHINISHBEI(LS )X )

¢ JO0-NIVERMEFIHBEDM - —EADRME---EUIL - 2B RMIC/O0-/NNIVEILKICHEIKT SRIE
¢ HAFEICEVWTEEVU-IVOREZIEATFE(FEEBHNTIFREF LV ---EHHER. WTORREENDIAMK) |

(BB 7=2-TS5yRI+—KIJYavt)LEHR 1 (2022558 . BK%t)



FATIHRMT —HIAR—-R

TEOTO—NILGTSAF—VIZEBITHRGOCo2EHE. RMEZEDIFHERR=——XDEZEY,

BARELELTEHIEHRRTE
CBAM (R REIRFAEHBE) TR R SR AR—RDPP)
(2023/10H\SE TE#E A . 2026/1M b A4EEA)
nnn N . -, . -, —0:0 L
YISAF— 2K (BEE. REEZMDHLT) OCO2HBEIBETILE = (@?%’m \%7-{%%2?5 aﬁl—z—i)i%i?g ;E% ) 2?2rsﬁi§§f %g%;ﬂa
AR %) BE D S
FRAE Epiuhed| 2 - 53 5.
L OSEZHNE gmi; : SREHHELL mxE w%‘*ﬁ”
1 T / S - HEID
. VY AD)IVFE
DAoL
) . » e = CO2$iHE
e, \ AEOERIZMRGEEEN) N
HEIR b RE (7 1 TR ey B \ 2 'QEE'
BEhE ==Y o
A RERRAS YT kOER . A
(EFHPT)JETRO

(BHHPT) BRRFHE

GE)ZDfth, 202518 . BN EE S AEHDS(European Health Data Space) R BIZ$£R, ¢



BN RSFLR—b (2024498)

TRIRERH - B 9 SR8 DAL -2 QIR
- TIFI DEN =EUEZRKED D - BESFADRERb., BIRA1/AR—23ADIKE

. BRAINR—3IAIRT A o RY—RPYTIREICIR IV R—EHE T DIEEREE (EATH

A IR—3Y -VCED') R I R—HHEaT B 15 EEADRIEE)
R -REPCIARTISOMIC L BRI — P Y TDRT—IVPY T | « AIRBILEDIZHDT—9HE - SHEEROHER (Euro-HPC
" TR KEADBE R EHF)

s TIIINADISEE(RYRI—T, STEERGE)DIMBET « TYEEETDIZOHDYTIIOSIRADEE (—HREIRD
SIER - ST TIRIEKERFZEFIF)

EUDEF LIS BEIR(2040F(C90FLEE90%HIESS) ST

DEREE ax . e . . . L
ey - - AZHFEFEERETRIVF—IXSDER(BITEHDXHR)
e SRIORIER GRB, LFHIIRMARNTHRE | | gienyrn SR MAEQBL\ A TR I3 SRR
GXEREFH o . - -KF&. BT, BITR. CCUSHEBDELAMN 558IR

N s ¢ TR F—ENEEAOESRZIE

. DU—UFw okt L UBIEN. ISR A DR T —IL T MR DEELR

5R{E DML

TORE—RBEHLEE (F: KB EHiS chENS T )
- BEERNEIRERMNT (FEEFITE) TR T I PITKF. &2 . WMEFEETICELIEMNDB®EEE L

EMIGFERDEIWMEHESER - EEFRERDIZOH DEERRE
« REIOBNMIERMAS P IPICOTET DEH TONATOFED -BZFEMPLATRUIZ R TOIMIN U1 2)b, IN—
i - Hﬁ{t%

BhfEI D#ERF
« EURBHEEER DML - SEEIC K SIFNRGIRE (B KE D
EER (I FEEECNY. EUIIN 258585 E)

ST EFAENT o BERIREPCFT o HIER—ICLDEEDIRXEE
DPEE s BEICEDHBERERICKEIDERVCETDRE . 2 7
- FEESBHTOEUREDIBATRE EM%EH%%@T&?E\ EUO)ﬁ}'U‘ngﬁib

HFR : "The future of European competitiveness — A competitiveness strategy for Europe” D= SAFTPAVER




E‘ﬂ'l‘l‘l%ﬁ%”"“"@)b# AZINARZE (2025%115) [

L E3¢ ¢GDPR/DSA/Data;%/Data Governance%/AliLE S KX LAR—k20245%98)
9) Eﬂ iXO) ﬁﬂ: BN FEDFEENRIE SN _‘\ . .
JH R EEO="2 DBIWAL=INR

WEIDT O—/\JLE (T vt ILTHR) ) FRE| AR (@ F5170 2220 DETE
MEEEM-BRELADE

KEGAFAIZE DT —RURE - FRAANDXIER  w— GAFATHEEL TOEHEBOETMEIZER

1822 N S5 iz o Rl - e AT KRG BIEEZEFTE=0D0F LZNRIBEIFI0DEE(ToAILD BT EA LZ/NNRNZRU., E5IZ
=rmE e e BMNENEFE,

t/ﬂﬁl A'|%$&§A|$'EI7_'—9& LT*U FH _9'-%) :t;’é—éig E"]*'J H(Iegitimate interest)& L/'CELF%_\:

KARBIELIZEAT—2EEANEBRLELS, —EDEH (BHANIRAIVDBELELGEER, T-2EHOERBALILTHEHSOER. T—20O&/ME) WNiE-sh T 5155, RER
BN (AENAELAHLELTHAZED) .

V.—:'JZOAI(J_ 4 I CDBADEEFRNNE) ICRET HEMEHZEDEN EHE0BMOEH D=0, ALY
R DIE1TE2026F8 A > (FxK)2027FERETER)

v — I:I-E 0) g#l:x 0) -F N ﬁ%h§l_ﬁ_ﬁﬁuﬁ3ﬁ7§\ E) E*ﬁ'l‘%iﬁéﬂy?%ﬂﬁ?.1t(ePrivacy0)fﬁ}%*l])

X—EDEHLLT, X1 TBHI(FIERE. fraud prevention) . $—E RIZHIZIRMTHIIC BTG A (strictly necessary) . VI Iz 7EEH - N\ T BEZEET,

vV T3)LID WalletD:ZRIZEE 9 53R E DFEF

VX1 T4A T UMIBT AMELD— k. RERNBDERIbrsvuzsentserTatsrnaBa I BE)
BESEBIHGG#0%® EEERBEDLE. GAFAL

AREIEERE, RMNEBEBERURMNEBEZESEOABZTRE LR EDED

(Source) European Commission “Simpler EU digital rules and new digital wallets to save billions for businesses and boost investment” (Nov 2025) 10
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Source: 1SPIRT

GEBIBEBRIAURIZBITATISAIILAEAD D5 BAKH (202451 890)
(K B8) India Stack https://indiastack.org/index.html httos://www.iri.co.in/Medialibrarv/file/report/viewooint/ndf/14719 pdf



AIICE 9 ¥ KHiHT(20251A)

(_ PRESIDENTIAL ACTIONS D

W 202518 . FSUTBHEFAIZCETAFH LLVKFKESE X,
>Z</§4-7">E5£1%H%0)AILF§£%’&?§ET : REMOVING BARRIERS TO
AMERICAN LEADERSHIP IN
ARTIFICIAL INTELLIGENCE

ATHBEITENGTEIDRTE
- I TDIB0A URNICAMTE2RICHEET DBRXEERT D-ODITHETEZERE
KK GRS —)  NEOER, BFEHFN. BRZEREZRET 5=, REDOHRMTAELL

(o ST S | e Rz P

anw el D E
RSN = K#FEFES (2023F108) ITE DT RTOEEL. 185 . Rl i SEDREL,

AWM BE2RICHET OIBRREFEITDLDFZEREL. FIL-SUE - HMEFEXIE,

(Source)White House “Executive Order : Removing Barriers to American Leadership in Artificial Intelligence”(January 23, 2025)
https://www.whitehouse.gov/presidential-actions/2025/01/removing-barriers-to-american-leadership-in-artificial-intelligence/
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W 2025578 . FSUTBHEISEFRRB A ERZET HAICREET HKEHES %!/

%ﬁio K. PRESIDENTIAL ACTIONS
X “Woke” |[ZM # & TRETVAMBICRE IS (BEEEED) 1EVSE, AELHRIIE
THRREVLENGEDHAMBE~DIEETUMNFBIRST(ITRAEEIELTEDR PREVENTING WOKE AI IN THE

TEREE, FEDERAL GOVERNMENT

Executive Orders July 23,2025

R Y D7EULAIR B (Unbiased Al Principles)

- HEEM B3R (truth-seeking): LLMMEETH- T, BRI IEFEM., BEiiEKR. BEEEEEEL. (58
TEORBMMAAFA T2 =UYHEEFBELTWSIGEIEZTDEEZRDH L,

- T A A X —p)h 37 4 (ideological neutrality): LLMIDEI(Diversity, Equity and Inclusion) D £5%A T4 0
Xl o= RIEZHERKLEEL &,

FEEEROMB)IZLBAGREH AP REERTE (F8R)
LEEDEBIZEE T HLLM(ANIZFRY EFR BT (X SR ZE AT EE,

(Source)White House “Executive Order : Preventing Woke Al in the Federal Government”(July 23, 2025)
https://www.whitehouse.gov/presidential-actions/2025/07/preventing-woke-ai-in-the-federal-government/
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(Source)White House “America’s Al Action Plan”(July 23, 2025)
https://www.whitehouse.gov/wp-content/uploads/2025/07/Americas-Al-Action-Plan.pdf
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Genesis Mission(2025%118)
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(Source)White House “Executive Order : Launching the Genesis Mission”(November 24, 2025)

https://www.whitehouse.gov/presidential-actions/2025/11/launching-the-genesis-mission/



SH{E{E9 SREEEXM DFFIZ(202552A)

A7 avHIyb@IT50 R
..2}0.2.5‘;M %i;(:: hsdu;n-lr-nit
AR EMBRDI=ODEIEMTHRTAFTILIZAIZET H5HH
(6ANE-HE[BRFESTINESR)
TR TINARERBLT=HODATIEE)T4DMRE L
A (EERMNGRBiAZREZDD)A—T . GEN., &,
BN, EL. X217 . ZELTEETE=S_ LR F

% - K] 1=
-~ P4
- L s [ AN bt =)
SR SRS & o
VB e Ve S NE T
3 ‘ V). z
,

)72 AE|KIRE

5P B =
7;};;;:{(;%?35 A" DFE “‘AIFIZEBEICRAEITH&lE
EEVELT S, ChTEFA AL BpE R L ICHhIEFNLEESE

DB, 29 (could kill) 2 &&h D, F A
IR EFHIEREOABREIZEHE

s, ”

18



AT SEFPBUFT & PHIBRF DX 3L

BT IEAIFER T D357 LoDl F M BT (489M) (FAIRHZZEAL. MILDER.,
v REITHIES NI A LHIRE (A &R T D ESME

y 2
T\

i K onptcalnzET; PR

i % ;ﬁ % P EEINE T 56

7 = T A (BOBERPENE P=hoVY=EI9F15E
Gty 0 * 2T 2RIl A 37

5 "‘gﬁg ADEFEERED UL et

iz 3 ’BR 2k I 10

=) R ETOARIRERS Pl

= L 13

(K 8R) SR HRE K48 MAR G — A IFER OB B E< (202651 A 18H)

-

KEDY O—/\NILIEAITODEAIE (dominance)F i - Y KT A2 EMNKE DX
KTHD, (K#isERSection 2)

BLERE D TICARRRIR I T+ —RZKIE,

& FR T

ENSURING A NATIONAL POLICY FRAMEWORK

FOR ARTIFICIAL INTELLIGENCE EREEIXMARREIZDOULT, EROKFESSection 2I2 KL TLELMES
| MIZDULVT90H LLNIZEE(E,

19




2H{EIB3TIINANT A (20255 ~)

¥ (R ER)

GE) FURLAEAL TS = E BRI ESAadhaarE_A—R LT
AVTATREY ) (F—TAPIEE)

= SH A FH = FH]
EXIES S gemprrageosemipery, [ %%\’*i
m = ny |V 7))L
(ToANDEAL2TF) (A /\—F4E)

51

RIS 5 BB
EEF LS HERITH > $R%|E

NI EERR

TORWEREER (BNIR B R TE RO
S =1—ARFVI[FSRINF Lo NARIZEDRHEN)™ — —

DMALEIZKB T IO—FDEIRIBER

BN ﬁ’étﬂ?t#‘é%ﬂtﬁﬁ-
AfTEIRTEIICESCEREE O I

I

(ASSP=American Science and Security Platform) ., B S I

DHEE I His T ER GAFAND3HH FEF| EE R i |
I :E — —

TIL — = ETIL |

| (FEEIH) BRI e R ) (BT S5ILEHE) |

| DSA/DMACAIIZ B9 3R |2t
X TR M EIR VI TR I

EXH(BRER)

() Anu Bradford “Digital Empires” (Oxford Press 2023), Akash Kapur “Can the Internet Be Governed?” (New Yorker Jan 29, 2024) &4 & (ZEEHER, BH . DANDHFE (T4 2—FR Vb
DEBE(BRER)ZETY - () Vesteinsson, Baker, Brody, Funk, Grothe, Slipowits eds. Freedom on the Net 2025, Freedom House, 2025 20



TFIANEELEBERTT2HRE
T—HREIE

BEOT 2T 38 EEEEDOIL,
T—RADEM., T—3DRELE. T—EINDT IR ELZELFIHEHTIEE,
—\‘ \s‘ —_—
R )L EE

FNEE i
HEODTIAILEEEZE

KBS T AR H BEOTOALEMERREL, TOAALT5EaVIA—ILT HIL,
VILDITRN—FOITDEREFE. TOFIINA TS0 TR,

TORIVEETREINLTH-ODERER L.
EERE. RS RMBE. BEBE. NRBE. R EEERELT-
A E BRI E L - R H D Tl B = E AN E.,

d




HAD

\\

o ab

7T I WVIRFDHERE

SIVEHEY —EAUSZ DHERE

(36

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

0.8 11 1.0 1.0
0.8
{ 0.8 0.9 -0.9
(L\_Oi 0 0.6
_2.0 ;.7
= 3 2.5

aAEa—2Yy—EX
SEESEEESE

S -2 YT 4T —-FER

ZFIEBCEFENSTZIIILEES—EXDH :

425

-2

@ 1ICE1—4Y—EX : JTURY-—EXDEARIE

® ={FIESEAM . BhilE-

. A

-1.4

BEREAECHFSIRIESMEOAREF
O FF-FEEIYIFTA2IY—EX : 12HA-RYNAEDTERESE .

(HB8) BAFssE FEIB%’-‘HRi%:.TJ"&E(J’FEE

g5 2.3

19 DL SRESRXEHOKAORT.
|
1.4 i 3 o ey BBINZ DTS
-1.7 0 [l == -
J%7 10} III I ﬂ
,20_
30l 5322178 DHRF
2010%= 15 20 24
-2.2 A4 JEE U3 B

(L8 M BEEN. IRIIFERERLE.
25

20354 (Z(F18IKHETHL K

T HENSFEE GE2)

GENRBAEATER7EREREEAZ]
GE2) B EFEEXEEEFHREIOCIION FOLILEFLR—
DAETFERE 1(20255F4A)

b F—RIERARFNDYR BELET OIS 2



GDP#RsTHCHITET I IIAEM It

W 2025538 . EE#HKETER
ei—‘—@d)ﬁﬁ{EE’rﬁll-ﬁ*{thw»r hD—2,

£(ZHLVT2025SNA” (B BB FETE) 2 HiR,

BARRIICDUVTIX2029~2030F LT B & #HELE,

1953SNA  EFEOIO—Hm%EX D [ERFSENE] OXMm 19664
JO0—@AlCiA, AbYOmZERR DL SILE
1968SNA : EERFMSEIE. EFEMEER. ERINRRER. EDERE. 19784
EEMRREDE T DEEA
EBPIBIDBNE DML, HEBZD _oib. EBEEEER
1993SNA

% HEERDETEARFEDE
. FISIMD#L

20085NA

() 20164
2025SNA 2% I s RIRETEBIRDE

e, @1 =45 —> 324

2025SNA (‘lﬁﬂi) 'C‘i@ﬂi:’f%lﬁ

% AEEECHT oA NIES
TOMGBRESNTWVABIEA

NFT )\HD”( Al)
/J" I‘* ]/EJ—T4/’J

--\/‘.‘

20-JULk
ZEFE{E%E (MNEs)
#FEIE =4 (SPEs)
AR BATE EEE M ODIF R PRSHE
A=Y 2 —F =2 AT

. FSiRTIEeE

B 55 i
TISRFERVHOLESE & ﬂ:% SRESME WY - TR —
BAOgE I RILF—&E
RIENMAE /%2 F

BEIEES

BEROERG A MELTFEOESEBL 1 77 — VABEO A
A ZSASROMLY BEFIZHORLY SRERE - BPIDAOEME

N Ty REE - FRER J7 05U OB mRIBTEHORL &

[- dA=Za1=4—>3>

EFFEESDOBESE  FRAORE  fHOAKRICHRINEE  MEHEORA

(H8) N RFRET2025SNARFR) [Z@ T 74K 1 (202457 R)

(%) NERFOHEET (20235F) TIX, T—2HEHEEZ6IKMHEE

(%2 EGDPLE1 ~3%FEE)

1) aRMEALITARIZKBHRE,

E2)FRECIFT —2EEI LI T — BT SO BHEFICLYTISMES R ShHRTEEH.

(44 88) NEARFM 2025SNA(RFR) (A= T

7,000

(B

10{§F)

6,500

6,000

5,500

5,000

4,500
2010% 20114 20124 2013% 20144 20154 20164 20174 20184 20194 20204

——ZH 5234 5117 5202 5869 5936 5983 6,108 6259 5909 6271 6,750 23
- =—E® 5236 5159 5263 5933 5983 6061 6,161 5739 6065 6,539

DANARFDERIZET HRAENT I (2023F78)

5,921



SPETBIDIMTZIA
E=n

AT —L 759K LLME D K FRHEAI

2y —91
nf=Al

Clearing
House

=il

a i ISP

== poooo

= 3 0ooo

= |2 gg 0 Data sharing ina

| ST

e %7 Data Space %7

m'| . Usage

= z Policies

2 =2 App —_— — —3 | (app —> Data

Owner — ——  — — — User

IDS IDS
Data 3 Data
Connector Data exchange.and data processing Connector
Data along the data value chain Data

Provider Consumer

g

oo
===
oo
=]

i

Vocabulary

Identity
Provider

Data Space is a distributed ecosystem with common policies and

“We reject kings, presidents and voting. We believe in rough rules defined by the governance framework, which enables safe and
consensus and running code.” reliable data transactions between participants while maintaining 24
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IOEDS(International Open Forum on Data Societv)
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