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component are omnipresent in our daily lives. Less apparent to many users is the
security risk such products and software may present.

New EU cybersecurity rules ensure safer hardware and software.

For safer & more secure
digital products

The Commission’s proposal for a new Cyber Resilience Act (CRA) aims to safeguard YOGl Kperse
consumers and businesses buying or using products or software with a digital

t. The Act would see inadequate security features b thing of the past - ° L7" /r/\‘\ —[zﬂ’\— U — L
component. e ACL woula see Inadequate securr eatures become a tning Ot e pasl - — — —
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with the introduction of mandatory cybersecurity requirements for manufacturers and
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Proposed Regulation - Cyber —
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The problem addressed by the proposed regulation is two-fold. First is the inadequate Resilience Act >
level of cybersecurity inherent in many products, or inadequate security updates to
such products and software. Second is the inability of consumers and businesses to
currently determine which products are cybersecure, or to set them up in a way that Factsheet - Cyber Resilience
ensures their cybersecurity is protected. Act >
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https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
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s about potential for medical devices and health care networks that use certain communication software

FDA NEWS RELEASE

FDA informs patients, providers and
manufacturers about potential cybersecurity
vulnerabilities for connected medical devices

and health care networks that use certain
communication software

£ Share in Linkedin | % Email & Print

For Immediate Release:  October 01,2019
Content current as of:

Today, the U.S. Food and Drug Administration is informing patients, health care 10/01/2019
professionals, IT staff in health care facilities and manufacturers of a set of cybersecurity Regulated Product(s)
vulnerabilities, referred to as “URGENT/11,” that—if exploited by a remote attacker—may Medical Devices
introduce risks for medical devices and hospital networks. URGENT/11 affects several

operating systems that may then impact certain medical devices connected to a

;L : . Follow FDA
communications network, such as wi-fi and public or home Internet, as well as other °F°: e
. L. . ollow @US._ @
connected equipment such as routers, connected phones and other critical infrastructure € Follow FOA (2

equipment. These cybersecurity vulnerabilities may allow a remote user to take control of Follow @FDAmedia ('
a medical device and change its function, cause denial of service, or cause information

leaks or logical flaws, which may prevent a device from functioning properly or at all.
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CVE Details

i et . Jis
The ultimate security vulnerability datasource

LogIn Register
Home
Browse :
Vendors
Products

Reports :
CVSS Score Report
CVSS Score Distribution
Search :
Vendor Search
Product Search
Version Search
Vulnerability Search
By Microsoft References
Top 50 :
Vendors
Vendor Cvss Scores
Products
Product Cvss Scores
Versions
Other :
Microsoft Bulletins
Bugtraq Entries
CWE D« ns
About & Contact
Feedback
CVE Help
FAQ
Articles
External Links :
NVD Website
CWE Web Site

View CVE :

C =

(e.g.: CVE-2009-1234 or
2010-1234 or 20101234)

Eclipse » Mosquitto : Vulnerability Statistics

[ search |
[ View CVE |

A el www.itsecdb.com

Vulnerabilities (13) CVSS Scores Report  Browse all versions  Possible matches for this product  Related Metasploit Modules

Related OVAL Definitions : Vulnerabilities (0)  Patches (0) Inventory Definitions (0)  Compliance Definitions (0)

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time

#of Code Memory Sql Directory
e Vulnerabilities e Execution CrecficH) Corruption Injection =8 Traversal
2017 2
2018 5 2
2019 6 1
Total 13 2 1
% Of All 15.4 0.0 7.7 0.0 0.0 0.0 0.0
T )
By Year By Type
6 W20172 2 Bypass Something 1
20185 Gain Information 1
5 20196 M penial of Service 2
Overflow 1
11 1

Bypass Gain Gain File # of
Response CSRF
Splitting something Information Privileges Inclusion  exploits
1 1
1 1
0.0 7.7 7.7 0.0 0.0 0.0

ET— X R— X CHER

« CVE-2017-7654
— 1415 FTD/N— 3 > TDoSO 5514k

- CVE-2019-11779

—15~165D/NN— 3V TR Z Y 7« F8—

7 0—0DEIeE

« BAThR(IZ2.0

https://www.cvedetails.com/product/45945/Eclipse-
Mosquitto.html?vendor id=10410
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Black Duck Binary Analysis & Upload >~ Hel

Vulnerability analysis verdict

VULNS
the scan! . ‘

(
ﬁ Actions
- Triag
Com) Inerabili 208  Licenses 29
llllllllll 2 gl Permissive 17
I 299 di 9! Copylef 9
LGP 3 Select vulnerabilities from component
listing to triage vulnerabilities.
tings
° -10.0 ® Medi w 0.0 - ° ° L] [ Export
Identified 3rd party components (411) Sort by: vulns ~ © Print
e R
Component Vulnerabilities e
o800 0 smss - S ® Remove sppicaton
I (57 To6 JON o 0 | e

The iconv function in the GNU C Library (aka glibc or libc6) 2.32 and earlier,
when processing invalid input sequences in the ISO-2022-JP-3 encoding,
fails an assertion in the code path and aborts the program, potentially
resulting in a denial of service.
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« Raspberry piOSE# X F ¥ > L TH5
https://www.raspberrypi.org/software/oper
ating-systems/#raspberry-pi-os-32-bit

« Raspberry Pi OS Lite

— Release date: January 11th 2021
— Kernel version: 5.4

e fESE OV R—3 v ML 411
« fES9E 5] : 268

« #TL WSS, CVE-2021-3326&xNTL
HTEHDOND
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CVE-2021-3326 “HAGEAIE D E55E”
P—EXEEAMRBBIBLN
« [GNU C Library 2.32] L UPURID/N— « Raspberry PiO&X — I FJIL EICT

Y aviz, B% liconv] T [1S0-2022-JP- "Idd --version”"a < K CHESRT 5 &

3] DAEERKLTT7 BT LHHRTL. “glibc 2.28" &> TH Y | CVE-2021-
B —ERIEEBDIEZND D S HessE 3326 ] OWRTHDHZEHWHERTES

NIST

Information Technology Laboratory.
NATIONAL VULNERABILITY DATABASE

File Edit Tabs Help

raspberrypi:
Debian IB

raspberrypi: [

VULNERABILITIES

JXCVE-2021-3326 Detail

Current Description
The iconv function in the GNU C Library (aka glibc or libc6) 2.32 and earlier, when processing invalid input sequences in the 1SO-2022-JP-3

encoding, fails an assertion in the code path and aborts the program, potentially resulting in a denial of service.

https://nvd.nist.gov/vuln/detail/CVE-2021-3326
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Reformatted from Proceedings 7th DoD/NBS Computer Security Conference,
Gaithersburg, Maryland, September 24-26 1984 (pp. 294-311).

A Trusted Computing Base for Embedded
Systems

John Rushby
Computer Science Laboratory
SRI International
Menlo Park CA 94025 USA

Abstract

The structure of many secure systems has been based on the idea
of a security kernel—an operating system nucleus that performs all
trusted functions. The difficulty with this approach is that the security
kernel tends to be rather large, complex, and unstructured.

This paper proposes an alternative structure for secure embedded
systems. The structure comprises three layers. At the bottom is a
Domain Separation Mechanism which is responsible for maintaining
isolated “domains” (also known as “processes” or “virtual machines”)
and for providing controlled channels for their intercommunication.
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Trustworthy Networks of Things

News and Announcements

Summary s ORGANIZATIONS

Associated Products Inf HonTochnol
NIST is working with industry to design, standardize, test and foster adoption of T T On e Ot ORY)
network-centric approaches to protect loT devices from the Internet and to

protect the Internet from IoT devices.

Laboratory
Advance: d Network
Technologies Division
Internet and Scalable

Syst Metrols
DESCRIPTION S
Our work focuses on network-
centric approaches to improve ““Stwortbk
the security and robustness of ]
large scale deployments of loT m NNE a a NIST STAFF

devices. 45 @ & Mudumbai Ranganathan
Scott Rose
¢ Theresearchand ”
D Oliver Borchert

development of software- T .. Monika Singh

defined networking &E g ﬁ l’- Doug Montgomery

technologies in support of loT

Securlty. : o
« The design and IETF Qakorlfs Oi «\\

&5

standardization of & CONTACT

Manufacturer Usage

Description (MUD) = technologies to enable a scalable and automated means to LooE Mon(_gom Y
dougm@nist.g

enforce device specific access control within network switches and routers. (301) 975-3630

* The design and standardization of technologies to securely "on board" loT
devices on to networks and to provision credentials to local devices.

* The application of automated model checking techniques to verify the security DATES
properties of emerging loT security protocols.
* Research on the application of zero trust architecture to |oT environments. Started: October 2018

https://www.nist.gov/programs-projects/trustworthy-networks-things
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Figure 4: Enclave Gateway Model

ZERO TRUST ARCHITECTURE

https://csrc.nist.sov/publications/detail/sp/800-207/final
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What is MUD?

To answer the above three questions, Cisco has been working on a solution known as Manufacturer Usage Description (MUD) to arm loT
security with you.

The key idea of MUD is to facilitate device visibility and segmentation by allowing your network administrators to effortlessly identify the
type of loT device and define the corresponding appropriate behaviors for that device. To do this accurately, we are introducing a
participant to the conversation: the manufacturer. IoT manufacturers are able to disclose to us what their devices are, and what network
policies they need for the devices to correctly function. This whitelist statement is something that customers can use to deploy access
policies in their own networks without any guesswork.

As shown in Figure 1, an loT device first sends out a pre-embedded MUD-URL to the network devices (e.g. switch & AAA server),

through which the MUD-URL will be received by the MUD controller (software). According to the specific MUD-URL, a matching MUD file
will be provided from the MUD file server and translated into policy format through the MUD controller, to then enforce the access control

list to the device.

b

loT Devices Network Devices MUD Controller MUD File Server
2
3
1 MUD-URL ;

>
MUD-URL in i B E—
LLDP/DHCP — MUD controller

/ 802.1X MUD controller fetches a MUD

file from the
MUD file server

sends back the
policy (access

control list)

and translates it
into policy

Figure 1: MUD Architecture Flow

https://blogs.cisco.com/security/mud-is-officially-approved-by-ietf-as-an-
internet-standard-and-cisco-is-launching-mud1-0-to-protect-your-iot-
devices
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Supersedes: White Paper (04/23/2020)
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Murugiah Souppaya (NIST), Karen Scarfone (Scarfone Cybersecurity), Donna Dodson

Abstract

Few software development life cycle (SDLC) models explicitly address software security in detail, so secure software
development practices usually need to be added to each SDLC model to ensure that the software being developed is well-
secured. This document recommends the Secure Software Development Framework (SSDF) - a core set of high-level secure
software development practices that can be integrated into each SDLC implementation. Following these practices should
help software producers reduce the number of vulnerabilities in released software, mitigate the potential impact of the
exploitation of undetected or unaddressed vulnerabilities, and address the root causes of vulnerabilities to prevent future
recurrences. Because the framework provides a common vocabulary for secure software development, software
purchasers and consumers can also use it to foster communications with suppliers in acquisition processes and other
management activities.

Keywords
secure software development; Secure Software Development Framework (SSDF); secure software development practices;
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NIST Software Supply Chain Security Guidance

Software Supply Chain Security Guidance Under Executive Order (EO) 14028 Section 4e

Software Supply Chain Security Guidance Under Executive Order (EO) 14028
Section 4e
February 4, 2022

Introduction

Executive Order (EQ) 14028 on Improving the Nation’s Cybersecurity, May 12, 2021, directs the National
Institute of Standards and Technology (NIST) to publish guidance on practices for software supply chain
security. Section 4e begins with the following text, which is followed by ten numbered items omitted
here for brevity.

(Section 4e) Within 90 days of publication of the preliminary guidelines pursuant to subsection
(c) of this section, the Secretary of Commerce acting through the Director of NIST, in consultation
with the heads of such agencies as the Director of NIST deems appropriate, shall issue guidance
identifying practices that enhance the security of the software supply chain. Such guidance may
incorporate the guidelines published pursuant to subsections (c) and (i) of this section.

The EO also directs the Office of Management and Budget (OMB) to require agencies to comply with the
published guidance.

(Section 4k) Within 30 days of issuance of the guidance described in subsection (e) of this section,
the Director of OMB acting through the Administrator of the Office of Electronic Government
within OMB shall take appropriate steps to require that agencies comply with such guidelines
with respect to software procured after the date of this order.

To gather input on possible practices for the guidance, NIST solicited position papers from the
community, hosted a virtual workshop in June and a second virtual workshop in November, consulted
with other federal agencies, and reviewed existing federal guidance.
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NTIA Releases Minimum Elements for a
Srectiun Manederment Software Bill of Materials

Broadband

July 12, 2021 by Allan Friedman, Director of Cybersecurity Initiatives

In his Executive Order (EO) on Improving the Nation’s Cybersecurity, President
Domain Name System Biden identified the prevention, detection, assessment and remediation of cyber
incidents as a top priority of his Administration. The Commerce Department and
NTIA were directed by the EO to publish the minimum elements for a Software Bill

Internet Policy

# Public Safety

Grants of Materials (SBOM), a key tool to help create a more transparent and secure
software supply chain. As the President notes, “the trust we place in our digital
o Insti for Tel nmunication infrastructure should be proportional to how trustworthy and transparent that - S (S )
B oy oftware Package Data eXchange (SPDX) .

o Data Central An SBOM provides those who produce, purchase, and operate software with

information that enhances their understanding of the supply chain. Though an
SBOM won'’t solve all software security problems, it offers the potential to track
known newly emerged vulnerabilities and risks, and it can form a foundational data
layer on which further security tools, practices, and assurances can be built.

CycloneDX. Software ldentification (SWID)
INnh o DERH

SR A—R T —R %Y R— b2 LE2ETE
—HERINDT—RIBEBHIRRE
Alal

Today, the Department of Commerce and NTIA are publishing a report on the
minimum elements for an SBOM. The report builds on the work of NTIA's SBOM
multistakeholder process as well as the responses to a request for comments
issued in June.

The minimum elements as defined in the report are the essential pieces that
support basic SBOM functionality and will serve as the foundation for an evolving

https://ntia.sov/blog/2021/ntia-releases-minimum-elements-software-bill-
materials

Y synorsys © 2022 Synopsys, Inc. 39



https://ntia.gov/blog/2021/ntia-releases-minimum-elements-software-bill-materials

Recommended Minimum Standard

for Vendor or Developer Verification of Code
NISTOES /- R E/NT X b 2K

NIST B - 2021/10/6, NISTIR 8397547

Information Technology Laboratory

EXECUTIVE ORDER 14028, IMPROVING THE NATION'S CYBERSECURITY

) | - - HEBINDLIRNT R FEHF
cueisatue . Recommended Minimum Standard for Vendor R .
sawrity . or Developer Verification of Code ~-BEBETY VI THREFLNILVOFEEZHER

| software Verification
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Background & Approach

Recommended Minimum SAST L— (J: 6 7(_\ /_, 0)
Standard for Vendor or The following are recommended minimum:s for verification of code by developers. Some of the minimums are the precursors to - — d~ A

Developer Verification of effective testing and some are the logical outcomes of the testing. Each of the techniques is described in the accompanying

- = —N—Fa— FEIh=-RiFEHR0BRH
::oyrb:;:es:::::sl-abe““g ‘ Technique Class Technique Description & Reference to Recommended Minimums — %ﬁ %? EE ‘ : {Rﬁ -g- % 55 Iﬁ 0) m%ﬂ

Workshops & Call for Document

Papers Threat modeling Threat modeling helps Section 2.1. Threat modeling methods create an abstraction 7‘\ 3 “w 7 j_:\ R 7 Z . —_— Z I\
News & Updates identify key or potentially of the system, profiles of potential attackers and their goals / 4 / :

Engage overlooked testing targets. and methods, and a catalog of potential threats. Threat

Fact Sheet modelingfan.identifydesign~levelsecurityissuesand help — %% ( : — F) /\\ — Z d) jj / \‘\ l/ \\/ :/\\ 7_— Z I\

focus verification.
Resources

Automated As testing is automated, it Section 2.2. Automated testing can run tests consistently, = > ~ ~ —
FAQs testing can be repeated often, for check results accurately, and minimize the need for human - @ uﬁl ( l/ 7 l/ \\/ \/ 3 / ) T Z I\
Cybersecurity @ NIST instance upon every effort and expertise. Automated testing can be integrated
commit or before an issue into the existing workflow or issue tracking system. 7 —_ : >
S — 7Y/

: : : . : : —_ 771 ( )
https://www.nist.gov/itl/executive-order-improving-nations- '7 L 7 ry7 J A =\= Y j- DAST IAST
cybersecurity/recommended-minimum-standard-vendor-or-developer
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