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WP 1 Security strategy and coordination
— Q1/17  Security standardization strategy and coordination
— Q15/17 Security for/by emerging technologies including quantum-based security
WP 2 5G, loT and ITS security
— Q2/17  Security architecture and network security

— Q6/17  Security for telecommunication services and Internet of Things

— Q13/17 Intelligent transport system (ITS) security
WP 3 Cybersecurity and management
— Q3/17  Telecommunication information security management and security services
— Q4/17  Cybersecurity and countering spam
WP 4 Service and application security
— Q7/17  Secure application services
— Q8/17  Cloud computing and Big data infrastructure security
— Q14/17 Distributed Ledger Technology (DLT) security

WP 5 Fundamental security technologies
— Q10/17 Identity management and telebiometrics architecture and mechanisms

— Q11/17 Generic technologies (such as Directory, PKI, Formal languages, Object Identifiers) to support
secure applications
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o X.1353 (draft): Security methodology for zero-touch Deployment in massive lIoT based on
blockchain

 X.1361: Security framework for the Internet of things based on the gateway model

e« X.1362: Simple encryption procedure for Internet of things (10T) environments

 X.1363: Technical framework of personally identifiable information handling system in Internet of
things environment

 X.1364: Security requirements and framework for narrowband Internet of things

e« X.1365: Security methodoloqy for the use of identity-based cryptography in support of Internet of
things (10T) services over telecommunication networks

« X.1366: Aggregate message authentication schemes for Internet of things environment

e X.1367: Standard format for Internet of things error logs for security incident operations

« X.1368: Secure firmware or software update for Internet of things devices




X.1361 : Security framework for the Internet of things based

on the gateway model
Ad-T:

OIS, TFIVTAT - NI ZERUE/ DA 25 -2wh (IoT) OOt

F1UT1IL—LT—)%ECuh LTS,
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BYEERBA(UILUHERT G SHETI(COWVTECHRL LS, IoTOTF IV BRI ERER
ZRRANUXTAL T BTes(c, EOTFIUTIRENMENERIET BIcHDIL—LT -7

_—/fb\TIE'f éﬂ'CL\éo
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JE 50

[ITU-T Y.4401] : Recommendation ITU-T Y.4401/Y.2068 (2015), Functional
framework and capabilities of the Internet of things.
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Figure 1 — IoT functional architecture (simplified)
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8.1

Security threats to the Internet of things % EE

Security threats to IoT sensors/devices

Sensor/device-specific threats:

Device capture: Refers to a *%%Ed)ﬁ;ﬁ\ ﬁ@%ﬁ* its keys lost.

Sinkhole attack: Refers to an attack in which a compromised device attracts communication
traffic to form a black hole or introduce selective forwarding. In a sinkhole attack, an intruder

e hole nack. Y DR—VIEE 1 NSEvZBIDIL—

neighbouring nodes based (L_ /)Iba_I&%E

achieved, the COMPromisSCu ucviLC will laullldl aill attavs. OUIKIVIC dllausd alc a Lypce ul
network-layer attack where a compromised device sends fake routing information to its
neighbours to attract network traffic to itself. Due to ad hoc networks and the many-to-one
communication patterns of wireless networks where many nodes send data to a single base

station, wireless networks are particularly vulnerable to sinkhole attacks. Based on
Communicpf;nn ﬂf\‘!lC ;Y\ Q \xr;rp]poe npf\xn\r]/ s | C;n]/hn]p AnDC‘ nnt ﬁpQA tn tarocoot Q]] ﬂf\AQC in

the networ SYBIIREE 1 INEFMEZD T HI> N, J—R,
Sybil allacgy /t_‘l_ ’5’7@31’E9'C?~u I\'? Uﬁiﬁﬂbi’)éﬁ'él&%ﬁ .

identities. .
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Common requirements of the Internet of things
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10.3  Security capabilities for gateways Kl

TF+1VUF188HDHI

- an intrusion detection system (IDS)/intrusion prevention system (IPS) capability;

The gateway should include:

_ a key management capability;
— a capability for performing secure configuration;
_ a cryptographic algorithm negotiation capability;

- a capability to encrypt data and in some cases signalling, control and management plane data
with [oT devices and components in the data center to mitigate the security concerns to
confidentiality of data transmitted through wireless networks;

- an integrity capability of data transmitted through wireless networks by using appropriate
integrity protection schemes to provide assurances that user data or signalling, control or
management data has not been tampered with or altered;

— an availability capability to handle DoS attacks ranging from using secure source coding
techniques, source code analysis testing and vulnerability testing, to using a network or
host-based IDS/IPS;

- an authentication capability of the origin of the data or of identities of the [oT sensors/devices
and of administrators and maintenance personnel of the sensor networks;

- an access control capability to ensure that only authorized personnel or dewces are allowed

P R N D T e Ty '1/\-.]7 AII\MA“‘I\ h"t\“f\ll ML‘AMI\* P Mpf\“mn" PN nt\"vn PN AW T d N NN I\“IJ A‘Ac‘]-t\l\"cf\“ﬁ.



X.1367 : Standard format for Internet of things (IoT)
error logs for security incident operations

A1-7:
AENE (. IVSTF)NAZANRITIBRIS— 0V [BHREEETIS-OTERICE

HagBIeHIC. syslog [b-IETF RFC 5424] RE0JORIILA_RAO— RICEL
& &3 Internet of Things (IoT) I5—0JDEREIS—F R ZIRET B,

COBNSEE, TyvST /A AA-H—BOI5—I— RO BRI R a7z 7R
gBI8IC, 7T$E4téimtlj A-RF=JIZEIT D, COENSE. TvST
A ZADORIEEERBDOIS—1—- ROEIFRMED R AR I BIzHIC, Z=ELS
NEIZ—-1—-R5 7)1/%3%,%@/@\50 ZOFER. IE1—FRYRNI—=9%
[OTIVSTF I\A ADXRYRND=D(CHBIFRTFIVT(A1ST O~ Ry ND =Dk

IoT IvSFT A ADRY NI - D% FENICEIRIBENTES,
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Multiple ToT eco systemsA®DFN(0)
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Multiple ToT eco systemsA®DFin(1)

® FirstloT eco system is installed
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A =

Multiple ToT eco systemsA®DFn(2)

® FirstloT eco system is installed
® Second loT eco system is installed

Knows error
Factory-wide
Temperature Monitoring
- System

loTGW

Only the laptop ]

OCCUrIS

Sensor /
Sensor

4 Sensor i

Sensor




A =

Multiple ToT eco systemsA®DFin(3)

® FirstloT eco system is installed
® Second loT eco system is installed
® Third loT eco system is installed

=R

loTGW

Automated
Transportation
System

Only the cloud
knows error occurs

Sensor/
Sensor

4 Sensor

Sensor
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Multiple IoT eco systemsA®Diii(4)

First IoT eco system is installed
Second IoT eco system is installed

Third 10T eco system is installed
Actor freely walks in the LAN across multiple 10T eco systems
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O)zle

Multiple IoT eco systemsA®Diii(5)

First IoT eco system is installed
Second IoT eco system is installed i
Third 10T eco system is installed :

Actor freely walks in the LAN across multip’_=_T eco system
Hard to aggregate the footprints...
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Error code and error message

(This annex forms an integral part of this Recommendation.)

— \Y a3\
I I L | ~
Error code and error message are specified in Table A.1. Ij j I\m I x /

Table A.1 — Error code and error message

Code Message Description
No Error (0x00-0x0F)
0x00 | No Error No error occurs.

Communication (0x10-0x1F)

0x10 | No Response No response even though the request requires any responses.
0x11 | Communication Failed Some problems for failing communication.
0x12 | Link Down A network interface link is down.
O0x1E | Extended Reasons Prefix code for extended reasons.
0x1F | Other Communication Other reasons related to communication.
Reasons
Security (0x20-0x2F)
0x20 | Authentication Failed Some problems of the authentication.
0x21 | Certification Failed Some problems of the certification.
0x22 | Encryption Failed Some problems of the encryption.
0x23 | Authorization Failed Some problems of the authorization.
0x2E | Extended Reasons Prefix code for extended reasons.
0x2F | Other Security Reasons Other reasons related to the authentication, the certification, the

[ T 1 I 0 [ T
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X.1368 : Secure firmware or software update for Internet of

things devices

A1-T:

RENS(E. COENS TR, J7 A'717ést:(aty7 ko177 (FW/SW)
%ﬁ/\(gﬁﬁﬁ?ét&)d) Y N: oA _T‘JLBotU—-JIIE%%EL_a“éo

/e, IoT @ FW/SW OEFRICE T DIE(FERBETICDOVWTHEEIRUL T
L\Zao

ARENEE. FW OFEFICESZHTAN. IoT #zzDindns5h3
SW OEF(CEHBIEETHD.

£ : [b-IETF suit] IETF (2021). Software updates for the
Internet of things (suit), version 7.26.0. [viewed 2021- 02-19]
at: https://datatracker.ietf.org/wg/suit/about/
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3.1 Terms defined elsewhere

3.2 Terms defined 1n this Recommendation ... .....c..oeoinne oo eeeeeeaeans

Abbreviations and acronyms

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

(@00) 3177 115 Lo ) s N UTUUU U
Basic model
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8.1 Functional entities inside [0T deviCes ....oouiiiiiiiiiiiiiiiiceeeeae
8.2 Status tracker deployment tyPes ... i
9 Discovery of available new firmware images and initiation of the procedure.............
10 REQUITEIMEIIES ...ttt et e et e e e e e e e e e e e e e e aaaeanaannnan
11 OF: 1 F: 1 031 11 5 1T IO SOOI
11.1 Capabilities of @ firmware CONSUMET .........iiiiiiiiiiiiiiiiiei e eaas
11.2 Capabilities of a status traCKer.... ..o e
11.3 Capabilities of @ firmware SEIVEr ...

11.4 Capabilities of an author.... ...
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Appendix I — Related activities outside ITU-T ... e

Appendix II — An example scenario of IoT software update using distributed ledger
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TR.ba-iot: Broadcast authentication scheme for lIoT system

yalyk

ATR (FiXZE) Tld. BA (Broadcast Authentication) <
AT LhADFRERDEBDIoTIHEZSDEP N ESZIETE L. [oTHEZsZ
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Broadcast Authentication
Scheme for loT System

Junji Shikata, Yokohama National University, Japan (invited
expert)

Koji Nakao, NICT, Japan



hazd
Proposal: Broadcast authentication scheme

€ Proposed scheme

A central entity (i.e., a sender) remotely and simultaneously can control many
and arbitrary target entities (i.e., loT devices) via a one-to-many
communication channel (i.e., broadcast channel).

Sender (Central entity)

» Generate a command for controlling target
entities

» Transmit a command with a tag to all entities

€ Feature of the scheme
* Allow the sender to designate an arbitrary

Broadcast
subset of receivers so that only the designated channel
o . o . T e
receivers check integrity of transmitted data. arget entities
® loT Non-_ta_lrget
‘ SECU I"Ity entities
device
¢ loT loT
Comp!eteness
¢ loT
Integ rlty. |
* Anonymity (optional)
device




Constructions of (Anonymous) BA

® MAC-based Anonymous BA Construction
® DS-based Non-Anonymous BA Construction

[Note] MAC: Message Authentication Code
DS: Digital Signature scheme

Construction Security Features

Completeness

MAC-based Anonymous BA SHERYIRFEITHRIREIIN, T —A A X (& HIEIT SRidk2s

: Integrity e —
Construction Anonymity DZXLEHITS
T =AY A XH I HI R E CARTF RS TP A( X £
DS-based Non-Anonymous | Completeness AR BIHRFOFRIRAER GEXISRIEZSEN IV K2
BA Construction Integrity ZHITBREEM) DL —RATHBIEERTZ S, KB

INSA—HESTEN BIEE,

Completeness (E&%) : SEEHABODOEENETHAIRSE, RIEBAFZDOFROIELSZEEERTIRIITE 3L
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SAFE :
Security is Absolutely First Everywhere

Thank you very much
for your attention!
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