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Cyber Security Risk (BfN\—tF1UF1URY)
- THREATS (&Rk) AND RISKS (UA%)

Risks to operations, information, people, processes, services,
applications, and technology GER. 1&#k. A. JOTX. Y—EX, 7JV,
FAt(CxXT I BURY)

Threats to society and consumers (IS PEEBE(CKIIEBE)
Threats to national infrastructure (EOA>J3(CXI3EBE)

- IMPACT (/2N B, &)

Financial loss, disruption or damage to systems and services due
to the destructive power of cyber attack/incident (#FFHIEL. YA
IN—IREDPH A )\ —BEUCLZMIENRMEZENSEK DS AT L/ F—EANDIA=Z,
AE)

Leakage, theft, destruction of critical and sensitive information
(BEERIBER. T2 71IRBROE., REH., WHIE)
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World Standards
Cooperation (WSC)

S e

1 ETF
IETF

For
Internet
Standards

Regional Standards Bodies

Asla-Pacific
Europe (CEN, CENELEC,
ETSI)
Americas

Liaisons
(industry
groups,
consumer
groups
etc.)

National Standards Bodies (AFNOR, ANSI, BSI, DIN, SAC etc.)

Regulatory Bodies, Government Bodies ...
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Tracking

Monitoring
Analysis

Optimization

New
Services

PwnNpR

Automobile
Objects
Human
Livestock

5. Agri-Field

6. Factory

7. Home/Building
8. Shops

9. Public Facility

10.
11.

12,
13.
14.
15.
16.
17.

18
19
20.
21

27.
. loT Payment Device

28

Energy Plant
Transport

Condition

Truck Operation
Human Health
Livestock

Physical Security
Disaster

Nature Environment

. Energy Consumption
. Factory Production

Supply-Chain

. Delivery Route

22.
23.
24.
25.
26.

Sharing service
Wearable Device
Smart Product
Connected Car
Smart/Telematics
Insurance

Smart retails
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Hyper-Realistic Media Connected Car Home IoT
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https://www.nishinippon.co.jp/item/n/552644/

Connections in
cyber space

Data
transcription
in Cyber/Physical

Data processing, analysis, management

(Integrated analysis of data collected at multiple points, processing
and accumulation, and feedback of appropriate analysis results to

0T consumers in Physical space)

Analysis servers

I

e w
|

{
\l(l(l‘

/
m

\

~

Camera data

Data
transmission

Environmental
(Ijatal

Healthcare data

Feedback
of analysis
results

Data
transmission

Manufacture loT
devices )

Sell 10T devices

mu[

|5 wd ]

Connections in physical space
SC27/WG4ATi&mSNI TVWACPSOMI=ZET IV (F : FEVERL)

i i Feedback

Camera data of analysis

results

Activity Log

Location data

__________________________________________ .__..______1\_/7___________________..__..______2\77_____________
Use loT - Use loT -
| N devices devices
00 ;
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ISO/IEC JTC1/SC27 TEHAHEN
TWBCPSELZETIL

Analysis Tier
(Connections among IT Tools and People)

Trustworthiness of data is a key for securea
products and services

Interface Tier

(On-demand Interconnecting forward and
backward Transfer Functions)

Trustworthiness of data streams is a key for
secure operation of cyberphysical systems

Operation Tier
(Connections among Machines and Peoplg

Trustworthiness of business processes is a
key for secured products and services

AnalysisTier in Cyberspace
(includes management site(IT), equipped with
decision-making tools and controlling persons)

Data related to
People or
Machines B

Data related to
People or
Machines A

Data related to
People or
Machines C

] \
‘ Interface Tier ‘

(transferring on-demand accelerated
data, generated signals based on CPS
analysis, production patterns)

People or
Machines B
People or y ) People or
Machines A Machines C

Operation Tier in Physicabpace
(includes interconnected plants(OT), equipped with
things and operating person
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https://www.insecam.org

Insecam Most popular Manufacturers~ Countries~ Places~ Cities Timezones New online cameras FAQ Contacts 2 mm

eNHANCED BY Google “

Insecam - Live cameras directory

Welcome to Insecam project. The world biggest directory of online surveillance security cameras.
Select a country to watch live street, traffic, parking, office, road, beach, earth online webcams. Now
you can search live web cams around the world. You can find here Axis, Panasonic, Linksys, Sony,
TPLink, Foscam and a lot of other network video cams available online without a password. Mozilla

Firefox browser is recommended to watch network cameras.

The following actions were made to Insecam for the protection of individual privacy:
- Only filtered cameras are available now. This way none of the cameras on Insecam invade anybody's

nriviata lifa



Insecam  Most popular  Manufacturers

ENHANCED BY Google

Inse

Welcome to Insecam project.
a country to watch live streef
search live web cams arou
Foscam and a lot of other 1
brov

The following actior
- Only filtered cameras are a

Countries»  Places~ Cities

- - o
I H 11 B e
f— - RS

Y V]
(AL

IHHZ-oFrade

g =

United States(3572)
Korea, Republic Of(2612)
Japan(1651)
Taiwan, Province Of (S
Italy(756)

Russian Federation(736)
Germany(634)
France(520)

Iran, Islamic Republic(312)
Austria(301)

United Kingdom(292)

Viet Nam(290)
Switzerland(267)

Czech Republic(242)
Spain(231)

Belgium(231)
Netherlands(228)
Canada(192)

Brazil(177)

Timezones  Newonlinecameras FAQ  Contacts ¥ pm il

Japan is
No 3

(2022/2/7)

nline surveillance security cameras. Select
ach, earth online webcams. Now you can
Axis, Panasonic, Linksys, Sony, TPLInk,
iline without a password. Mozilla Firefox
1etwork cameras.

3 protection of individual privacy:
he cameras on Insecam invade anybody's



Examples of Images from Insecam (Japan)

:

Watch ChannelVision camera in Japan,Tokyo Watch Canon camera in Japan,Fukuoka Watch Canon camera in Japan,Saitama




Thingbots: The Future of Botnets in the *
Internet of Things

February 20, 2016 | By Paul Sabanal |OT Home ROUterS Botnet
Leveraged in Large DDoS Attack

upon us. Everything from ( nys | sucurinel t I

The Internet of Things (lo0T

home appliances, watches

even children’s toys are be

AnnnAantad Anlina

®"Cvber attacks in loT

Ars

on the rise

boost in loT services

~Home Roiliter Rontnet | n\lpraged N

¢ | < _‘ News roundup: As Internet of Things concerns become
RISK ASSESSM ENT SECURITY B HACKTIVISIV et o k. pas. s o usors arste
e risk; Target pays up; Apple devices

“Internet of Things” is the new Windows XP ! secured in the enterprise.
—malware’s favorite target
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Telnet




LHEBLIET 740/ BWULVISRAT—KRT

[shogo@www9058up ~]$ telnet x.x.243.13
Trying x.x.243.13...

Connected to x.x.243.13.

Escape character is '*]'.

PN 3.0.dm800s
O login: rdot = |
Password:1pP345

BusyBox v1.1.2 (2007.05.09-01:19+0000) Built-in shell
(ash)
Enter 'help' for a list of built-in commands.

)E—AJ1BLh
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23/TCP
22/1CP

™ 2222/TCP
80/TCP
8080/TCP
5358/TCP
81/TCP
9000/TCP
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Year Number of packets par year Number of IP address for darknet Number of packets par 1 IP address per year
2012 7.8 billion 190,276 53,206
2013 12.9 billion 209,174 63,682
2014 24.1 billion 212,878 115,335
2015 63.2 billion 270,973 245,540
2016 144.0 billion 274,872 527,888
2017 155.9 billion 253,086 578,750
2018 216.9 billion 273,292 806,877
2019 375.6 billion 309,769 1,231,331
2020 570.5 billion 307,985 1,849,817
2021 518.0 billion 289,946 1,747,685 — |\ of packets
000,000 1/18 sec.
18U
1,500,000
120
1,000,000
ou
500,000 I
> _ _ - =m 01 1§

2012 2013 2014

2015 2016 2017 2018
Number of packets per IP address per year

2019 2020 2021
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Net Systems
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Network Incident analysis Center for Tactical Emergenc
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https://www.facebook.com/shodan.io/photos/a.118600968220187/783819791698298/
https://www.facebook.com/rapid7/photos/a.461909134616/10157417012804617/
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Network Incident analysis Center for Tactical Emergency Response
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Dst Port Target

23/TCP Telnet (Router, Web Came, etc.)
22/TCP SSH (Server, Router, etc.)

80/TCP HTTP (Web UI, etc.)

23/TCP

Other
Ports ~
51% b

2020 Other W 2
Ports

1.6 9

81/TCP HTTP (Home Router, etc.)
443/TCP HTTPS (Web Server, etc.)

5060/UDP | SIP (PBX, Router, etc.)
2375/TCP | Docker REST API

(Excluding packets from large-scale scanners)

53.7%

CYr'Ne=

CYBERSECURITY NEXUS
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1. Bk, HEINICRY M- JRIBZEIE IS
— Wi-Fi setting, SSID, Password

2. RIGESTELE(CEATIINE
— VPN, Firewall activation, DDNS, DNS,
Firmware Update

3. {IDIoTYINII7 DREREI OVITELHDHZ

==

112
— Firmware Update, Firewall activation

BRERLE

I
/U B romatonsnd
‘' & M) Communications
: Technology

CYBERSECURITY NEXU
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BEIOSIFDZZIT. FEEISIoTHIBDEZIEHERICAITIZERFEICHZANTWVS,.

® JoTHEZRZNOZBUIMENNHF L., IoTHEZS DRSS 47 I H > IcH (/- B RV BIBIItER(CH D .

® Kaspersky®FAE(CIINIE. 20214 FEEIEIT T, 2020FE02E FOIoTH#EERICHIT IV AN —"IREHNFEEL/C.

® /o, IBM Security X-Force®iRAEICIIE, 2019FFHIVUHEHANS2020F FE4MUHEHACHIT T, IoTHEEREXIRELIEETIL
JIFDEBHH3,000%I8H00 .

® [ERAECKIINE. 2020FEN5202 1 F(CMT THESSIEEADIBNINZE(F0.4% DIFNICE F ol —7 €. IoTH#EREIEDMESSED
HFEid16%EIBMUIC.

® HNXT. Checkpoint®OiffzTE (. IoTHERR (CXT I AN -INRE(FH 2 18NMIF SIE T THL, FENDILETIHRIRAY(CRDDDHS
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HPF) Threatpost, IoT Attacks Skyrocket, Doubling in 6 Months htips://threatpost.com/iot-attacks-doubling/169224/
IEM Security X-Force, X-Force A > US12 A -7 w2 2022 https: //www.ibm.com/security/ip-ja/data-breach/threat-intelligence/, https://www.ibm.com/downloads/cas/QAS97P3P
Checkpoint, Protecting IoT Devices from Within — Why IoT Devices Need A Different Security Approach? htips://blog.checkpoint.com/2022/07/25/protecting-iot-devices-from-within-why-
iot-devices-need-a-different-security-approach/
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SB-327 Information privacy:
connected devices
(HUIAIL—7. 202051 H)

Executive Order on Improving the
Nation’s Cybersecurity
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IoT Cybersecurity Improvement
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HB-2395 Oregon Cybersecurity Bill
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Code of Practice for Consumer IoT Security Product Security and Telecommunications
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DAT =LA —(CEDETEEFEMEL. 20192 HI(CTS  (Rfift4x)
THIETSI TS 103 645%/3 5. 201911H(C(F. EN 303 645
EUTERMNFRIBIE=A1/=. 728, ETSI EN 303 6453 71450, Baw,

L UHR—=ILOSAU T HIEDOR—ZERH>TWDIED. HAEEPSTLEZED
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2021F11824HCERER (FR) IciEtiEhiGEET A9 —
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Bia=. VT Py — s 2 EARECRE I IBEROBEFTD 3 h'
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A—h—(C LSRR HRICEI T 2HUA - - _
[£Z] 154> . RS - S Serio ol MR
1. &5 | BUNSEOIo TSRO Z 2R Cm T T2HA SRS HIE )

EXMTIE. IoTHZZZ SO RMODBEEAF—ADIRETIETNTVSED .
HMIRBEER (O I B I EFIUFT AR N2024F8 AN SEFFIEETNFIFTETH S.

® [RIMNFADIoTHLZE DZ T THIERICEIF T FEDAFTRIEGAEL T, 2019F(CTEUY A IIN—X 253K 1A RBIT . BRI T
DOIoTHEREZESTERORBIEAF—ATHSBI3EUCC (Common Criteria based European Candidate
Cvybersecurity Certification Scheme) bhi#RsdEhTWLS.

® 202298 (CEUTRIBICIBAZNZTSHANERDOTFIVFT A IEZEBAMIBIEUTAN-—LSUT S RAEIODEEEZRER.
2025&{%#@5’55’?%%2be3‘3*’) HWREFD EFHFICHEOTEFTFIVFT( ZHADESIEIE (BESESESELIIEE=
imalk) H'RHSNS.

™ buzt ﬁ#&*ﬁﬂskﬁa?%’amuﬁﬁ%#ﬁ“ (RED) (2014/53/EU) HEFIVFTAICBEITIEMIEIMSIL. 202448
BbHSERMT

EUERRGEERISES (RED)

(2014/53/EU) (2022 2H%17.

EUSAN—tFa1U7 & EUSAN—LJUISAE (2022F9HEE
(2019F6H) FeIx. 2025FH e T - 1E)

2024F8HIOEFHILTIE)

- 2004FE(CEZNITHIIZENISADIEETs8{bd D - 2022F9H15H. BNNZEE=(F. EUTHRIEIC - 2022F1H12H. FZEFEES%(3d. Radio
EEBIC. EUICB WU TSAIIVEERIG - —FE IBATNSTIINEBDEFIVFTAHIEESE Equipment Directive (BRMEBiZEESSIS
A-2OFRADYAIN—tF1UFT R HIE #5413 BEU Cyber Resilience Act®DE D) OHAN—TF1VUFTBEHERIFEDMEITIC

(EUCC) D#ZR5EHEEHE L. EAFERUIC. BI9d3={E3RAI (EU) 2022/30hFEiTL.

- EUCCIEFB A/ —tF1UFCECESUERDR  + YIRIT7®R/\— EI17a S0, BORE Ry EUMBSB(I AT sftRbsaa(gL Tl
STHIE . CORAHEEIECTEDSIITHN. RO —IADEIER - RIS DIEGENTEIET S TADR{LERDI.

BIfFMCC (Common Criteria) MOAX—/y DT AR GO SRER DD, BRF O - B9 FRENF2024FE8H 1HEDFEFEA(L.
DY LEUTHERES B 2 EZ2EHMNEL TS, BT RERDIEGRBIITIRINTHD- . TSRBESS(COLT. [EiEBEIERD I Y —

+ 2021583, EUCCOZAF—/AEMICEST « RSN HFEEL T, YRDIIGUEEtD 2L P NIIEFE SN D EERERL SR N T SR ED B .
SEE (Ver 1.1.1) &/3RL. ISO/IEC IWOHA )\ -2V =R I 55 D1585T. - ROSNBWELELT. FETC=HUH—EZD
15408¢1ISO/IEC 18045(cEDULWT, ICTH BAZE. £E IS EDEN . BARIEERBLAID I TFHEB|SHRISAVTE . AN S —IRR U TSA
FRaOH A )N —tF 1T DR ERIESTUTLWDD MasstEht g uvREEE I 2. BLFEDSBOM%E JUS, —BARE T B IO TS A FHAA TINDT
== YERY S 2 EF . ZIRR(COIE I HIKHHND . & RIFATAHBIRET 3=h— TEDHLEE S

[ToTEm(CHIRTF 1T BES MG EBIECEIT c WHREFRO _ FHICYOT, HEZBERICITITD HiR— g 22E03ah kDS TLS A, B4k

i EH OBEEMEIE (HoBEaE B3RS FIF2023FE 108 F I EAmSN
=SbIKIFE=FERELD) HKHHIND. SFETCHD.
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RAY. SOHR=I. TS RTIHEERAITIOTRAICIDIEF1UFTFA SNV IEHIE
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HyiH (GZIRED)

MRIU

(A1 F51> . (EBEEREHIE-
FRUZTEIE &)

® ZOABIEYNEHBATICHS T DIoTHEE O MR (CEI TETEOTRADEGEEL T, R4V, S HR—IL. T4>2SURTIE, EE
ERFIoTERICHIBIEFIVFASAUSTHIENEEICBEAIBULTUVRIFH. A—ARSUFZTERIEFEOSAVUJFHIEDISEICE

FEREIIRENTWVS.

IT-Sicherheitskennzeichen (IT Security Label)

(2021F12H~)

WWEHREFRCOWT, IR TEIO-F)I O RIL—F—, EFA—ILT—EZ.
AX—bFLtE. AN—FAE—h—ZF0EEERITIoTEROHEITFREL
TWBAH, SEITREBSEEILAT 25 ETLU TS,
SAJATSDI=sHIZ(FE. ETSI EN 303 6450E4CX . EEESD
BFOF1VFTE4 (BSIBEUVETSIMYER) ZEidmlEUTWDIERE,

iy

i

BEEZZITEEFIVTAHBEIIC I OTFHBiEN S ED BEL TS,

2022F108H27HBES (FIERMWBEL1158) 348 &SE-U—-EXAH
AL ZHRIBL TULS.

I Finnish Cybersecurity Label

(2020FE1H~)

IFTRBEYRBICOWVWT ., A A2y NIdEFeSL. T 29I R, 7 —9% 4L
. {mEd 3R B - H—EZAETIHRELTULS.

SARIATSDOEHICIE. ETSI EN 303 645ZN—AlIC{ERRE=NIZI5ER
PFiUrsEHTimlcL WA ¢, SR a=ZiiitrF 1V 13EE I
FOTEHMENBCEN RIS,

2022F10H27HES (FIERMMEE36H) T17& &M S5~IL%EHL
BguLTunaS.,

O HR—ILOCLSE DI ERZITOTHN. FFIE TSI TS
JEBISRI(E. S HR—ILOCLSTLAILIEEHICUTLNDEERHHINS.

HFR) SE®EICRIT A NFEIBIRICE T = RSP ER

S
i

2 T

Cybersecurity Labelling Scheme (CLS)
(2020F10H ~)

IARTOEEBEBERITIoTEGED SARU IO RTHD.
SAJUFAESPEICS . LIV - 23S OBECC EBES E =S THESH]
BE. L3 -ATIEE=EEBEICEDIBRIEN BB 1D INIITSDIE
WICIZFETSI EN 303 6450 CHNZ. LALITIE. SE=E=HEpIIC L
DINAFTVERT. LAILATIEEEER T 2 2L —=3 7 A MOV 7T
2HEBHIHS.

2022F10H27HES (FIERGE2278) TR22EIWBHSAILE
HIBLTWSIFL ., FFIEOEHIZIISO/IEC 274044 €., EHPEIE=LE
iblCcEFTEIREA RSN TS,

Labelling for Smart Devices

(A&54h)

A > =Ty PRI — ATy b D — D (TEFS T SRR TRFESIIL. 593
EBEEBIITDAV— b NAARAEZWHREUVEEFIVFT IRV THIED
BEhEHSNTNS.

SARIMTSDOIzshOESEL LT, ETSI EN 303 645%i2Ad 25 5Hh=
=N Tuwna,.

BH. 2021 F(CFBETA (ZMEBAFITEREEZEF —L) HIloTEGED
XU SALOBENFCREE I AT EERML. a5 3~ULHMT
5&N32ET, IoTESRIOH I EHEBEEOZIAEBEENIIEINI 3%
7 Ry O

[ToT&Rmm(CH I StF1UT IBES b EABZRICHEIIT
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# XEF1ThIL FE{THFHA FiTE XEBE
R A R N

6 IoTtH1UF+HA FSA> ver 1.0 2016578 Igggfjé%%gg Y zo;:rcu%lf%ﬂg ﬂgé;,; ;:_;’;%%’;g?ﬁf;ﬁﬁétw@

7 OHNBIEROY —IF &tz F1UF (3R AFT 20154108 IPA IGT%%”:E"@“_:’?*%EJ% é%%;ﬂfjg*@#;ﬁ@%“ﬁ[:

8 OHABS I ROBTIE 2016438 1PA loTREOBEEB =SS S =Lz Db REs

9 I0TRAZEC B B 1V (585t OF 3= 2016454 IPA iR~ el i
10 DA B RORMIERCEIIEFE|E 2018468 IPA - ;%}%%E%é?%ﬁi%a?;ﬁjﬁ M =
11 B S5 I T AL CE) - B RBE R E B A | 2020488 IPA %ﬁﬁﬁéﬁ%ﬁ;fgg%ﬁffgiﬁ%‘
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® FHE(FInAksximEFRE (E5)

(55342&mM10) &2020F48(C—

2L BRUBEREEORY NI —JICEIEEHRT S

FEIFRADMEITERICARSTEN EIo TR ICHVWTF oA BIEIHEEE, ¥R D — ROZEEHEE. VI M I PO EFILEEDREEE

ERISEF{EUTC.

e Fjo. MFBEMUNICTE. BAN-"WE(CEBAIZNISETNOHIHBOIAE RV Y ZIEIBOFIHENDEFEIRIROEIET S

BNOTICE (National Operation Towards IoT Clean Environment) 201952588 TS,

ke RSERA (E5) (58345%010)

(2020F4H SDFEBIFEFHL)

c I swfimSF ARBIO—EBRIEN R TS . BRiEEEEORY NI —T
[CEIFIEH T DIoTHEERICBVWTF I AHIfEIEEE. ¥RIIAT—RD

ZEEEE. VI b T POEFFEEEOEENFRBIFERS{ESTC.

o XFRERDE|BIBOAA—(FLLTFOEEDTHD., FIX(E., IL—FA 25—
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NOTICE (National Operation Towards IoT Clean
Environment) (2019942H~)

A=y —EZ2TONA5— (ISP) &iEIEUL. HAN—BEEICE
AENa38TNDH B IoTHED AT R U HSZMIEBEDOFIAENDIEER
IR Z T OEHFA THh 5.
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EloTHEESDFENF20228E8 854> ¢4, 3811F cdolz.

[ToTHR@IWIZF1VT1EE
®5t= (METI) 1&RINSIRR
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NOTICER—/vS—= https://notice.go.ip/
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Study Group 17 [cBl1%5=R. BlEERODB A

; Mr Gokhan EVREN
Mr Samir ABDELGAWAD Mr Heung Youl YOUM Turkey

Egypt Korea (Republic of)

W

Mr A d Taddei Ms Wala TURKI Mr Liang WEI
Mr Yutaka MIYAKE Ms Lia MOLINARI Mr Greg Ratta r Arnaud Taddei Pducribind e

Japan Argentina USA UK
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SG17(CHFBT—F>D D I—T DIEHY
WP 1 Security strategy and coordination
— Q1/17  Security standardization strategy and coordination
— Q15/17 Security for/by emerging technologies including quantum-based security
WP 2 5G, loT and ITS security
— Q2/17  Security architecture and network security

— Q6/17  Security for telecommunication services and Internet of Things

— Q13/17 Intelligent transport system (ITS) security
WP 3 Cybersecurity and management
— Q3/17  Telecommunication information security management and security services
— Q4/17  Cybersecurity and countering spam
WP 4 Service and application security
— Q7/17  Secure application services
— Q8/17  Cloud computing and Big data infrastructure security
— Q14/17 Distributed Ledger Technology (DLT) security

WP 5 Fundamental security technologies
— Q10/17 Identity management and telebiometrics architecture and mechanisms

— Q11/17 Generic technologies (such as Directory, PKI, Formal languages, Object Identifiers) to support
secure applications
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Ildentity
management and
tele-biometrics

Technical

solution toolkit
for trust

Application
security
solutions

Security
management
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ITU-T SG17(CHITHIoT EII‘?#“LE@%E‘)’T

SG17 D%M

== i ElEE

IES

NSIR(FEEE

e X.1352: Security requirements for Internet of things devices and gateway

X.1353 (draft): Security methodology for zero-touch Deployment in massive loT based on

blockchain

X.1361: Security framework for the Internet of things based on the gateway model

X.1362: Simple encryption procedure for Internet of things (IoT) environments

X.1363: Technical framework of personally identifiable information handling system in Internet of

things environment

X.1364: Security requirements and framework for narrowband Internet of things

X.1365: Security methodology for the use of identity-based cryptography in support of Internet of

things (10T) services over telecommunication networks

X.1366: Aggregate message authentication schemes for Internet of things environment

X.1367: Standard format for Internet of things error logs for security incident operations

X.1368: Secure firmware or software update for Internet of things devices

X.1369: Security requirements for 10T service platform
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ISO/IEC JTC 1/SC 27 (Information security, \
cybersecurity and privacy protection) #&:&

_voi ] w2 J vos | woe ] Wes

Information Cryptography Security

and security

|dentity

Security management

controls and
service

security evaluation,
management . testing and
systems mechanisms specification

and privacy
technologies

75 countries (NSB) involved (51 P-members and 25 O-members)
36 external liaison bodies (L-members), 32 internal liaisons
950+ experts (NSB + Liaison Bodies)

Total number of projects = 264, Number of active projects = 88, Published standards = 182



SO/IEC JTC 1/SC 27 K3

22|

Information Security Management Organistion of Standards Work Within SC 27

4 Information security management system (ISMS) requirements

plus

ISMS supporting guidance - codes of practice of information security
controls, ISMS risk management, ISMS performance evaluation and ISMS

implementation guidance

~

g
4 )

ISMS sector
specific security
controls (including
application and sector

specific e.g. Cloud,

Telecoms, Energy,
Finance) and sector-

specific use of ISMS
requirements
standard

4 )

Security services and

controls (focusing on
contributing to securzty
controls»2

services, Sippwerrelationships
(including Cloud), 1IDS,
incident management, cyber
security, application security,
disaster recovery, forensics,
digital redaction, time-
stamping and other areas)

N\ %

- %

J
Identity
management and
privacy
technologies
(including application
specific (e.g. cloud and PII),
privacy impact analysis,
privey framework, identity
management framework,
entity authentication
assurance framework,
biometric information
protection, biometric
authentication)

- /

4 )

ISMS
accreditation,
certification
and auditing

(including acreddited
CB requirements,
guidance on ISMS
auditong and
guidelines for
auditors on ISMS
controls)

(

.

Cryptographic and security mechanisms (including encryption, digital
signature, authentication mechansisms, data integrity, non-repudiation, key management, prime
number generation, random number generation, hash functions)

\

J

4 )

Security
Evaluation, Testing

and Specification
(including evaluation
criteria for I'T security,
framework for IT security
assurance, methodology for
IT security evaluation,
cryptographic algorithms
and security mechanisms
conformance testing,
security assessment of
operational systems, SSE-
CMM, vulnerability
disclosure, vulnerability
handling processes, physical
security attacks, mitigation
techniques and security
requirements)

- /
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1SO/IEC 27001 ISMS (Information security
management system) A7 M &

BALI\—F1)F1D2 2RI A/MDUINTIE.
TGN LEEHNER:

* Anticipate

* Prepare

CONTINyY
* Protect 'MPROVEMQ:\]
* Reactive & Responsive

* Adaptive (business plasticity)
e CONTINUAL IMPROVEMENT
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SC27I=8+B 10T EEEAD BT

ISO/IEC JTC1/SC27 sl (LU FARNSIR(FEEE

ISO/IEC 27400 series: 10T security and privacy

ISO/IEC 27400: Guideline 1Sy
ISO/IEC 27402: Device baseline requirements (CD)
ISO/IEC 27403: Guidelines for loT-domotics (CD)

ISO/IEC 27404: Universal cybersecurity labelling framework for consumer loT
(PWI)

e |

ISO/IEC 5689: Security framework and use cases for CPS (PWI)

® 1 :PWI(Preliminary Work Item) &3, A R0 OE ERI7eEFETE B 2+,
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IETF

Internet Engineering Task Force




IETFODiB#EEIE

ISOC

IAB

IRTF

IETF

1ESG

il 660

ICANN

InterNIC

RIPE

APNIC




IESG (Internet Engineering Steering Group)C
ORI

. General (gen, #EiERIFATTYY)

. Applications Area (app. 77U —23>1U7)

. Internet Area (int. 1>9—3Y MNZTIU7)

. Operations & Management Area (ops. ERAEIBERMIUY)
. Routing Area (rtg. #XE&HEHATTY77)

. Security Area (sec. TF1UF1i%iiIU7)

. Transport Area (tsv. mxJ0RILEATTU)

. User Services Area (usv. 1—9—5—-EXTIV7)
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| | EigE
« Constrained Device (81517 = 7 '~—1~nrorzzoy
— IBHERECHEEBNICEHINOH DT /NNA REWVWDEDIS
— Classh EEIN. X—4T v b TNRNARADIEBEBELR EIEHLNS

oTICEIR LYY srmassapimnseaM

| <

| Name | data size (e.g., RAM) | code size (e.g., Flash) |
| Class 0, 00 | << 10 KiB | <ok
Class 1, C1 | © 10 KiB “ 100 KiB
Class 2, CZ © 50 KiB © 250 KiB
———————————————————————————————————— tmmmmmm e

Table 1: Classes of Constrained Devices (KiB = 1024 bytes)

e loTT /N4 R[ETIRE

— CoAP(Constrained Application Protocol)
HTTPL A ¥ —ICHBS T 28ET D Fa

— ACE(Authenhcahon and Authorization for Constrained Environments)
|OT7‘/\/f me—@nbnﬂz7 ] [\ )b
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2. YA4IN="4VANRBREDTL—LT—2
(R BEXY ) smELLTE. 27030 R MEHY

3. B/ BERNIR71DESLZERMIREL)

4. R, 2. INVF ERGEDOHIMEOH S F
5. loTIRIRICR DS EREEA ¥ — LD EfR(IFZEL)

6. ElfRRILEIFDEIL



| o0 |
oTI=H 1 BB HEAT—SISH 1T B EF 1 TARE

. loTHzsZFOHEmILBIOTFa1 U5+

ISO/IEC 27400, 27402, IoT device certification ({ti[E) , etc.
0T R LZERATDrIDtF1 )7+

ISO/IEC 27400, etc.

. 0T AT LA (BéEs) Z2XRCHA - ERAITSBROTF1 U~
MIC project (NOTICEZ) , ISO/IEC 27400, etc.

0TS RFTLDTA THA LOFE T
ISO/IEC 27400, 27402, etc.

(11
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HlELTIE
[ SaclE 1 &€ DEER &L TEA

v Telecom Organizations:
ISO/IEC 27001/27002+ITU-T X.1051 | ISO/IEC 27011
v" Cloud Service Providers:
ISO/IEC 27001/27002 + ITU-T X.1603 | ISO/IEC 27017
v 10T Stakeholders (user, provider, developer): ISO/IEC 27400 and ITU-
T X.sc-1ot (under development)
FLWEF 1V EmD S mERREL TiEH
v 10T area
v 5G area;
1257 MERZLDET B IEHICER
v ISO/IEC 27035, ITU-T X.1056
FENBREFRVPERGREVTER
v Asn.l, X.509 certificate, STIX/TAXII
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Thank you for listening Q8A

Pre-Implement
Controls Design

Start Monitoring Threats Model

- Threat Analysis
| v
N
lw ~

Identify the )

Risk and its
Mitigation

Maintain &
improve




