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Ten Immutable Laws Of Security (Version 2.0)

06/16/2011 » 2 minutes to read

You might have known the 10 Immutable Laws Of Security since quite a while. It is kind of the "collected non-technical
wisdom” of what we see in security respeonse being it in Microsoft Security Response Center or in our Security Product

Support.

There is now a version 2, which is still as important as version 1 was. The 10 Laws are:

Law #1: If a bad guy can persuade you to run his program on your computer, it's not solely your computer anymore.
Law #2: If a bad guy can alter the operating system on your computer, it's not your computer anymore.

Law #3: If a bad guy has unrestricted physical access to your computer, it's not your computer anymore.

Law #4: If you allow a bad guy to run active content in your website, it's not your website any more.

Law #5: Weak passwords trump strong security.

Law #6: A computer is only as secure as the administrator is trustworthy.

Law #7: Encrypted data is only as secure as its decryption key.

Law #8: An out-of-date antimalware scanner is only marginally better than no scanner at all.

Law #9: Absolute anonymity isn't practically achievable, online or offline.

Law #10: Technology is not a panacea.

[Archive] Ten Immutable Laws Of Security (Version 2.0)
https://docs.microsoft.com/en-us/archive/blogs/rhalbheer/ten-immutable-laws-of-security-version-2-0
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Microsoft Pluton on PCs

O

T AMD. Intel. Qualcomm Technologies, Inc. &
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T S Windows OS
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Pluton Security
Processor

Microsoft firmware

Integrated On-die
Security

Microsoft Pluton Processor DC #8741 — Windows PC DR (A (T
System on Chip -Z Eﬁgﬁ_éntt#l U 7__47—“/70



https://news.microsoft.com/ja-jp/2020/11/18/201118-meet-the-microsoft-pluton-processor-the-security-chip-designed-for-the-future-of-windows-pcs/
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XBOX One X features glitch o Custom SoC provides high

protection for physical performance streaming
hardware attacks crypto support

Hardware supported

e Hypervisor supports
isolation of multiple Hardware supported
security domains 0 Memory '
encryption/decryption and

integrity check capability
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SRFDIREE in Windows 12

Secure Boot
Secure Launch

Power ON

UEFI Firmware

OS Bootloader

Hypervisor

Secure Platform Boot
(Trusted Boot)

Windows Kernel

Windows Drivers

Windows
System Files

Anti-malware

|~4

Secure Driver & Defense
startup

3"d party

Drivers

Drivers

Services

Login

Measured Boot

Integrity Validation and Measurements
System Guard Runtime Attestation

© Copyright Microsoft Corporation. All rights reserved.
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Secure Boot

TCGLogs

Windows 8 LA
SRTM «
ZIT-bOIVR-2Y b2 ERIEEE

OEMAVELIE BF(C NV-RAM [CHREEDT=HDT —
% 1&4MN. signature database db, revoked
signature database dbx, Key Enrollment

database KEK, platform key (PK).
Microsoft KEK

UEFI J7—-LJI 7 ADEBMET

FEFI rootkit (Lojax) reported by ESET

© Copyright Microsoft Corporation. All rights reserved.
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OS Boot Loader
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ELAM Drivers
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https://www.welivesecurity.com/wp-content/uploads/2018/09/ESET-LoJax.pdf

Secure Launch (Windows 10 1809+)

DRTM, (Intel TXT, AMD, Qualcomm)
UEFI ANDIREZFIIRIC, UEFIICIREFELBVERESRBT -

— / —

BHY(C Root of trust measurement Z=1T

Code integrity Policy, Hypervisor, kernel hashes, UEFI Vars, etc...
UEFI

PCR

CPU Config
LCP Branch
MLE

Bootmgr

SENTER . .
Winload/WinResume

— I

PCR

MLE

ACM Signer
LCP

PCR

All code loaded

HV + SK loaders

PCR

Config

—

Return
Winload/WinResume
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System Management Mode (SMM) protection

- SMMICKBYRY
= WFHE (ring-2) THEITIN., OSICIZR ZE L
Secure Launch YVBS D/NTINADY AT H 2

BootCode/BootData
MMIO
Intel Runtime BIOS Resilience Z;EFH UT-{R#& SMRAM
Paging Protection Reseved
-+ SMM IYVRU=RAV b XEUNY T R=-ITONT1DOYIH I ACPINvs

RuntimeCode/RuntimeData

- OS/HV ATUYADT It A%BA 1k

ACPI Reclaim

SMM hardware supervision and attestation
BootCode/BootData

LoaderCode/LoaderData

Microsoft SMIM Paging Audit
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https://microsoft.github.io/mu/dyn/mu_plus/UefiTestingPkg/AuditTests/PagingAudit/

Windows DMA-r Attack Protection (windows 1809+)

Wait for user

A\ - & oAy ~ ]Ij_ ﬁ Peripheral User logged in .
- D MA% Jl LJ 7:_ I %57]\ b 0) Ig |] Connect peripheral Drivers opted- AND Screen to login/
in DMAr? unlocked? I

- IOMMU ZF)

- FICEEF SN Tz Thunderbolt™ 3 T\
1A&1-Y-10J1VL0YI#ERRT S '

\
i—é‘\ 7 I:I “j 7 Enable DMAr for
the peripherals

Yes

. J—FEFDIOMMU (See Project Mu)

New devices are
enumerated and ¢
functioning
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https://github.com/microsoft/mu_basecore/blob/ccf92a414580f73afb9ca9efffb93489a2f1158b/MdeModulePkg/Bus/Sd/EmmcBlockIoPei/DmaMem.c

Early Launch Anti-Malware (ELAM)
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- Microsoft Virus Initiative (MVI)
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- ftbD3rd Party I—RILFSANEYELICEES)
- ELAMBMBO FSANEMRIELH-RILD
O—- FIHEAL T

TCGLogs
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Measured Boot
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CORE ROOT OF TRUST firmware component
FOR MEASUREMENT

' M, ) SYSTEM FIRMWARE |o§m“é?é§f.ﬂ§rg:m TPM QUOTE
- TPM Platform Crypto-Provider Toolkit from Microsofi > BL 9
Research

CUMULATIVE
OS LOADER AND OS measurements VALUE FOR ALL
*Y INITIAL OS COMPONENTS MEASUREMENTS

RECORDED ATTESTATION

N
v

Microsoft Enterprise Security MVP Dan
Griffin’s Measured Boot Tool.

DURING BOOT IDENTITY KEY

RUNTIME OS
TPM measurements stop when boot ends and

the runtime OS can defend itself from malware.
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https://research.microsoft.com/en-us/downloads/74c45746-24ad-4cb7-ba4b-0c6df2f92d5d/
http://mbt.codeplex.com/

UEFI Scanner
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« EPP Scanner:
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Chipset Configuration
Assessment
ChipsetDiERZETI VY

EPP Scanner
EPP detection
[ ‘.'\.um:. Alerts  “Lojax’ malwar
; O Protection history [ e
View the latest protection ac nd
(5]
O Virus & threat protection ot cicaiace b2
A Account protection
-—) = ‘7‘
. §
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)
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EDR — Anomaly detector

Telemetry
sent to EDR ML
backend model

7
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Virtualization-based security (VBS)
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Hypervisor-protected Code Integrity (HVCI)

Kernel Code

Kernel Pool =) e
Integrity Policy

XS for supervisor pages
KMS and UMX hardware bits

NT Kernel Secure Kernel

Virtualization based Security =X AL Normal Mode (VTLO) Secure Mode (VTL1)
D=1 NDI- RS M :
|
SLAT ZM A LIATYEE !
BEMUFIVIEVILITET :
< ) | lated
THAVENTAEUERX only » | [ o
1
mode :
Mode-Based Execute (MBE) control e e T
Kernel ! I C Secure D Secure
Extended Page Tables (EPT) mode ETERI SN ! Kernel Data Kernel Data
XU for user pages Q 5736103170 | :
:
|
|
:

Windows 10 1803 P& EXE THE %

VTL 0 Second-Level Page Tabl
(MBEC/Kaby Lake+)

OXABC...0 | NX Hypervisor

Hardware Resources (CPU, Memory, |/O)

© Copyright Microsoft Corporation. All rights reserved. 27



Windows Defender Device Guard

- TIAADOY I 51 RE
KMCI
umcl
. 4VBS = HVCI

- Windows Defender
Application Control
(WDAC)

Virtualized Based Security/Virtual Secure Mode
Credential Guard, Device Guard

VTL1 | VTLO
Isolated User Mode i LSASS
— EmEe :
a1 ol
(Code Integrity)| | | Process Process Process || moce
i (Ring3)
Mode
¥ {Ring 0)
Hypervisor
TPM Memary CPU
Hardware
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Windows Defender Exploit Guard

TIOZAT01 bEREF L. Attack SurfaceZ 5 &1 3317

Attack Surface Reduction
Exploit mitigations
Protected Folders
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Kernel Data Protection

- Virtualization Based Security (VBS) Z#!] FH L7zKernel Data Corruption B*bD{R&
N=RIVDIIATOM1 ;D% <LH System Structure Corruption

TIJZ2704 MIFIFEEIN T data structures ZXFER
. Static KDP: Static Data {R*:&

Dynamic KDP : Read-Only Pool Allocation

VTL-1

VTL-0

_________________ Ve e o R |
i —— : i !

H 1 tati t
secure Kernel NTSTATUS MmProtectDriver | e __E’_a_@ —---d- VBOX :
_In_PVOID AddressWithinSection, ~  cccoccaamaaaaS ¢ : Capcom !
»In_ ULONG Size, ; i
1

i Dynamic Date™ _&\_ _ _ _ _ _ ] CPU-Z
~In opt ULONG Flags): bomcocmonooos ;

Secure
) RO PTE
Allocation Pool -

Kernel Mode

User Mode t
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Windows Defender System Guard Runtime Attestation

- Windows E{THI(CERET 3T /\
AZDI-FESHEDIREE

Runtime report by WDSG RA et
- Boot State, Measured boot log
VBS Enclave N CAERRSNTZHENRT DT o iy Oy

TIN-NETEH
NTVYIHIE ASTERZINEYYIY
ZEBAE ( Microsoft CA)
Session report by AS
T I\A ADIRREL K-

Windows Defender System Guard API

i : 4—»1' Win fender m r
| Windows Defender System Guard : d.o»r\]/tsm[?esw ?ft ?ys;e] Guarg
’ runtime monitor broker T b < .O U e. Cave
(Assertion engine)

e L teme

Windows Defender System Guard
runtime monitor agent

VTL-0 + VTL-1
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Ubiquitous
computing

Artificial
Intelligence

Multi-sense,
multi-device experiences

Microsoft Azure
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Microsoft 365
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= Operations Regulations
Services
(Control/Paas) b
Data sharing No externals
Guest OS
]|
ol
Hypervisor/ ®
Host
& s o
- VM Admin
o App Data

[
Host Customer

Physical access
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Hardware Enclaves with Intel SGX
Technology: Attestation, Secure Key Release, Cloud sealing

W BEEROTTYI-FEFITEELTET, "

Hardware Confidential VMs with

AMD Milan, Intel TDX
Technology: (Trusted VM), Secure Key Release, Blind Hypervisor

W IO TR DVMICBEBEDICIFF EL AL

Trusted VMs

Technology: (Host/Overlake Integrity) + VM Attestation,
VM Secure Boot, vTPM, Virtualization-Based Security
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Confidential Computing at Microsoft

Unlocking new
cloud possibilities

Developer tools, deployment,
and data management

Confidential-enabled
Azure platform products

Suite of cloud and edge
offerings tailored to
security needs

Innovative new hardware

Industry leadership and
standardization

»

Internal Tools

)

VS Studio/Code

}2 ng Azure

Enclave V

®

il . Il Microsoft
u Microsoft 365 B Dynamics 365

°

Saa$ Offerings ISV Partners

&

WinDbg

N

X

CCF SDK

X

Open enclave SDK

Q N

Azure Machine Azure Key Azure Confidential
Learning Vault Ledger
Ms Confidential VMs Trusted VMs loT Edge Device
TrustZone’
AMDC1 Sy Sacory o AR

NFIDENTIALCOMPUTING

ONSORTIUM B8 Microsoft Research
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Let's secure the future.
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