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economic risks
technology risks
societal risks

W geopolitical risks
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ISO/IEC 27001 ISMS (Information
security management system)

The on-going management of cyber risk
through the process of continual

iImprovement:
* Anticipate
* Prepare e ,M?R%TJEUAL
* Protect VENT
* Reactive & Responsive

» Adaptive (business plasticity (Z1E~DXTI) )
- CONTINUAL IMPROVEMENT B =2

From Dr. Edward Humphreys
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ISO/IEC 27001:2005
Number of certificates per country for 2017

L

Japan 9161
China 5069
United Kingdom of Great Britain and Northern Ireland 4503

India 3272
United State of America 1517
Germany 1339
Taiwan, Province of China 994
Italy 958

Total 160 countries 39501

HWT—2TTHEEAD, BT —FEHLFLSIATULEL




SO/IEC 27001 ISMS - ISO/IEC 27103
VManaging Cyber Risk -

IDENTIFY Business Environment and
Context
Risk Assessment
Risk Management Strategy

ISMS CONTINUAL CYBER DEFENCE Governance
IMPROVEMENT FUNCTIONS Asset management
Identify Identify PROTECT  Access Control

Plan Protect Aware and Training

‘ ’ Execute Detect Data Security
Viemeieies Respond Information Protection
_ Policies, Processes and
Reactive Recover Procedures
' ‘ /adaptive

Maintaining Controls

DETECT Monitoring and Detection
Processes

Incident Handling
U Management Processes

RESPOND  Response Planning and

ISMS Continual ISMS continual Management Process
Improvement : Continual Improvements
Framework |mprovement Communications
RECOVER Recovery Planning and
Reduce Cyber f Management Processes
i Continual Improvements
From Dr. Edward Humphreys risks Com:nﬁmcatsm;/
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Asia-Pacific =35 a
World Standards Europe (CEN, CENELEC, ETSI) S 4 3
Cooperation (WSC) Americas 02
o

National Standards Bodies (AFNOR, ANSI, BSI, DIN, SAC etc.)

Regulatory Bodies, Government Bodies ...
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ISO/IEC JTC1/SC27

"Information security, cybersecurity and privacy protection”




ISO/IEC JTC 2/SC 27 (Information security,

cybersecurity and privacy protection)

|dentity
management

Information Crvptoaranh Security
security yptograpny evaluation, Security controls
management testing and and service

and security

mechanisms 2
systems specification

and privacy
technologies

75 countries (NSB) involved (51 P-members and 25 O-members)
36 external liaison bodies (L-members), 32 internal liaisons
950+ experts (NSB + Liaison Bodies)
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ISO/IEC JTC 1/SC 27K

Information Security Management Organistion of Standards Work Within SC 27

ISMS supporting guidance - codes of practice of information security
controls, ISMS risk management, ISMS performance evaluation and ISMS

4 Information security management system (ISMS) requirements

plus

implementation guidance

~

\_
-

N\

ISMS sector

specific security

controls (including
application and sector

specific e.g. Cloud,
Telecoms, Energy,

Finance) and sector-
specific use of ISMS

requirements
standard

N

-

Security services and

controls (focusing on
contributing to security
controls and mechanisms,
covering ICT readiness for
business continuity, IT
network security, 3" party
services, supplier relationships
(including Cloud), IDS,
incident management, cyber
security, application security,
disaster recovery, forensics,
digital redaction, time-
stamping and other areas)

%

N\

J
4 )
Identity

management and
privacy
technologies
(including application
specific (e.g. cloud and PII),
privacy impact analysis,
privey framework, identity
management framework,
entity authentication
assurance framework,
biometric information
protection, biometric
authentication)

- /

4 )

ISMS
accreditation,
certification
and auditing

(including acreddited
CB requirements,
guidance on ISMS
auditong and
guidelines for
auditors on ISMS
controls)

(

.

Cryptographic and security mechanisms (including encryption, digital
signature, authentication mechansisms, data integrity, non-repudiation, key management, prime
number generation, random number generation, hash functions)

\

J

4 )
Security

Evaluation, Testing

and Specification
(including evaluation
criteria for I'T security,
framework for IT security
assurance, methodology for
IT security evaluation,
cryptographic algorithms
and security mechanisms
conformance testing,
security assessment of
operational systems, SSE-
CMM, vulnerability
disclosure, vulnerability
handling processes, physical
security attacks, mitigation
techniques and security

requirements)
- /




EC Challenges for Cyber Security and Privacy Standards
New and Emerging Areas of Standardization within ISO and |IEC

Together with ISO/IEC 27001 standard

*|IoT(Internet of Things) ‘

* Smart Cities, Systems and Devices

* Big Data, Cloud

* Al systems and Machine Learning

* Blockchain-Distributed Ledger Technology evolution/revolution
* 5G applications and services

* Quantum computing — QKD...

* Active Information Sharing

* Etc.
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ISO/IEC JTC 1/SC 27/WG 4 N 4624

ISO/IEC JTC 1/SC 27/WG 4 "Security controls and services"
Convenorship: ILNAS
Convenor: Amsenga Johann Mr

Text for ISO/IEC 3rd CD 27400

Document type Related content Document date Expected action

Project / Draft Project: ISO/IEC CD 27400.2 2020-12-25 INFO

Information technology — Security techniques — Guidelines for security
and privacy in Internet of Things (loT)

(RN r.rl T Nl ot Y St ] 1 lu-



| % |
ISO/IEC 27400DFImlE. BARDID A R=-1> JNSA

o IoTHERYSRXFT A B—ERXDRBICHIE>TDOSA ITYA DIV (Gt o2, x5t 1BE - &6t &R - R<T)
(CHTdiEiTZEDD ELEBIC. —MFAHABDZODIL—IVEZEDIZED (FRESETHSHAR) o

4t IoTOHE%ZEEUE . EEENOTEEIUT(ICIZVNTS

i HASHEEDS . NEAELIZAEZS

. FENEEORISETS
T IOTOUATDEEHIS . Sppacricssizsemedss
2 po e . ORNBHEFCEIENI BRI ETS
=0 FONEEDETFS . REEDBEORIIN TR AR T3R5 495
B KA Vi) . BREROEEIRT 3 O AR A(TS

KEE . 2ZYNI—=5 L TOD %Egg%ﬁggggfﬁtﬂ(l*w hD—J3E#Ht 9D
Y&t WRZEZEZXS . REHEAEATS

o HBE-V-ABEEZETIORIARBZIERFI2
= . U —2EEI0TURIEIEIEL. BIHRE LT THBLEN
S ERRLBREEMEL. 170
1R<T [BERFEE - HBZ1T . 0TS 25 -H—ER (BT ZEEEDEE#RETS
o AfEEEMEREIEIEL . @Y)(CERMARZITS

© EEEEROPSR-MROERROY -EXOIBA - FIRZIEAS

Cn O - HIREICREONS
AFIREDIZHDIL—IL . [BALLE SOV TR EER)S
. RTINS ET AT




| 21 |
274000 X 1—7 LR JNSA

5 loT concepts and reference models SCOpe

51 G I . .

5.2 Cﬁgreazgteristics of 10T systems ThIS dOCU ment prOV|deS

5.3 Stakehold floT t " " : - -

T P ——— guidelines on risks, pr_muples
55 loT Service Lifecycle and controls for security and
5.6 Domain based Reference Model . .

6  Risk management for lIoT Systems privacy Of Internet Of ThlngS
6.1 | ducti .

2 Risk Soarces (IoT) solutions.

6.3 Risk scenarios and risks of an IoT system

7 Security and privacy controls

7.1 Security controls

7.1.1 General

7.1.2 Security controls for 10T service developer and IoT service provider
7.1.3 Security controls for 10T user

7.2 Privacy controls

7.2.1 General

7.2.2 Privacy controls for 10T device developer and 10T service provider
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loT Ser{vice
Providér &
loT Serivice
Develdper

|

(Ule)

Application &
Service Domain
(ASD)

I

Resource Access &
Interchange Domain
(RAID)

-——

I

Operations &
Management
Domain

Sensing & Controlling Domain (SCD)

NN N NN N N NN NN NN SN NN BN NN SN BN NN S S S

Physical Entity Domain (PED)

—/ \T__z__________
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Security controls for IoT service developer and IoT service provider

7.1.2.1
7.1.2.2
7.1.2.3
7.1.2.4
7.1.2.5
7.1.2.6
7.1.2.7
7.1.2.8
7.1.2.9
7.1.2.10
7.1.2.11
7.1.2.12
7.1.2.13
7.1.2.14
7.1.2.15

Policy for IoT security

Organization of IoT security

Asset management

Mobile device policy

Equipment and assets located outside physical secured areas
Secure disposal or re-use of equipment

Learning from security incidents

Secure IoT system engineering principles

Secure development environment and procedures
Security of IoT systems in support of safety
Security in connecting varied IoT devices
Verification of IoT devices and systems design
Monitoring and logging

Protection of logs

Use of suitable networks for the IoT systems

JNSA
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7.1.2.16 Secure settings and configurations in delivery of IoT devices and services
7.1.2.17 User authentication

7.1.2.18 Applying updates during operation

7.1.2.19 Sharing vulnerability information

« 7.1.2.20 Notification of risks and required actions

« 7.1.2.21 Security measures adapted to the lifecycle of IoT system and services
« 7.1.2.22 Guidance for IoT users on the proper use of IoT devices and services
« 7.1.2.23 Determination of security roles for stakeholders

« 7.1.2.24 Management of vulnerable devices

7.1.2.25 Management of supplier relationships for information security
7.1.2.26 Information security in IoT devices

Security controls for IoT user

« 7.1.3.1 Contacts and support service
« 7.1.3.2 Initial settings of IoT device and service
« 7.1.3.3 Deactivate unused devices

- 7.1.3.4 Secure disposal or re-use of IoT device
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789
790
791
792
793
794
795

796
797

798

799
800

801
802
803

7.1.2.11 Security in connecting varied IoT devices

Control-11 BHR11 (ZERBoTH R ZIER I DERDEF1IUFTv) DF

An IoT system should be designed and implemented to ensure and maintain security in connecting varied [oT
devices.

Purpose

To maintain security of IoT system in connecting varied IoT devices including those not necessarily verified
by the IoT service developer or the IoT service provider.

Audience:IoT service developer / IoT service provider

[oT Domain:Operations & Management / Application & Service / Resource Access & Interchange / Sensing
and Controlling

Guidance

The IoT service developer and the IoT service provider design and implement an [oT system and require the
IoT devices to meet defined specifications. The IoT devices are tested as components of the IoT system.

There is possibility that the [oT devices not yet tested as components of the [oT system are adopted. This is
possible because testing all of the new models of supported devices can be impracticable. Or, [oT users, as
consumers, can choose the devices available at market.
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loT Cybersecurity Certification

DHS > D&
CTIA: the U.S. wireless communications industry
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New Wireless Industry Cybersecurity Tool

CTIA Certification announces loT Cybersecurity
Certification Program

* Developed in collaboration with wireless providers, technology companies, and
certification test labs

* Program will certify cellular- connected loT devices, including those that connect to
Wi-Fi (L7 — B DIoTHEE DA% )

* Highly experienced third-party test labs will perform the testing certification

* Builds on CTIA Certification’s 25-year history of wireless device certification and
testing programs

* Test labs began accepting devices for certification on October 29, 2018 (fi#E )

©CTIA2018
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Three Types of Certification

loT device manufacturers may seek one of three types of certification
depending on sophistication of device and security characteristics needed:

Level 1.-.Core Level 2.- Enhanced.. Level 3 - Advanced
In-home cellular personal ERS Connected streetlight Perishable goods tracking device
(£ RENEE)
Consumer drone Industrial router Blood glucose monitoring meter
(MAEMEEZA—A—-4—)
GPS tracker Home security console Water, gas, electricity meters
Traffic monitor Smart home controller Industrial LTE gateway

GPS dog collar Mobile payment devices Secure services gateway

©CTIA2018
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Test Elements

(7R FDE

*. ®

)

loT Cybersecurity Certification Program test elements:

Level 1 - Core

....................................................

* Terms of Service and

Privacy Policy

* Password management

e Authentication test
* Access controls

e Patch management
» Software upgrades

...............................................................

Includes Level 1
elements

Audit log

Encryption of data in
transit

Multi-factor
authentication

Remote deactivation
Secure boot
Threat monitoring

loT device identity

co

..........................................

Includes Level 2 elements

Digital signature validation
Encryption of data at rest

Tamper resistance

Design-in features

©CTIA2018
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Key Benefits

loT Cybersecurity Certification Program:

* Creates an industry benchmark for loT security on wireless networks
(7TAVYLRAZy FT—7TDloTEF 12U T 4 DERRYFT—7 DETE)

* Builds on 10T security recommendation from NTIA (National Telecommunications

and Information Administration) and NIST
(NTIA/NISTA S DloTEF 2V T 4 B1EICE DL THEE

* Helps protect consumers and wireless infrastructure, while creating a more secure

foundation for smart cities, connected cars, mHealth, and other IoT applications
(R¥—=bF> T4, AFT7 Ty FH— mHealth, ZDDIT7 75— a>nkl)
TEHREBABBELLNS, BHEEELTAVLIAA VI TIRMNIVF ¥ DREZTIR)

©CTIA2018


https://www.ntia.doc.gov/
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loT Cybersecurity Certification Processes

B
%@

loT device vendor creates
new device

Device vendor submits a request for
certification via

the CTIA Certification LLC database
at ctiacert.org/

Device vendor selects a Test Lab that
has been authorized by CTIA
Certification LLC

Authorized Test Lab tests the device
based on the level of certification
chosen by the device vendor

Authorized Test Lab and device vendor
each submit required documentation to
the certification database upon
completion of testing

CTIA Certification LLC ensures all
requirements have been met

CTIA Certification LLC sends certification
notice to the loT device vendor

©CTIA2018
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