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NiCTeEerRE %t (2005-2018)

: : =N: =N:(l1= Kb D 0D 4 BE %A %281 Kb

2005 3.1 1.6/ 19,066
2006 8.1 W10H 17,231
2007 $919.91% 107 19,118
2008 #22.918 Wi12Aa 22,710
2009 #935.712 W12/ 36,190
2010 #956.5(2 Wi12Aa 50,128
2011 945442 W127 40,654
2012 w7782 W19A/ 53,085
2013 9128812 W2173 63,655
2014 #256.612 w247 115,323
2015 #9545.11= 287 213,523
2016 91,2811 307 469,104
2017 91,5042 #9307 559,125
2018 #2,12118 #3075 789,876
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Surveillance camera
— |P camera
— DVR

Network devices

— Router, Gateway

— Modem, bridges

—  WIFI routers

— Network mobile storage

— Security appliances
Telephone

— VolP Gateways

— IP Phone

— GSM Routers

— Analog phone adapters
Infrastructures

— Parking management system

— LED display controller

Control system

— Solid state recorder

— Sensors

— Building control system (bacnet)
Home/individuals

— Web cam, Video recorders

— Home automation GW

— Solar Energy Control System

— Energy demand monitoring system
Broadcasting

— Media broadcasting

— Digital voice recorder

— Video codec

—  Set-top-box

— Heat pump
— Fire alert system
— Medical device(MRI)

— Fingerprint scanner

NOTE: Devices are inferred by telnet/web banners
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445/TCP 23/TCP loTH#Es (Web/1 X 5%)

o G G
‘ 80/TCP
| 4%

/ 80/TCP WebH—/X (HTTP)
22/TCP

oo/iop | OTHE (L—5%)
4%

Other Ports

41%
L —/\ (SSH)

52869/TCP | loT#2as (h—LIL—5%)

81/TCP loTHgs (R—LIIL—5%)

8080/TCP | loTHkzs (Webh X 5%)
2323/TCP | loTHgs (Webh X 5%)

Androidtéas
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Mirai

Carna

Chuck Norris Botnet
Botnet
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EIRADELZSImAK (2017)

® ® ® 23/tcp (telnet)
v 201758~ v 2017FE68~ v 2017F118A~
v Windows (WannaCry) v ERE/NAIJLIL—F v ERR—LJ)L—F

. = MFE] -7 -
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MikroTik RouterOS (crypto jacking)
DASAN Networks GPON Router (hajime)

8291 /tcp

3/29:620,000 P7EL2)  80Q/tCp

¢

(5/19: 510,000 IP7 R L )

‘ NUUO DVR (mirai)

BlueStacks Android Emulator

8181 /tcp

(4/25: 130,000 IP7 F L X)

4
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- https://www.itmedia.co.jp/news/articles/1906/23/news012.html
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