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1 Scope

2 Normative references

3 Terms, definitions and abbreviations

4 General
4.1 Structure of this document
4.2 Application of ISO/IEC 27001:2013 requirements
4.3 Application of ISO/IEC 27002:2013 guidelines
4.4 Customer

5 PIMS-specific requirements related to ISO/IEC 27001

5.1 General 5.2 Context of the organization
5.3 Leadership 5.4 Planning
5.5 Support 5.6 Operation
5.7 Performance evaluation 5.8 Improvement
6 PIMS-specific guidance related to ISO/IEC 27002
6.1 General 6.2 Information security policies
6.3 Organization of information security 6.4 Human resource security
6.5 Asset management 6.6 Access control
6.7 Cryptography 6.8 Physical and environmental security
6.9 Operations security 6.10 Communications security

6.11 Systems acquisition, development and maintenance

12 Supplier relationships management

13 Information security incident

14 Information security aspects of business continuity management
15 Compliance
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7 Additional ISO/IEC 27002 guidance for PII controllers

7.1 General 7.2 Conditions for collection and processing
7.3 Obligations to PII principals 7.4 Privacy by design and privacy by
default

7.5 PII sharing, transfer, and disclosure
8 Additional ISO/IEC 27002 guidance for PII processors
8.1 General 8.2 Conditions for collection and processing
8.3 Obligations to PII principals 8.4 Privacy by design and privacy by default
8.5 PII sharing, transfer, and disclosure

Annex A PIMS-specific reference control objectives and controls (PII Controllers)
Annex B PIMS-specific reference control objectives and controls (PII Processors)
Annex C Mapping to ISO/IEC 29100

Annex D Mapping to the General Data Protection Regulation

Annex E Mapping to ISO/IEC 27018 and ISO/IEC 29151

Annex F How to apply ISO/IEC 27701 to ISO/IEC 27001 and ISO/IEC 27002
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ISO/IEC TS 27100, Information technology —
Cybersecurity — Overview and concepts
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ISO/IEC TS 27101, Information technology —
Cybersecurity — Framework development guidelines
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Table 1 — Identify categories

Category

Description

References

Business environment

The organization’s objectives,
stakeholders, and activities are
understood and used to inform
roles, responsibilities and risk
management decisions. Compre-
hensive security measures are
necessary covering the company
itself, its group companies, busi-
ness partners of its supply chain
and IT system control outsourcing
companies.

ISO/IEC 27001:2013, Clause 4
ISO/IEC 27001: 2013, Clause 5
ISO/IEC 27036 (all parts)
ISO/IEC 20243:2015, Clause 4
IEC 62443-2-1:2010,4.2.1

ISO 31000:2009, 5.3

Risk assessment

The organization understands the
risks to the organization’s opera-
tions and assets. The management
are required to drive cybersecuri-
ty risk measures considering any
possible risk while in proceeding
with the utilization of IT.

ISO/IEC 27001:2013, Clause 6
ISO/IEC 27014

ISO/IEC 20243:2015, Clause 4
IEC 62443-2-1:2010, 4.2

ISO 31000

ISO/IEC 38505

Risk management strategy

An organization’s approach, the

management Components and
resnnrees tn he annlied tn the
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Information security risk management
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® Information technology — Security techniques —
Sector—specific application of ISO/IEC 27001 —
Requirements
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