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[ https://dena.com/intl/anime-generation/ ]
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[ https://www.tesla.com/jp/blog/tragic-loss ]
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[ https://dms.ntsb.gov/pubdms/search/hitlist.cfm?docketID=59989 ]
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[ http://www.dailymail.co.uk/news/article-3677101/Tesla-told- g e o] -
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[ https://www.recode.net/2018/3/21/17149428/uber-self-driving-fatal-accident-video-tempe-arizona ]
HEIATDMENZTDEEFHTWSADTEIER

B ADE LNGEL] CEREEERSNEEHDITHT 5
VI b7 ORI HD o5 L

[https //glgazme net/news/20180508-uber-fatal-crush-software-bug/ |

[ https://techcrunch.com/2018/05/24/uber-in-fatal-crash-detected-pedestrian-
but-had-emergency-braking-disabled/ ]
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[ https://www.theguardian.com/technology/2015/jul/01/google-sorry-racist-auto-tag-photo-app ]

[ https://www.theguardian.com/technology/2018/jan/12/google-racism-ban-gorilla-black-people ]
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z Sgn(Va/(0,.2.9))  on(ve(0.2.4)) [ BTt : Goodfellow et al., Explaining and
“panda” “nematode” “gibbon” Harnessing Adversarial Examples, 2015 ]
57.7% confidence 8.2% confidence 99.3 % confidence
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EEE[ED — &I 1E7 VDL TESED
7 —2—?5;%; Eﬁ BREOI T
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[E%@—g . Ackerman, Slight Street Sign [ Bl{R7T © Wicker et al., Feature-Guided
Modifications Can Completely Fool Black-Box Safety Testing of Deep Neural
Machine Learning Algorithms, 2017 ] Networks, 2018 ]
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mTwitter BotiC KA ABYIHES

mERPHOXREIEAFEZ [#HA ]l I—YHL

If you guessed, “It will probably become really racist,” you've clearly spent
time on the Internet. Less than 24 hours after the bot, @TayandYou, went
online Wednesday, Microsoft halted posting from the account and deleted

several of its most obscene statements.

The bot, developed by Microsoft’s technology and research and Bing teams,
got major assistance in being offensive from users who egged it on. It
disputed the existence of the Holocaust, referred to women and minorities
with unpublishable words and advocated genocide. Several of the tweets
were sent after users commanded the bot to repeat their own statements,

and the bot dutifully obliged.

TECHNOLOGY

Microsoft Created a Twitter Bot to Learn
From Users. It Quickly Became a Racist Jerk.

By DANIEL VICTOR MARCH 24, 2016

TECHNOLOGY  Microsoft Created a Twitter Bot to Learn From Users. It Quickly Became a Racist Jerk.

1_ ==

Tweets Tweets & replies

TayTweets

@TayandYou Pinned Tweet

Tay’s Twitter account. The bot was developed by Microsoft’s technology and research and Bing teams

[ https://www.nytimes.com/2016/03/25/technology/microsoft-created-a-twitter-bot-to-
learn-from-users-it-quickly-became-a-racist-jerk.html ]
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NEAE iz AEAREIA—S LA BEREES deRss ~S OB FE=A> EE - BR FoJC

F/7/)0%— 2018%10811H / 15:30 / 1H#l

5 PV IUDA I ERITED. TiiEE
Bl DORIEEET

Jeffrey Dastin 2 ATED ¥y f

[(D>D5>2 A3 108 O49—]1 -KrIXV> - By b« OA(AMZN.O)H IR
D THESHTEEA D (ATHRE) ZEFEAUEAMBEAS AT AR, T rERd 580D
HZBEmO MDA L, ERTEDHSEBERICIE DIz,

[ https://jp.reuters.com/article/amazon-jobs-ai-analysis-idJPKCNTMLODN ]
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T ERT o
(A A=) EFIETLTUW

[ Ribeiro et. al., " Why Should | Trust You?":
Explaining the Predictions of Any Classifier, KDD'16 ]

(a) Husky classified as wolf (b) Explanation

uEDIRERHABE(C

IZoTeh a3t L CHTe
EVERIZETIE, Al &
WORBERIEFE>TWVWTEH
MEERLHIHFTHEL

[ Koh et. al., Understanding Black-box Predictions
via Influence Functions, ICML'17 ]

Test image

Helpful train
dog image
(Inception)

RBF SVM

Inception
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[ http://free-photos.gatag.net/ ]
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World (Environment) Machine
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[ Zave et al., Four Dark Corners of Requirements Engineering, 1997 ]

R |+ enter BE[EE = pay BEEHK

- pay DEEZEHM LTS, unlock 5
« push DEEZEZEM LIS, lock 5

[ B : http// 0
www.fujitaka.com/ ]
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[ Zave et al., Four Dark Corners of Requirements Engineering, 1997 ]

ml R |+ enter B4EEE < pay FLEEIK

< |* pay DEEZRE LTS, unlock T4
« push DEEZEZEM LIS, lock 5
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[ https://uwaterloo.ca/waterloo-intelligent-systems-engineering-
lab/projects/assuredai-safety-assurance-ai-based-automated-driving ]
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A1 bt L WKRH7Z RN

[ Zinkevich, Rules of Machine Learning: Best Practices for ML Engineering, 2016 ]
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uf . BEENGEANI IR BES) EEXEDODHAHA L
Vo R (0)yoXRE) CEOBEIEESDH, AIZIEXH R
CHEEECLTHER (ABTRN) T35LE5KE37

[ Breck, What's your ML Test Score? A rubric for ML production systems, 2016 ]
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[ Sculley et al., Machine Learning: The High-Interest Credit Card of Technical Debt, 2014 ]
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[ Pei et al., DeepXplore: Automated Whitebox Testing
of Deep Learning Systems, 2017 ]

B{R7T . [Tian et al., DeepTest: Automated Testing of

“stop” “80m speed limit” “go right”

Deep_Neu ra |‘NetW0rk‘d rven AUtonomous Ca r's, 201 8 ] to “30m speed limit” to “30m speed limit” to "5;’0 straight”

EfR7T . [Huang et al., Safety Verification of Deep Neural Networks, 2017 ]
[ Mirman et al., Differentiable Abstract Interpretation for Provably Robust Neural Networks, 2018]
[ Dreossi et al., Compositional Falsification of Cyber-Physical Systems with Machine Learning Components, 2017 ]

2019/2/1 f-ishikawa@JNSA 39



HEHhic



BbHY|(C CF21 T ICEDTHRDSEBEE D/
X7 EBEPBEEARG EDER
INETEFRELED FMERETIEEL?
VI TT7ICHODDEANRDYROTES
PYENTBEDDTETEDNEEDITENTVS
REEHDONDORER TCOERPZEYE, 1 ORENZ
mEDIEK, BREREY - ARG E PR,
I&GR & AREEIC K AR FREH P, % IAIRE,
HNFOEMR - TFA, EeEgE LR - B
IREMEDOHFHEE (&RBE(LF) \DIFE,
SITRAREEY 7 A b Bt (AJ1ERK - U=V IV)
EVDTeTENDETDINZG ZA LY T I,
ELATTYHNTWEELLD !




