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ISO/IEC TS 27100, Information technology —
Cybersecurity — Overview and concepts
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ISO/IEC TS 27101, Information technology —
Cybersecurity — Framework development guidelines
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ISO/IEC TR 27103:2018 Information technology ——
Security techniques —— Cybersecurity and ISO and
IEC Standards
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Table 1 — Identify categories

Category Description References

Business environment The organization’s objectives, ISO/IEC 27001:2013, Clause 4
stakeholders, and activities are )

understood and used to inform ISO/IEC 27001: 2013, Clause 5

roles, responsibilities and risk ISO/IEC 27036 (all parts)

hma“‘"‘.‘gement decisions. Compre- |0 /1p 90243:2015, Clause 4
ensive security measures are

necessary covering the company |IEC 62443-2-1:2010, 4.2.1

itself, its group companies, busi- _

ness partners of its supply chain 150 31000:2009, 5.3

and IT system control outsourcing

companies.

Risk assessment The organization understands the |ISO/IEC 27001:2013, Clause 6
risks to the organization’s opera-

tions and assets. The management ISO/IEC 27014
are required to drive cybersecuri- |ISO/IEC 20243:2015, Clause 4

ty risk measures considering any _
possible risk while in proceeding IEC 62443-2-1:2010, 4.2

with the utilization of IT. ISO 31000
ISO/IEC 38505
Risk management strategy An organization’s approach, the ISO/IEC 27001:2013,9.3

management componentsand ;40 /1p¢ 20243:2015, Clause 4
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ISO/IEC 27102 Information technology — Security
techniques — Information security management
guidelines for cyber insurance
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@ISO/IEC 27007:2017 Information technology — Security
techniques — Guidelines for information security
management systems auditing
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techniques — Requirements for bodies providing audit and
certification of information security management systems
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@ISO/IEC 27013:2015 Information technology — Security
techniques — Guidance on the integrated implementation
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@ISO/IEC 27019:2017 Information technology — Security
techniques — Information security controls for the energy

utility industry
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