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[ https://www.exploit-db.com/exploits/37169/
Opt::RPORT(52869) # port of UPnP S0AF webinterface
. self.class
end

def check
begin
res = send request cgii{
‘uri® =» "fplcsdesc.xml’

I
if res &% [288, 381, 3682].include?(res.code) && res.headers['Server'] =~ /minlupnpdi/1.8 UPnPY/1.8/

return Exploit::CheckCode::Detected
end
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(D N S am plﬁé) Thet\o'l;lm[(:p :ﬁalware is:he hﬁain sdan;ple us.‘:: :: tTe c;n;;;jligj and is dep(ioye:‘a: a firsbt szaged ‘
b\‘ﬁﬁgg ént L \ 5 Se\‘:eral ;)nline resources. The main differences we observed are:
5|F3: Check Pont, loTroop Botnet: The Full Investigation,
https://research.checkpoint.com/iotroop-botnet-full-investigation/
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GET /
POST /command.php cmd = cat /var/passwd D-Link DIR300/DIR600
GET /system.ini GoAhead HTTP server
GET /upgrade_handle.php uploaddir = ";echo nuuo NetGear Surveillance
123456;'
cmd = writeuploaddir
POST /board.cqgi cmd = cat /etc/passwd Vacron NVR
POST /hedwig.cgi cookie:uid=gDxppsreSd D-Link 850L
POST lapply.cgi Linksys E1500/E2500
GET /setup.cgi todo=syscmd NetGear DGN DSLES A
] < currentsetting.htm=1
AESsERF++ > D cmd=echo dgn 123456
DM N next_file=netgear.cfg
curpath=/
GET /cgi-bin/user/Config.cgi AVTech IP cameras, DVRs and NVRs
GET /shell
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