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The full code for this blog, including SAM templates—can be found at the samljs-serverless-sampl
GitHub repository. We highly recommend you use the SAM templates in the GitHub repository to
create the resources, opitonally you can manually create them.

Want to enable SAML federated authentication? You can use the AWS platform to exchange SAML
assertions for short-term, temporary AWS credentials.

When you build enterprise web applications, it is imperative to ensure that authentication and
authorization (AuthN and AuthZ) is done consistently and follows industry best practices. At AWS,
we have built a service called Amazon Cognito that allows you to create unique Identities for users
and grants them short-term credentials for interacting with AWS services. These credentials are tie
to roles based on IAM policies so that you can grant or deny access to different resources.

In this post, we walk you through different strategies for federating SAML providers with Amazon
Cognlto Addltlonally, you can federate with different types of |dent|ty pro\.rlders (IdP). These IdPs
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Want to enable SAML federated authentication? You can use the AWS platfnrm to exchange SAML
assertions for short-term, temporary AWS credentials.
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