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= The economic benefits of standardization are estimated to account
for around 1% of gross domestic product (GDP)*.

= The economic benefits of standardization are estimated to account
for around 16 billion € per year for Germany**.

=

*) result of a joint study carried out by the German,
Austrian and Swiss associations for standardization.

**) result of a study carried out by TU Dresden.



— International standards bodies (e.g., ISO, ITU-T,
ETSI) have formal processes

* Procedures and processes take time

* Progress in streamlining the time for standards
approvals

— |ETF processes are less formal

 Number of participants, transparency of the
processes have sometimes slowed the work

— Industry groups and consortia focus on specific
technologies and applications

* Focus has allowed work products to be
produced rapidly, although limited in scope

 Maintenance?
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ITU-T Security for Telecom in SG17
Eorum: for the specific objective

Secure Networking (Arc, NGN..

; OMA
Cyber Security for Telecom DRM
Security Management for Telecom WPKI/WTLS
Telebiometorics Telecom
AP Security (Web,Mobile,Home) 3GPP2
IEEE: for Chip vender ernet Security Technologies
AAA PKI SSL/TLS IPsec Internet
IEEE802.1x S/MIME
IEEE P1363
Encryption Algorithms Authentication mechanism
Elementary

Information Security Management for general
Key management @
IC Card security

Technologies

Common Criteria for products security@




ISO/IEC JTC 1/SC 27: Information technology -
Security techniques
— Standardization of generic IT security services and
techniques
ETSI SAGE: Security Experts Group -
— Creates reports (which may contain confidential m(( j))
specifications) in the area of cryptographic algorithms
and protocols specific to public/private
telecommunications networks

IEEE P1363: Standard Specifications for Public-Key ¢ IEEE
Cryptography
NIST: National Institute of Standards and Technology _NSr

Standards ond Technology

— Issues standards and guidelines as Federal Information
Processing Standards (FIPS) for use by the US
government

“ANSI
ANSI X9F: Data & Information Security x-
— Standards for the financial services industry



IETF: Internet Engineering Task Force

— IP Security Protocol, Transport Layer Security, S+
Public-Key Infrastructure (X.509), SIMIME Mall 1 E /1-/ F
Security,...

ITU-T: International Telecommunication Union

— X.509 (Public-key certificates), H.235 (Security and
encryption for H-Series multimedia terminals), X.841,
X.842, X.843, ...

ETSI
— GSM, 3GPP, TETRA, TIPHON, SPAN, TISPAN, ...

IEEE 802.11: (Wireless) LANs
— 802.11i, 802.1X, ...
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ISO — International Organization for
Standardization

« Worldwide federation of national standards bodies from
157 countries, one from each country, e.g.,

— JISC - Japanese Industrial Standards Committee
(Www.]iSC.g0.|P)

* |SO was established in 1947 (www.is0.0rq)

e 3.093 technical bodies
— 201 technical committees (TCs)
— 542 subcommittees (SCs)
— 2.287 working groups (WGS)

. 1SO (IS)

— 17.041 standards and standards-type documents
— 1.105 (57.477 pages) published in 2007



1ISO —

2 Maturity level / state of standardization
' — Study Period / New Project (NP) |

— Working Draft (WD) |

— Committee Draft (CD/FCD) WD
e 3 month CD ballot(s) v
* 4 month FCD ballot
— Draft International Standard (DIS/FDISY|_Final CD

» 2 month FDIS ballot ’
« no more comments at this stage 4 FDIS

A 4

— International Standard (1S) IS
* review every 5 years
 or after 'defect report’

*) one vote per P-member

e 2 month NP letter ballot*) P NP \

X<| CcD [

average development time 2.8 years



ISO/IEC — Fast Track Process

Motivation

e Process

— Submission by a JTC 1 member organization or a recognized
PAS submitter (PAS = Publicly Available Specification)

— 6 month NB ballot (as DIS)

 at least two thirds of the P-members voting need to
approve /

e not more than one-quarter of the votes may be negative

/ |

— Ballot Resolution
_ _ 4| DIS
« assignment of the project to a SC
e appointment of Project Editor Ié

« establishment of a ballot resolution group
_‘!-rcmn!g — Publication



ISO/IEC




ISO/IEC JTC 1 “Information Technology”
Security Related Sub-committees

SC6 Telecommunications and information exchange between
systems

SC7 Software and systems engineering

SC 17 Cards and personal identification

SC 25 Interconnection of information technology equipment

SC 27 IT Security techniques

SC 29 Coding of audio, picture, multimedia and hypermedia

iInformation

SC31 Automatic identification and data capture techniques

SC 32 Data management and interchange

SC 36 Information technology for learning, education and training

SC 37 Biometrics

B2JTC1E®



SC 27 - Scope

. ICT

— ICT
ISMS

— CC




SC 27 -

ISO/IEC JTC 1/SC 27 SC 27
IT Security techniques Secretariat
Chair: Mr. W. Fumy DIN
Vice-Chair: Ms. M. De Soete Ms. K. Passia

Working Group 1} Working Group 2| Working Group 3| Working Group 4 Working Group 5

Information Cryptography Security Security controls Identity
security and security evaluation and services management

management mechanisms criteria and privacy
systems technologies
Convener Convener Convener Convener Convener

Mr. T. Humphreys§ Mr. K. Naemura Mr. M. Ohlin Mr. M.-C. Kang | Mr. K. Rannenberg




SC 27

Brazil |

China

Canada |

Japan

founding P-Members (in 1990)

FW South Africa Kenya Costa Rica
eration
Korea ne Malaysia New Zealand Uruguay Venezuela
Australia public India ourg Singapore Sri Lanka W
1994 1996-1999 2001 2002 2003 2005-2006 2007-2008
additional P-Members (total: 37)

« O-members (total: 14):
Argentina, Belarus, Estonia, Hong Kong, Hungary, Indonesia,
Ireland, Israel, Lithuania, Romania, Serbia, Slovakia, Thailand,

Turkey




WG 1
— Information Security Management Systems

‘WG 1
—|SO/IEC 27000 family

ISMS
— ISMS
e ITU-T (Telecommunications)
¢ ISOTC 215 (Healthcare)
¢ ISO TC 68 (Financial Services)

¢ ISOTC 204 (Transportation)
« World Lottery Association (Gambling)




ISO/IEC 27000 — ISMS

ISO/IEC 27001
ISMS Requirements

ISO/IEC 27005
Information Security
Risk Management

ISO/IEC 27000
ISMS Overview and Vocabulary

ISO/IEC 27002 (pka 17799) ISO/IEC 27004

Code of Practice Information Security
Management Measurements

ISO/IEC 27006
Accreditation Requirements ISO/IEC 27003
ISMS Implementation Guidance

ISO/IEC 27007

FEEatEingTClidance supports, adds value, contributes and gives advice on

ISO/IEC 27001 requirements and their implementation :




ISO/IEC 27010

New WD on

sector to sector interworking and communications for
iIndustry and government

Result of a Study Period on Critical Infrastructures
Confusion at the last meeting — no new draft available, only
a Dispo of Comments

Scope: This International Standard provides guidance for
Information security interworking and communications
between industries in the same sectors, in different industry
sectors and with governments, either in times of crisis and to
protect critical infrastructure or for mutual recognition under
normal business circumstances to meet legal, regulatory and
contractual obligations.



ISO/IEC 27012

* A new standard containing
ISMS guidelines for e-government — 1st WD

« The scope of this Standard is to define guidelines
supporting the implementation of Information Security
Management (ISM) in e-government services

 To provide guidance to the Public Administration on
how to adapt 27002 controls and processes to specific
e-government services and legally binding procedures



NP Information security governance framework

« A NWIP for IS governance

 Scope:

Help meet corporate governance requirements related to information security
Align information security objectives with business objectives

Ensure a risk-based approach is adopted for information security management
Implement effective management controls for information security management
Evaluate, direct, and monitor an information security management system
Safeguard information of all types, including electronic, paper, and spoken
Ensure good conduct of people when using information



SC 27 Standards — Cryptographic
Techniques (WG2)

Entity Non- Time
Authentica Key Mgt Repudiatio | Stamping
tion (IS 11770) n Services
(IS 9798) (IS 13888) | (IS 18014)

Cryptographic
Message Check Techniques | signatures | Signatures

P Authentica | Character based on giving Msg with
Functions . e .
tion Codes | Systems [ Elliptic Curves | Recovery | Appendix

(1S10118) | (so797) | (1S7064) | (1S15946) | (S9796) | (IS 14888)

Biometric || Authentica Random Prime

Template ted MIOEIES O Encryption Bit Number

: . Operation . :
Protection | Encryption (IS 10116) (IS 18033) Generation | Generation

(NP 24745) | (IS 19772) (IS 18031) | (IS 18032)




WG2

MAC 9797

(10118)

(18033)

- 9796
- 14888
15946-5)
18031) (18032)



>~ ISO/IEC 18033 — Encryption Algorithms
Part 1: General, 2005 « Part 3: Block Ciphers, 2005
Part 2: Asymmetric Ciphers, 2006 — 3-DES (two- and three-key
— RSA-ES (OAEP) variant)
— HIME(R) — MISTY1 (Mitsubishi
— RSA-KEM (Key Encapsulation Electric, Japan)
Mechanism) — CAST-128 (Entrust,
— ECIES-KEM (Elliptic Curve Canada)
Integrated Encryption Scheme) — AES / Rijndael (NIST)
— PSEC-KEM (DH based) — Camellia (NTT and
— ACE-KEM (DH based) Mitsubishi Electric, Japan)
algorithm block length key sizes — SEED (KISA, Korea)
3-DES 64 112 or 168 |
MISTY1 o 128 « Part 4: Stream Cl!oher§, 2005
CAST-128 - 128 — MULTI-SO01 (Hitachi,
Japan)
AES 128 128, 192 or 256
" 5 — plus several keystream
Camellia 128 128, 192 or 256 generators
SEED 128 128




WG2

(9798)

13888)

11770)

(18014)



WG2

(19772)
Signcryption(29150)
NWI

11770-5)



WG 3 — Security Evaluation

Systems Security
Engineering — Capability
Maturity Model
(1S 21827)

Methodology for IT
Security Evaluation
(IS 18045)

Framework for Security

Evaluation & Testing of

Biometric Technology
(TR 19792)

Framework for IT Security Assessment of
Security Assurance Operational Systems
(TR 15443) (TR 19791)

Guide on the Production
of Protection Profiles &
Security Targets
(TR 15446)

Protection Profile
Registration Procedures
(IS 15292)

Evaluation Criteria for IT | Security Requirements
Security for Cryptographic
(“Common Criteria”) Modules
(IS 15408) (IS 19790)




Recent SC 27 Publications — WG 3

— ISO/IEC 15408: Evaluation criteria for IT security —
e Part 1: Introduction and general model, 3" edition 2009e.
« Part 2: Security functional components, 3" edition 2008e.
« Part 3: Security assurance components, 3" edition 2008e.

— ISO/IEC TR 15443: A framework for IT security
assurance —
e Part 3: Analysis of assurance methods, 2007.

— ISO/IEC 18045: Methodology for IT security
evaluation, 2" ed. 2008e.

— ISO/IEC 19790: Security requirements for
cryptographic modules, 2006.

— ISO/IEC 24759: Test requirements for cryptographic
modules, 2008e.

JTC1=

A K

:;, o [
2
i 7



WG 4 — Security Controls and Services

ICT Readiness for
BC, DR, & ER

Cyber Security

Network Security

Application Security

TTP Services Security

Forensic Investigation

= |ISO/IEC 27031 Business Continuity (2 parts)
= ISO/IEC 27035 Incident Management

Anti-Spyware, Anti-SPAM, Anti-Phishing, ...
= |ISO/IEC 27032

ISO/IEC 18028 revision = ISO/IEC 27033 (7 parts)

= ISO/IEC 27034 (n parts)

includes outsourcing and offshoring security

future NP



CyberSecurity

Cyberspace, while not existing in any physical form, is a complex
environment resulting from the interaction of people, software and
services on the Internet by means of technology devices and
networks connected to it.

The complex environment encompasses the interconnecting
networks and systems as well as any ICT devices belonging to
different organizations and service providers that allow for the flow
of information.

However, there are security issues that are not covered by current
iInformation security, Internet security, network security and ICT
security best practices because there are gaps between these
domains.

Cyberspace security, or Cybersecurity, is about the security of the
Cyberspace, providing guidance to address issues arising from the
gaps between the different security domains in the Cyberspace
environment while at the same time providing an infrastructure for
collaboration.



Network Security

ISO/IEC 27033( )

ISMS ISO/IEC 27001/27002
Network Security

Network Security

18028
ISMS Network Security 2005/4 2006/7 ISO/IEC
18028 (Partl Partb)

ISO/IEC 27033

Network
Network Security



Network Security

— Partl
— Part2
— Part3
— Part4
— Part5
— Part6
— Part7/

Part4

Network Security
Network Security
Network

Security Gateway
VPN

IP convergence(VolP)
Wireless



— Partl Network Security
* Network Security
* Network Security
* Network Security
* Network
* Network Security
o 27033

— Part2 Network Security
. / Network Security

— Part3 Network

. BtoB
to C Network Security



Network Security

Partl Network Security

Part2 Network Security » Part3 Network
o4 ! '
|| Partd Security Partb VPN Parte IP Part7 Wireless i
| Gateway convergence(\Vo |
| IP) |



27034

15408
- Protection Profile) :
EAL) ‘

15408 1




ISO/IEC 27034

ASM Application Security Measures
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WG 5 — ldentity Management & Privacy

Technologies

« WG 5 covers the development and maintenance of
standards and guidelines addressing security aspects of
iIdentity management, biometrics and the protection of
personal data. This includes:

— Current projects

« A framework for Identity Management (ISO/IEC WD 24760)
Biometric template protection (ISO/IEC WD 24745)
Authentication context for biometrics (ISO/IEC CD 24761)
A privacy framework (ISO/IEC WD 29100)
A privacy reference architecture (NP 29101)
« Authentication assurance (ISO/IEC WD 29115)

— ldentification of requirements for and development of
future standards and guidelines in these areas.

2 | M ITU-T
R



SC 27 —

«SC 27 is responsible for

—~ 90 projects, including ~ 45 active projects

*Between 1990 and today, SC 27 has published

— 70+ International Standards (IS) and Technical Reports (TR)

*Next Meetings
—April 2009 China WGs & Plenary

More Information & Contact
—http://www.jtclsc27.din.de/en  SD7: Catalogue of SC 27 Projects &

Standards
—SC 27 Secretariat: Krystyna.Passia@din.de
—SC 27 Chairman: Walter.Fumy@siemens.com

—SC 27 Vice Chair: Marijke.DeSoete@pandora.be







ITU Plenipotentiary Conference
Resolution PLEN/2
_ ITU

Plenipotentiary Resolution 130 (2006),

Strengthening the role of ITU in building
confidence and security in the use of information
and communication technologies — Instructs
Director of TSB to intensify work in study groups,
address threats & vulnerabillities, collaborate, and
share information

Plenipotentiary Resolution 149 (2006),

Study of definitions and terminology relating to
building confidence and security in the use of
iInformation and communication technologies -
Instructs Council to study terminology




ITU-T World Telecommunications
Standardization Assembly (WTSA)

50, Cyberscecurity
- Evaluate existing and evolving new Recommendations with respect to their
robustness of design and potential for exploitation by malicious parties

/

- Raise awareness of the need to defend against the threat of cyber attack

52, Countering and combating spam
- Study Groups, in cooperation with other relevant groups, to develop as a
matter of urgency technical Recommendations on countering spam

- Report on international initiatives for countering spam

- Member States to take steps within their national legal frameworks to ensure
measures are taken to combat spam



ITU Global Cybersecurity Agenda (GCA)
— A Framework for international cooperation on cybersecurity
— ITU response to its role as sole Facilitator for WSIS Action Line C5

— Five key work areas: Legal Measures, Technical and Procedural
Measures, Organizational Structures, Capacity Building,
International Cooperation

— World renowned Group of High-Level Experts (HLEG)

+ Report of the chairman of the HLEG to ITU Secretary-General
contains recommendations in each of the five work areas

ITU-D Work on Cybersecurity

— ITU-D Study Group 1 Question 22/1: Securing information and
communication networks: Best practices for developing a culture of
cybersecurity

— ITU-D Programme 3 ITU Cybersecurity Work Programme to Assist
Developing Countries



o ISO/IEC/ITU-T Strategic Advisory Group Security

— Oversees standardization activities in ISO, IEC and ITU-T relevant to
security; provides advice and guidance relative to coordination of
security work; and, in particular, identifies areas where new
standardization initiatives may be warranted.

» Portal established
» Workshops conducted

e Global Standards Collaboration

— ITU and participating standards organizations exchange information on
the progress of standards development in the different regions and
collaborate in planning future standards development to gain synergy
and to reduce duplication. GSC-13 resolutions concerning security
Include:

— GSC-13/11 — Cybersecurity

— GSC-13/04 — Identity Management

— GSC-13/03 — Network aspects of identification systems

— GSC-13/25 — Personally Identifiable Information Protection



ITU-T

e Study Group 17
— ITU-T

e SG17 SG
— SG 4 for TMN security - SG 2
— SG 9 for IPCablecom security
— SG 13 for NGN security
— SG 16 for Multimedia security

SG



ITU-T Study Groups SG)

SG2 Operational aspects of service provision, networks and
performance

SG 3  Tariff and accounting principles including related
telecommunications economic and policy issues

SG4  Telecommunication management

SG5  Protection against electromagnetic environment effects

SG 6  Outside plant and related indoor installations

SG9 Integrated broadband cable networks and television and

sound transmission

SG 11 Signalling requirements and protocols

SG 12 Performance and quality of service

SG 13 Next generation networks

SG 15 Optical and other transport network infrastructures

SG 16 Multimedia terminals, systems and applications

SG 17 Security, languages and telecommunication
software

SG 19 Mobile telecommunication networks

TSAG Telecommunication Standardization Advisory Group

wwWw.itu.int/ITU-T




ITU-T Study Groups SG)

SG 2 (Operational aspects of service provision and
telecommunications management)

SG 3(Tariff and accounting principles including related
telecommunication economic and policy Issues)

SG 5 (Protection against electromagnetic environment effects)

SG 9 (Television and sound transmission and integrated
broadband cable networks)

SG 11 (Signalling requirements, protocols and test specifications)

SG 12 (Performance, QoS and QoE)
SG 13(Future networks including mobile and NGN)

SG 15 (Optical transport networks and access network
infrastructures)

SG 16 (Multimedia coding, systems and applications)
SG 17 (Security)




ITU-T security building blocks

X.800 —
X.s02 -—
X.803 —
X.810 —
X.811 -
X.812 —
X.813 -—
X.814 —
X.815 -—
X.816 -

X.805

X.1051

X.1081

X.1121 —
X.1122 —

X.273 —
X.274 —

X.272 -

X.841 -
X.892 —

X.500 —
X.501 —

X.519 —

Security Architecture Framework
Security architecture
Lower layers security model
Upper layers security mode|
Security frameworks for open systems: Overview
Security frameworks for open systems: Authentication framework
Security frameworks for open systems: Access control framework
Security frameworks for open systems: Non-repudiation framewvork
Security frameworks for open systems: Confidentiality framework
Security frameworks for open systems: Integrity framework
Security frameworks for open systems: Security audit and alarms
framework

Telecommunication Security
Security architecture for systems providing end-to-end
communications
Information security management system — Requirements for
telecommunications (ISMS-T)
A framework for specification of security and safety aspects of
telebiometrics
Framework of security technologies for mobile end-to-end
communications
Guideline for implementing secure mobile systems based on PKI

Protocols
Network layer security protocol
Transport layer security protocol

Security in Frame Relay
Data compression and privacy over frame relay networks

Security Techniques
Security information objects for access control
Guidelines for the use and management of trusted third party
services
Specification of TTP services to support the application of digital
signatures

Directory Services and Authentication
Dwverview of concepts, models and services
Muodels
Public-key and attribute certificate frameworks
Protocol specifications

M.3010
M.3016
M.3210.1
M.3320
M.3400

X.733 —
X735 -
X.736 —
X.740 —
X747 —

J.91 -
J4.93 -

J.170 —

H.233
H.234
H.235

H.323 Annex J —

Network Management Security
— Principles for a telecommunications management network
— TMN Security Overview
—  TMN management services for IMT-2000 security management
— Management requirements framework for the TMN X-Interface
—  TMMN management functions

Systems Management
Alarm reporting function
Log control function
Security alarm reporting function
Security audit trail function
Objects and attributes for access control

Televisions and Cable Systems
Technical methods for ensuring privacy in long-distance international telewvision transmission
Requirements for conditional access in the secondary distribution of digital television on
cable television systems
IPCablecom security specification

Multimedia Communications
— Confidentiality system for audiovisual services
— Encryption key management and authentication system for audiovisual services
— Security and encryption for H-series (H.323 and other H.245-based) multimedia
terminals
Packet-based multimedia communications systems — Security for H.323 Annex F
({Security for simple endpoint types)

H.350.2 — Directory services architecture for H.235
H.530 — Symmetric security procedures for H.323 mobility in H.510
Facsimile

T.30 Annex G — Procedures for secure Group 3 document facsimile transmission using the HKM and

HFX system
T.30 Annex H — Security in facsimile Group 3 based on the RSA algorithm
T.36 — Security capabilities for use with Group 3 facsimile terminals
T.503 — Document application profile for the interchange of Group 4 facsimile documents
T.563 — Terminal characteristics for Group 4 facsimile apparatus

Message Handling Systems (MHS)

X.400/ — Message handling system and service overview
F.400
X.402 — Overall architecture
X.411 — Message transfer system: Abstract service definition and procedures
X.413 — Message store: Abstract service definition
X.419 — Protocol specifications
X.420 — Interpersonal messaging system
X.435 - Electronic data interchange messaging system
X.440 — Voice messaging system

ITU-T Recommendations are available from the ITU website http:/Awww.ituint/publications/bookshop/how-to-buy.html {this site includes information on imited free access to ITU-T Recommendations)

Current important security work in ITU-T includes

Telebiometrics, Security management, Mobility security, Emergency telecommunications
For further information on ITU-T and its Study Groups: http://vwww.itu.int/ITU-T
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o X.805-809: Architecture & Framework for Q5
<X.800-X.849: Security>

X.1000-X.1999 : Telecommunication security
X.1000-1099 Basic Security Control and Management
o X.1000-1009: for All Questions > General security aspects
o X.1010-1029 : for Q4

o X.1030-1049: Network Security (1031)

o X.1050-1069: Security Management (1051)

o X.1080-1099: Telebiometrics (1081)

X.1100-1199 Secure Applications and services

o X.1100-1109: General for Q9-1

e X.1110-1119: Home NW

o X.1120-1139: Mobile NW (1121, 1122)

o X.1140-1149: Web Security (1141,1142)

o X.1150-1179: Secure AP service for Q9-5
X.1200-1299 Cyber Security

e To be detailed



(2009-2012)

Telecommunications Systems Security Q.4/17
Project
Security Architecture and Framework Q.5/17
Cybersecurity Q.6/17
Identity Management, Architecture and
Mechanisms IdM
Telecommunications Information Security Q.77
Management ISMS
Telebiometrics Q.8/17
Security Aspects of Ubiquitous Q.9/17
Telecommunication Services
Secure Application services Q.9/17
Countering Spam by Technical Means Q.17/17
Service Oriented Architecture Security




SG17 WP

Chairman: Mr Arkadiy Kremer (Russian Federation)

Vice Chairmen: Mr Jianyong Chen (China) Mr M. Khair Almobark Elhaj (Sudan) Mr
Antonio Guimaraes (Brazil) Mr Koji Nakao (Japan) Mr Patrick Mwe5|gwa (Uganda)
Mr Heung-Youl Youm (Republic of Korea)

WP1/17 “Network and Information Security* >WP Koji Nakao (Japan)
- Q.1/17, Telecommunications Systems Security Project
- Q.J/17, Security Architecture and Framework
- Q.M/17, Telecommunications Information Security Management
- Q.K/17, Cybersecurity
- Q.Q/17, Countering Spam by Technical Means

WP2/17 “Application Security” ->WP Mr Heung-Youl Youm ( )
- Q.0/17, Security Aspects of Ubiquitous Telecommunication Services
- Q.P/17, Secure Application services
- Q.T/17, Service Oriented Architecture Security
- Q.N/17, Telebiometrics
- Q.E/17, Open Systems Interconnection (OSI).

WP3/17 “IdM and Languages” —>WP Mr Jianyong Chen ( )
- Q.L/17, Identity Management Architecture and Mechanisms
- Q. D/17 Directory Services, Directory Systems, and Public-key/Attribute Certificates
- Q.A/17, Abstract Syntax Notation One (ASN.1), Object Identifiers (OIDs) and
associated registration
- Q.B/17, Formal Languages and Telecommunication Software
- Q.C/17, Testing Languages, Methodologies and Framework
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X.805: Security Architecture
for End-to-End Communications
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ITU-T X.805 Approach

Infrastructure
Layer

Services Layer Applications Layer

Management Plane
Module One

Control/Signaling _ _
Plane Module Two Module Five Module Eight

User Plane

Module Four Module Seven

Module Three Module Six Module Nine
A

Authentication Data Integrity
Non-repudiation Auvailability

Data Confidentiality
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ITU-T X.805

End-to-End

Data Center Networks



X.1051

 X.1051 Information security management guidelines for
telecommunications organizations based on ISO/IEC 27002

e |SO/IEC JTC1/SC27/WG1
ISO/IEC 27011 Common Text.

. ITU-T ISO/IEC 27001



Introduction of Information security management guidelines
for Telecommunications (X.1051)

>~ Information Assets

for Telecom

Interested
Parties

Information
security
requirements
and expectations

| 2

ACT
Maintain and
improve the ISMS

PLAN
Establish the ISMS

Development,
maintenance and
improvement cycle

DO CHECK

Implement and Monitor and
operate the ISMS. . review the ISMS

Figure 1 — PDCA model applied to ISMS processes

Interested
Parties

hManaged
information
security

20 |
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SG 17: X.1081 - The telebiometric multimodal model — A framework for the specification of security and safety aspects of
telebiometrics

SG 17: X.1082 - Telebiometrics related to human physiology
SG 17: X.1083 - Information technology — Biometrics — BioAPI interworking protocol

SG 17: X.1084 - Telebiometrics system mechanism — Part 1: General biometric authentication protocol and system model profiles
for telecommunications systems

SG 17: X.1088 - Telebiometrics digital key framework (TDK) — A framework for biometric digital key generation and protection
SG 17: X.1089 - Telebiometrics authentication infrastructure (TAI)

SG 17: X.1111 - Framework of security technologies for home network
SG 17: X.1112 - Device certificate profile for the home network
SG 17: X.1113 - Guideline on user authentication mechanisms for home network services

SG 17: X.1121 - Framework of security technologies for mobile end-to-end data communications
SG 17: X.1122 - Guideline for implementing secure mobile systems based on PKI

SG 17: X.1123 - Differentiated security service for secure mobile end-to-end data communication
SG 17: X.1124 - Authentication architecture for mobile end-to-end data communication

SG 17: X.1125 - Correlative Reacting System in mobile data communication

SG 17: X.1141 - Security Assertion Markup Language (SAML 2.0)
SG 17: X.1142 - eXtensible Access Control Markup Language (XACML 2.0)

SG 17: X.1205 - Overview of cybersecurity
SG 17: X.1206 - A vendor-neutral framework for automatic notification of security related information and dissemination of updates

SG 17: X.1207 - Guidelines for telecommunication service providers for addressing the risk of spyware and potentially unwanted
software

SPAM

SG 17: X.1231 - Technical strategies for countering spam

SG 17: X.1240 - Technologies involved in countering e-mail spam
SG 17: X.1241 - Technical framework for countering e-mail spam




web resources

ITU Global Cybersecurity Agenda (GCA)
http://www.itu.int/osa/csd/cybersecurity/gca/

ITU-T Home page  http://www.itu.int/ITU-T/

Study Group 17  http://www.itu.int/ITU-T/studygroups/coml17/index.asp
e-mail; tsbsgl7@itu.int

LSG on Security  http://www.itu.int/ITU-T/studygroups/com17/tel-security.html

Security Roadmap  http://www.itu.int/ITU-T/studygroups/com17/ict/index.html

Security Manual  http://www.itu.int/publ/T-HDB-SEC.03-2006/en

Cybersecurity Portal  http://www.itu.int/cybersecurity/

Cybersecurity Gateway http://www.itu.int/cybersecurity/gateway/index.html

ITU-T Recommendations  http://www.itu.int/ITU-T/publications/recs.html

ITU-T Lighthouse  http://www.itu.int/ITU-T/lighthouse/index.phtm|

ITU-T Workshops  http://www.itu.int/ITU-T/worksem/index.html
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*ID-WSF: Identity Web Service Framework
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ITU-T 1D

« SG13 Q15 (NGN security)
NGN |IdM (Identity Management) Y.ldMsec
(NGN Identity Management Security) 2006 10

 FG-IdM (Focus Group on ldentity Management)
SG17 2007 2 [dM

(DoD) Richard (Dick) Brackney (ISO/IEC JTC1 SC27
WG5S )

. (JCA-NID)
RFID



FG IdM — FG IdM

" ITU-TEG IdM

Chairman: Abbie Barbir (Nortel
Networks, Canada)

Acting Chair: Richard (Dick) Brackney
(USA DoD)

Vice-Chairman: Tony Nadalin (IBM,

\USA) Y

(- Ecosystem and
Lexicon Working

Group

Leader: Mike Hird (UK)

.

\. VAN

(- Use Case Workinq\ 4 Requirements )

Group Working Group
Leader: Ray P. Singh (Telcordia Leader: Tony Rutkowski (VeriSign,
Technologies, USA) USA),
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7 FEramework
Working Group

Leader:
Tony Nadalin (IBM, USA)
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FG-1dM: WG

. Abbie Barbir (Nortel, ); SG17 Q6
Dick Brackney (DoD, ); Y.ldMsec
Tony Nadalin (IBM ); Higgins

Use Cases Working Group ( )
— Sergio Fiszman (Nortel, )
— Ray Singh (Telcordia, ); Q15/13
— Mike Jones (Microsoft  ); Card Space
— David Recordon. (Verisign ); Open ID
Requirements Working Group ( )
— Tony Rutkowski (Verisign  ); FCC ITU
— Jiwei Wei (Huawei Technologies ); Q9/17
Framework Working Group ( )
— Tony Nadalin (IBM ); Higgins
— Amardeo Sarma (NEC ); Daidalos SG10
Living List and Lexicon Working Group ( )
— Mike Hird ( ); ;
— Kaliya Hamlin (Identity Woman  ); Open Space

— Karen Mulberry (Neustar, ); SG2
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Lexicon and Ecosystem WG

(lexicon)

(terminology)
(lexicon)

ID (ecosystem)

. ITU-T, 3GPP, IETF, ISO, Liberty Alliance,
OASIS, OMA, W3C, ETSI TISPAN, FDIS, Guide, Higgins,
26



ITU-T

Work transferred and underway in
the Sudy Groups(begun Sep
2007) with Joint Rapporteur Group
meetings (begun Dec 2007)

G117
Securit
FocusGroup | G13 Y
on Identity - NN Rres
Management )
¢ i Telecommunication
Sandards Advisory
Reports transferred to TSAGand '
all Sudy Groupsby Liaison All Sudy Groups TORDby SG17 (Sept
Satement (taken Sep 2007) 2007), approved by
) TSAG(Dec2007);
- JCA-1dM Joint 1 meeting Dec
l | Qoordination Activity 2007)
- for Identity
IdM development and / Management
coordination functions I
undertaken by JCA-IdM
IdM-GS Global
TORby SG17 (Sept Sandardsinitiative
2007), approved by for Identity
TSAG(Dec 2007); Management
1st Meeting Apr 2008
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RAISE Forum
la Information Security Exchange

Inaugural meeting held Nov 19, 2004 in Tokyo
2nd meeting held in June 27/28, 2005 in Singapore

— Day 1 — Workshop on ISO/IEC 17799:2005(E), by Ted
Humphrey & Angelika Plates

— Day 2 — Forum meeting with regional presentations and
projects discussion

3rd meeting held on Nov 12, 2005 in Kuala Lumpur, in
conjunction with ISO/IEC/JTC1/SC27 Meeting

— Parallel tracks on four projects
» Security Standards Toolkit
« Mutual Recognition
» Application Security Standards
» Security Assessment Guides R A |F§mu$f
4th meeting on April 21, 2005, Jeju, Korea
5th meeting on October 4-5, 2006, Tokyo
6th meeting on August 22-23, 2007, Singapore

7th meeting on July 17-18, 2008, Kuala Lumpur
http://www.itsc.org.sqg/raiss.html




Nity Standardization

e Security standards organization

— Australia, China, India, Japan, Malaysia, South
Korea, Singapore, Thailand, Chinese Talipel

* Localized and local security standards

— Australia, Japan, Malaysia, South Korea,
Singapore, Thailand, Chinese Taipel

— Most common standards — ISO/IEC 17799 and
BS 7799-2




e Security Standards Toolkit IPA
o Application Security and Certification Framework
« Mutual Recognition of Local Security Certification

e Security assessment guides for Network and
Systems Security Administrators

e Business Continuity and Disaster Recovery
Services Standards Deployment 1SO
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Popularity of Selected Security Standards
(Google Hits 2008-04-07)
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