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— RFC 2459/RFC 3280/RFC 3280bis

— CRL(RFC 2459/RFC 3280/RFC 3280bis)
— OCSP(RFC 2560/Light-weight OCSP)
— SCVP(SCVP)

CMP(RFC 2510/RFC 4210)
CRMF(RFC 2511/RFC 4211)
CP&CPS(RFC 2527/RFC 3647)

SSL/TLS/IPsec/Secure DNS(DNS extensions)

. (S/MIME)
e SSH (Secure Shell)
. (LTANS)
— SPAM
* DKIM
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/CRL FUJI XEROX
tRFC 2459 < | )
1999 1 129
RFC 3280 Obsolete
[RFC 3280 |
2002 4 129 \/
fmmmmm
' RFC 3280bis ; <~ 12006 2 RFC
2005 7 138
!
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RFC 3039
(Qualified Certificate)
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IETF
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QC(

X.509 v3

directive
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- European Directive on Electronic
Signature

 Directive 1999/93/EC of the European Parliament and of the
Council of 13 December 1999 on a Community framework for
electronic signatures

e |[ETF Standard
Track
e 011
- IC
28 Oct 2005 PKI /INSA PKI Day 11
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« ETSITS 101 862 V1.3.2 (2004-06)
— Title: Qualified Certificate profile

« ETSITS 101 456 V1.2.1 (2002-04)

— Title: Policy requirements for certification authorities issuing
qualified certificates

« ETSITS 102 158 V1.1.1 (2003-10)

— Title: Electronic Signatures and Infrastructures (ESI);Policy
requirements for Certification Service Providers issuing attribute
certificates usable with Qualified certificates

» RFC 3739 Internet X.509 Public Key Infrastructure:
Qualified Certificates Profile
- 2004/3  RFC 3039
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— Trust Anchor (Trust Point) ?
» ?
» CTL (Certificate Trust List) ?
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CRL (Certificate Revocation List)

— OCSP
L]
- CRL Distribution Point (CRLDP) !
. CRLDP CRL
— CRL !
CRL
— Issuing Distribution Point
- CRL AIA (Authority Information Access:
) (CRL-AIA)
- CRL
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[ ]
— Microsoft Windows
J PKI
« CPU
. ?
— JAVA PathBuilder/Microsoft Crypto API Security API
— SCVP
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o SSL/TLS
« SIMIME
* |IPsec
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SSL/TLS

—-11/5 64 I|ETF

e 2-3 ?
—HTTP 1.1

» Server Name Indication
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Tosi7 (WEB etc)
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SSL/TLS
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TCcP
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™

Client Hello
Hell Server Hello Hello
Server Certificate &

Server Key Exchange (OPTIONAL)

Certificate Request (OPTIONAL) *

Server Hello Done

Client Certificate (OPTIONAL) *Ca

Client Key Exchange

v Hello
s

Certificate Verify (OPTIONAL) *

Hello Hello

C—¢

28 Oct 2005

Change Cipher Spec (OPTIONAL)

Handsiale Protocol

| —?=
Change Cipher Spec Protocol

<« Record Protocol

*

Finished
Change Cipher Spec (OPTIONAL)
Fini
h PKI JINSA PKI Day
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— RFC 3850/RFC 3851/RFC 3852

— SIMIME Capability

[ ]
—AES
L]
[ ]
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S/MIME

From: from@company.com

To: tol com, com, com

Subject: X000

Data: Fri, 5 Oct 2003 14:37:23 +09:00

Message-ID: 0000

MIME-Version: 1.0

Content-Type: application/x-pkcs7-mime:
smime-type=enveloped-data:
name="smime.p7m"*

Content-Transfer-Encoding: base64

Content-Disposition: attachment;
filename="smime.p7m""

MIAGCSqGSIb3DQEHAGCAMIACAQEXCZAJBGUrDgMCGIUAMIAGC
SqGSIb3DQEHAQAAIIEITCCAIUWGIGO0AMCAQICAQEWDQYJIK0ZI

Content

Content-Type: text/plain;
charset="iso-2022-jp"
Content-Transfer-Encoding: 7bit

. ] UnprotectedAttributes (OPTIONAL)

THE DOCUMENT COMPANY

) FUJI XEROX

CMS(RFC2630) EnvelopedData
CMSsVersion

Ori (OPTIONAL)
CertificateSet (OPTIONAL)

Certificate II
CertificateRevocationLists

CertificateRevocationLists ||

Receipientinfos
CMSVersion
Recipientldentifier

IssuerAndSerialNumber

KeyEncryptionAlgorithmidentifier
Encryptedkey

EncryptedContentinfo
ContentType
ContentEncryptionAlgorithmidentifier
EncryptedContent (OPTIONAL)

Content-Disposition: attachment;
filename="smime.p7m"

MIAGCSqGSIb3DQEHAGCAMIACAQEXCZAJIBGUrDgMCGYUAMIAGC
SqGSIb3DQEHAQAAIIEITCCAIUWGIGO0AMCAQICAQEWDQYIK0ZI

Content

Content-Type: text/plain;
charset="is0-2022-jp"
Content-Transfer-Encoding: 7bit

Opaque

28 Oct 2005 PKI

Opague
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Opague
|;aq = CMS(RFC2630)
rom: from@company.com
To: tol com, com, com CMSVersion
Subject: Xxxxxx . Di
Data: Fri, 5 Oct 2003 14:37:23 +09.00 EncapsulatedContentinfo
Nessage10: o -
MIME-Version: 1.0 - T T S
Content-Type: application/x-pkcs7-mime: . | Content |
smime-type=signed-data; CertificateSet (OPTIONAL)
name="smime.p7m’
Content-Transfer-Encoding: base64 Certificate

CertificateRevocationLists (OPTIONAL)
CertificateRevocationLists I

Signerinfos (OPTIONAL)

CMSVersion
Signeridentifier
Dige i
SignedAttributes (OPTIONAL)
ContentType
C Digest < ----- i — 3
SigningTime
| | SMIMECapabilities F1----- '
SignatureValue _<------------fft4-----!
UnsignedAttributes (OPTIONAL)

Note:

IINSA PKI Day
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(Clear
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Clear
From: from@company.com CMS(RFC2630)
To com com om (RFC2630)
Subject: Xxxxxx CMSversion
Data: Fri, 5 Oct 2003 14:37:23 +09:00 DigestAlgorithmidentifiers
Message-ID: XXXXXX B EncapsulatedContentinfo
MIME-Version: 1.0 EncapsulatedConten
Content-Type: multipart/signed. / =
protocol="application/x-pkcs7-signature"; 4 )
micalg=SHAL;
Boundary: ——here is bounday-—--—-" CertificateSet (OPTIONAL)
, Certificate )i
This is a multi-part message in MIME format.
CertificateRevocationLists (OPTIONAL)
""" ool iee [_CertificateRevoationtists ]
R ety K CertificateRevocationLists
charset="is0-2022-jp"
Content-Transfer-Encoding: 7bit Signerinfos (OPTIONAL)
i CMSVersion
Opague i Signeridentifier
| IssuerAndSerialNumber
Content-Transfer-Encoding: base64 g : Dige
Content-Disposition: attachment; ! SignedAttributes (OPTIONAL)
filename="smime p7s" : ContentType
. * Co Digest
MIAGCSqGSIb3DQEHAGCAMIACAQEXCZAJBGUIDGMCGY SannaT:
SqGSIb3DQEHAQAAOIIEITCCAIUWGIGO0AMCAQICAQE: gningTime
. SMIMECapabilities F1----- .
“here_is_boundary------ / ~ '
- ig :
Sl SignatureValue ¢ ----=--------fit4-----!
UnsignedAttributes (OPTIONAL)
Note: S/MIME
( )
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M (TSA, Time Stamping Authority)

1ab5c98f.,.
2004/2/14

15:00:00,
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J
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RFC3161
ETSI TS 101 861
ISO/IEC18014-2

ISO/IEC18014-2

MAC

ISO/IEC18014-2

ISO/IEC18014-2

XML

OASIS DSS

TIML

ISO/IEC18014-3

ISO/IEC18014-3

RSA

ISO/1IEC18014-3

TSA

28 Oct 2005

ETSI TS 102 023(RFC 3628)

ETSI TS 101 733 (RFC 3126),XAdES,DVCS,TAP

PKI

IINSA PKI Day

33

RFC 3161
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-

TSR, Time-stamp Responce \

TimestampResp
status CMP PKistatusinfo
f TSQ, Time-stamp Request \ timestampToken OPTIONAL
\
contentType Content op
TimestampReq
version content Content
messagelmprint | TSA
" ) TSTinfo ( )
reqPolicy TSA OPTIONAL version
oD
policy TSA
nonce OPTIONAL
TSA
certReq TSA OPTIONAL ISE
extensions OPTIONAL serialNumber
genTime utCc
accuracy OPTIONAL
ordaring OPTIONAL
.
HTTP nonce OPTIONAL
.
F I L E tsa TSA OPTIONAL
SMTP
extensions OPTIONAL
*Socket ~ TCP J
28 Oct 2005 PKI /INSA PKI Day 34
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RFC 2630 Cryptographic Message Syntax
PKCS#7(RFC 2315)
ETSI TS 101 733 Electronic Signature Formats

THE DOCUMENT COMPANY

FUJI XEROX

’ Signed Attribute ‘

’ Unsigned Attribute

RFC3126
ES-A
ES-X Long
ES-C
ES-T
Elect. Signature(ES) Complete Complete
- N — Timestamp certificate certificate
Signature Other Signed Digital over digital ] -
Policy ID Attributes Signature signature i FEEERUTER
references data
Archive
Timestamp
28 Oct 2005 PKI /INSA PKI Day 35
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RFC 3161
« TSP . TSP
- SHALL NOT -
) . nonce (MUST)
- . accuracy 1
. SHA-1 RIPEMD-160 . ordering FALSE
° MD5 MAY) . genTime 1
- TSP -
. accuracy,honce (MUST) non-critical (SHALL)
. ordaring FALSE - (MUST)
. . SHA1 MD5 RIPEMD160
- SHA-1withRSA(MUST) - SHA-IWthRSAMMUST)
-  RSA 1024bits (MUST) ° - ! )
2048bits (SHOULD) . FSSHAOULD) 1024bits (MUST) 2048bits
- DSA p q 1024bits TSA
(SHALL) . X.520 Name C ST O CN
- HTTP ST
- HTTP
28 Oct 2005 PKI /INSA PKI Day 36

18



THE DOCUMENT COMPANY

A
CRL
XA

|

|

|

& I >
€ 3 T >

|

1

|
> t

|

28 Oct 2005 PKI /INSA PKI Day 37
THE DOCUMENT COMPANY
CRL
XA
3
. _ , 4
t
»
>
Microsoft (CodeSigning, Authenticode )
http://www.verisign.co.jp/codesign/authcodeWP.html
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[ ]
[ ]
. (TTP)

— DVCS (Data Validation & Certification Protocol, RFC 3029)

— TAP (Trusted Archival Protocol, IETF )
[ ]

— RFC 3126 Electronic Signature Formats for long term electronic

signatures

— ETSI TS 101 733 ESI Electronic Signature Formats

— ETSI TS 101 903 XML Advanced Electronic Signatures (XAdES)
28 Oct 2005 PKI /INSA PKI Day 39
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DVCS (Data Validation & Certification Protocol)  FUJI XEROX

DvCs

cpd: Certification of Possession of Da

- @ ... Fryplie |
o

— ccpd: Certification of Claim of
Possession of Data 5. Timestamp Token
— 1.pves 6. Timestamp Token
. 8.DVC

TSA

— vsd: Validation of Digitally Signed
Document

— vpkc: Validation of Public Key
Certificates

28 Oct 2005 PKI IINSA PKI Day 40
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TAP (Trusted Archival Protocol)

TAP

( ) g g
L ]

TAP

28 Oct 2005 PKI IINSA PKI Day
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(Electronic Signature Formats for long term electronic signatures)
ES-A
ES-A
ES-A
ES-X Time. Time Time.
Stamp Stamp Stamp
> CRL/OCSP
28 Oct 2005 PKI 1INSA PKI Day 42
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(ETSI TS 101 903 XML Advanced Electronic Signatures)

e
o s N g 2000 >

| RFC3126 XML T

P NG
“nvennor
oo
y wmonea
XA ES-A S quopopetes
XA ES-X-L A S OIS Taot S
s Speprpenes
XA ES-X
XA ES-C
oS Seaneebdspices
St Septoeres DS
XA ES-T S Spessonmaroperes
o Cantne z
g ook ipeddscnecsr xages
o ecion ks Omopfumr s <OAIES DS
XA ES Tme- Compete (| sta
o || o o Tyl pye—
o [awer [uow || om || it || omosSoeue || Cummt | firesans
5 g || metcaion | T Goner ovaton =
s | popeny | popeny | (| ow || Semmer || done el (| oo P ——
Py <o Spepreris
e
ey ks et
o e
Ssmoresanes
oS rspespmaoopee sy
et e

RS S TITeSny <ES SO XAGEST
XAGES-C

<xadgES CompteReweator

« RS TImeStap>. <HATES SATAReSTineStae>" |

<XAES RefsOnl Timestanp>.. <HAJES RefsOnyTimeSiany=) Bl

<XAGES RevucatonValue>. <XAJES Revocatonaue> TRAEEED

RS A TSI <ATES N TITeS XAGES A

<XAES UnsinodPoperies>
<DXAGES QualyingPropertes»
<tsig Objct>

<usySirare>
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— TSA

- (long-term archive)

: (2003) http://www.ndl.go.jp/jp/aboutus/preservation_02_01.html
CCSDS OAIS http://ssdoo.gsfc.nasa.gov/nost/wwwelassic/documents/pdf/CCSDS-650.0-B-1.pdf
28 Oct 2005 PKI
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. ETSI

e |[ETF LTANS-WG
— Adobe ?
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IPsec

* IKEVI/ISAKMP IKEvV2
IETF pkidipsec WG
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Secure DNS FUJI XEROX

 DNS
« DHCP Dynamic Update
« SPAM
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e Microsoft MS Windows Windows 2000 Windows NT
Windows XP Windows Internet Explorer Outlook
Outlook Express Microsoft Corporation
e Sun Microsystems Sun Java
Solaris Java JDK Sun Microsystems
° ™

28 Oct 2005 PKI IINSA PKI Day 48




THE DOCUMENT COMPANY

FUJI XEROX

25



