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Cipher Block Chaining.
. Chaining

e« DES NIST

ECB | Electronic Code Book

CBC | Cipher Block Chaining

CFB Cipher Feed Back
OFB Output Feed Back

PCBC | error-Propagating CBC
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« MD5 SHA-1
10
 MD5 SHA-1
Crypto 2004
(August 17, 2004)

— MDS5 is fatally wounded; its use will be phased out. SHA-1
is still alive but the vultures are circling. (E.W.Felton,
Princeton Univ., August 18, 2004)

[ ] MD5 SHA-1

« SHA-1
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* PSS

 Pseudo-random Signature Scheme.
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//Example based on JCE
Cipher e = Cipher.getlnstance(“DES/CBC/SSL3Padding™);

/*SSL DES CBC /
Cipher */

e.init(ENCRYPT_MODE, myKey);

/* Cipher myKey

*/

e.doFinal(clearText, offset, length, cipherText);
JiS clearText
cipherText */
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//Example based on JCE

AlgorithmParameters iv;

iv =
AlgorithmParameters.getlnstance(“DES/CBC/SSL3Padding);
iv.init(encotedlV);

//

Cipher d = Cipher.getlnstance(“DES/CBC/SSL3Padding™)
d.init(DECRYPT_MODE, myKey, iv)

//Cipher
d.doFinal (cipherText, offset, length, clearText);
// cipherText
clearText
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SSL

//Example based on JSSE

SSLSocketFactory factory =
(SSLSocketFactory)SSLSocketFactory.getDefault();

SSLSocket secureSocket = (SSLSocket)factory.createSocket(host,

port);

// SSLSocket
secureSocket.setEnableSesstionCreation(TRUE) ;
// SSLSocket

String[] enabledCS = secureSocket.getEnabledCipherSuites();

// CipherSuite

BOOLEAN clientAuthNecessary = secureSocket.getNeedClientAuth();
//

secureSocket.startHandshake() ;

//
String[] supportedCS = secureSocket.getSupportedCipherSuite();
// CipherSuite
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SSL

//Example based on JSSE
OutputStream os = secureSocket.getOutputStream();

// 0s
InputStream is = secureSocket.getlnputStream();
// is
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