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HVAC
(Heating, Ventilation, and Air Conditioning)

For Target via HVAC
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R1=P’1x M1

R2=P’2 x M2

R3=P’3 x M3

M1

M3

M2

P’1=P0(1-P1�

P’3=P�xP1 x P2

P’2=P0xP1 x (1-
P2)

RT=R1+R2+R3
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FIPS�Federal Information Processing 
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• NIST SP800-82
• Guide to Industrial Control Systems (ICS) Security

• SCADA (Supervisory Control and Data Acquisition) 39�."$�
• DCS (Distributed control systems)
• Other control system configuration such as PLC

• NIST SP800-53
• Recommended Security Controls for Federal Information Systems

• Management controls
• Operational controls
• Technical controls
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SP800-52 
Guide to Industrial Control Systems (ICS) Security 

21
NIST SP800-52(JPCERT���) https://www.jpcert.or.jp/research/2016/NISTSP800-82r2_20160314.pdf

����Time To Live�
��	���

•���������IoT�����

	�
�����
������22

NIST SP800-52(JPCERT���) https://www.jpcert.or.jp/research/2016/NISTSP800-82r2_20160314.pdf


�����
���	���

23

�
�	����������������
��������, IPSJ-MGN550709

IEC62443: �������

24

http://controlsystemlab.com/index.php/iacs_security_002/
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CSMS(Cyber Security Management System)
ISA-62443-2
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Achilles Test Software(ATS) https://www.direx.com/assets/achilles_ats_revd.pdf
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