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05 Target Hackers Broke in Via HVAC Company

Last week, Target told reporters at The Wall Street Journal and Rewters that the initial

g A—X 5 IER
INTE KA

intrusion into its systems was traced back to network credentials that were stolen from a

«hmi party vendor. Sources now tell KrebsOnSecurity that the vendor in question was a

HVAC heating and air that has worked at a number of
locations at Target and other top retailers.

(Heating, Ventilation, and Air Cond/tlon/n/g)

lose to the investigation

attackers first broke into the maxlu-
network on Nov. 15, 2013 using network
credentials stolen from Fazio Mechanica
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Fazio president Ross Fazio confirmed
that the U.S. Secret Service visited his
company’s offices in connection with the Target investigation, but said he was not present
when the visit occurred. Fazio Vice President Daniel Mitsch declined to answer questions
about the visit. According to the company’s homepage, Fazio Mechanical also has done
refrigeration and HVAC projects for specific Trader Joe's, Whole Foods and BJ's Wholesale
Club locations in Pennsylvania, Maryland, Ohio, Virginia and West Virginia,

Target spokeswoman Molly Snyder ssid the company had no additional information to
share, citing a *very active and ongoing investigation.™
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It's not immediately clear why Target would have given an HVAC company external network

O N HE
JTN'\HI'
h%\ <

access, or why that access would not be cordoned off from Target's payment system network.
But according to a cybersecurity expert at a large retailer who asked not to be named because
he did not have permission to speak on the record, it is common for large retail operations to
have a team that routinely monitors energy consumption and temperatures in stores to save
on costs (particularly at night) and to alert store managers if temperatures in the stores
fluctuate outside of an acceptable range that could prevent customers from shopping at the

CRAN— RERIEEE A ??

store,

*To support this solution, vendors need to be able to remote into the system in order to do
maintenance (updates, patches, ete.) or to troubleshoot glitches and connectivity issues with
the software,” the source said. “This feeds into the topic of cost savings, with so many
solutions in a given organization. And to save on head count, it is sometimes beneficial to

https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/ndor to support versus train or hire extra people.”

DCS & PLC.
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* L2/Ethernet

e L3/IP

* L4/TCP,UDP

e L7/FTP, HTTP, etc...

How the Hackers Bro

of an HVA endor
to get into Target's
network, spending
weeks on reconnais-

sance to install a pair
of malware programs,

© The hackers

sent credit card
number-stealing
malware to cashier
stations in all domes-
tic Target stores.

For Target via HVAC

K BEEBERVATLE
BB AT LDRYNT—H(F
DEEINDRELED, .

© On Dec. 2, the © Federal
credit card numbers investigators
started flowing out. warned Target
Target's security of a massive
system detected the data breach on
hack, but the company Dec. 12.
failed to act, T

O Target
© They also installed confirmed and
malicious code that eradicated the
sent card data to three malware on
hijacked “staging Dec. 15, after
point” servers in the 40 milson credit
U.S. before the data card numbers
headed to Moscow, had been stolen.
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5/t http://ivebeenmugged.typepad.com/my_weblog/2014/03/target-questions.html
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« NISTDSP  (Special Publication)2*FIPS (Federal Information Processing

Standard)

NIST SP800-

82

* Guide to Industrial Control Systems (ICS) Security
« SCADA (Supervisory Control and Data Acquisition) 13, L #'>—
« DCS (Distributed control systems)
« Other control system configuration such as PLC

* NIST SP800-53

* Recommended Security Controls for Federal Information Systems

* Management controls

* Operational controls
« Technical controls
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