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Service providers operate in clouds

(eg cloud seeding to produce rain) You You can't see what's
receive the service, but may not know in the cloud
how (or from where) it's provided

Clouds are not for everyone
— some people need more
transparency (eg pilots)

The cloud provides services:

H—EXDNIEANR Z A0
1) T—2RESMIE?
2)T—R2DEEEIE ?
3)T—32MEIRIE?
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eInfrastructure as a Service (laaS)

— Services that deliver fundamental computing infrastructure:
CPU cycles, storage (Storage as a Service) etc

Platform as a Service (PaaS)

— Services that deliver a suite of solutions to allow online
development and hosting of applications

eSoftware as a Service (SaaS)

— Applications that are provided and hosted in the cloud,
often built on PaaS and laaS infrastructures

ISF—JUNSAT—5< 39y 7 (2010F1H) &V
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Customer
organisation

Enabling
technologies

Utility Computing QOutsourcing

Cloud services

Broadband r : AP UbquIths
networking = | a ! | | connectivity
[ |
‘ L R | |
Web 2.0 | I By per use
Software Platform  Infrastructure
Virtualisation Multi-tenancy

Service Oriented
Architecture

ISF—JUNSAT—5< 39y 7 (2010F1H) &V



Security guidelines for
cloud computing
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— Security guidelines
for cloud computing

e Current work on
cloud

e Scope
* Breakout
 Next steps




OBJECTIVES
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ISF suggested future work with JINSA

ISO Liaison

Both the ISF and JNSA have representatives on the SC27
committee, which oversees the production of information
security standards such as ISO 27001, 27004 and 27014.
Collaboration between the ISF and JNSA should be
explored and, where possible, either joint submissions or
support for submissions should occur. It was agreed that
the audit standard for the Cloud could be a suitable topic
for future ISF / INSA support.

Discussions on ISF / INSA collaboration should occur
at the ISO SC27 meetings.



Objectives

— Consider the input for ISO/IEC SC27
 Examine the content for guidelines
 Threats
e Controls

— Discuss the issues for ITU-T CC FG
« How do we work with the ITU?
 What do we submit?

— Develop strategy how to propose our idea for
International standards bodies in near future
(Berlin: ISO/SC27, ITU-T FG)



CURRENT WORK



Current work

— Cover the work of
three organisations:

— CSA
— ISF
— JASA

b;ﬂ. II.I_~:!..:..I! I_Ill__lll W
Top Threats
to
Cloud Computing V1.0
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Cloud Security Allilance

Initiatives In Progress/Released

— CSA Guidance V2.1 — Released Dec 2009

— CSA Top Threats Research — Released March 2010
— CSA Cloud Controls Matrix — Released April 2010

— Trusted Cloud Initiative — Release Q4 2010

— CSA Cloud Metrics Working Group

— Consensus Assessment Initiative

Initiatives Planned

— CloudCERT
— User Certification
— Use Cases
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CSA: Controls matrix

— Divided into 13
domains

— Contains 97 controls
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DEFINING THE
GUIDELINES FOR
CLOUD SECURITY
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Breakout: defining the

guidelines
For cloud services:  *Please:
1.What are the v Appoint someone to
threats? write your flipchart
2.What are the v'Select one person
solutions? to present your work
3.What is the v'Write everything on a
structure of the flip chart
guidelines? v'Link threats to

solutions



DEFINING THE
GUIDELINES












WORKING WITH
ITU-T /1SO
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ITU-TORXAO—T DT, RECRARIZEITHBEMGAY
INTRZERNT B, BIZ I,

NGN including mobile and overlaying platforms
Transport layer technologies

Terminals and application aspects over integrated
broadband cable and television networks

ICT and climate change

Management and control including signalling
Interface of networks and Interoperability
QoS and security

Distributed media-rich processing and intelligent media
coding

ldentity management
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WG1: Cloud computing benefits & requirements
1-1 Cloud Definition, Ecosystem & Taxonomy
1-2 Uses cases Requirements & Architecture
1-3 Cloud security
1-4 Infrastructure & Network enabled Cloud

1-5 Cloud Services & Resource Management, Platforms and
Middleware

1-6 Cloud computing benefits & first Requirements from
ICT perspectives

WG2: Gap Analysis and Roadmap on Cloud Computing Standards
development in ITU-T

2-1 Overview of cloud computing SDOs activities

2-2 Gap analysis & Action plan for development of relevant ITU-T
Cloud Standard



Mo

R

iy FGADHEARF

ITU-T TSAGADEFH/REHMN20115F2H,
X TAEZFTELL VoY Ea—
T4 ERICEDHLREBEOHE .,
ITU-T ODXSGTHDEREENY ., (RERTED
£, X1 T4IESCL7TTEIET E.

thDBELRAR, TH—FLIGEEDIFL
EHEAEE, (CSA, 1SO, NIST, ENISAZ)




ISO/IEC JTC 1/SC 27
IT Security Techniques
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ISO/IEC JTC 1 “Information Technology” — Mo

Security Related Sub-committees

SC6 Telecommunications and information exchange between
systems

SC7 Software and systems engineering

SC 17 Cards and personal identification

SC 25 Interconnection of information technology equipment

SC 27 IT Security techniques

SC 29 Coding of audio, picture, multimedia and hypermedia

iInformation

SC31 Automatic identification and data capture techniques

SC 32 Data management and interchange

SC 36 Information technology for learning, education and training

SC 37 Biometrics

2JTC1E




SC 27 - Scope Koo

The development of standards for the protection of information
and ICT. This includes generic methods, techniques and
guidelines to address both security and privacy aspects, such as

— Security requirements capture methodology

— Management of information and ICT security; in particular
Information security management systems (ISMS), security
processes, security controls and services

— Cryptographic and other security mechanisms

— Security management support documentation including
terminology, and guidelines

— Security aspects of identity management, biometrics and
privacy

— Conformance assessment, accreditation and auditing
requirements in the area of information security

— Security evaluation criteria and methodology

A
g5t C
2 2
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Membership of SC 27

Brazil !elgium ' France 'etherlands '!weden R
Canada Denmark !ermany 'Horway Mitzerland China
USA inland ' Italy ' Spain ' UK Japan

founding P-Members (in 1990)
- ussian Poland

Federation South Africa Kenya

Korea 'Bkraine Malaysia 'Austria

New Zealand Uruguay Venezuela

Australia .Re!pgﬁ(t:arl]ic India !xembourg Singapore Sri Lanka .azakhstan
1994 1996-1999 2001 2002 2003 2005-2006 2007-2008

additional P-Members (total: 37)

« O-members (total: 14):
Argentina, Belarus, Estonia, Hong Kong, Hungary,
Indonesia, Ireland, Israel, Lithuania, Romania, Serbia,
Slovakia, Thailand, Turkey
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SC 27 - Organization

ISO/IEC JTC 1/SC 27 SC 27
IT Security techniques Secretariat
Chair: Mr. W. Fumy DIN
Vice-Chair: Ms. M. De Soete Ms. K. Passia
Gorking Group 1] Working Group 2/ Working Group 3[|fWorking Group 4} Working Group 5
Information Cryptography Security Security controls Identity
security and security evaluation and services management
management mechanisms criteria and privacy
systems technologies
Convener Convener Convener Convener Convener
Mr. T. Humphreys § Mr. K. Naemura Mr. M. Ohlin Mr. M.-C. Kang } Mr. K. Rannenberg

\.
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* Maturity level / state of standardization |
— Study Period / New Project (NP) | NP \
« 2 month NP letter ballot¥) I 5
— Working Draft (WD) WD |~ f
— Committee Draft (CD/FCD) [ -
« 3 month CD ballot(s) = CD g
* 4 month FCD ballot sa| Final CD %l
— Draft International Standard (DIS/FDIS) : 3
« 2 month FDIS ballot =a| FDIS 2
* N0 more comments at this stage v v :
— International Standard (I1S) IS
* review every 5 years *) one vote per P-member

 or after 'defect report'
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ISO/IEC JTC1/SC27/WG1DEE (FMD1)

Standard
27000

27001

27002

27003

27004

27005

27006

27007
27008

Title

Overview and vocabulary

ISMS requirements

Information security management Code of
Practice

ISMS Implementation guide

ISM Measurements

ISMS Risk management

Accreditation requirements for certification
bodies

ISMS Audit guidelines
Guidance on auditing ISMS controls

Status
Published

Published —
now revised

Published —
now revised

Awaiting
publication

Awaiting
publication

Published

Published

2nd CD
3rd WD
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ISO/IEC JTC1/SC27/WG1D:EE (FMD2)

Standard  Title Status
Sector to sector interworking and

27010 communications for industry and government WD
ooy ormaton secury managener dudeines s pubished
27012 ISMS guidelines for e-government cancelled
27013 ISMS for service management WD
27014 Information security governance framework WD
27015 ISMS for the financial and insurance service WD
sector
Study

) Information Security Management Economics --
Period



. VDI
ISO/IEC 27014 Information security

governance framework

e |S governance

e Scope:
— Help meet corporate governance requirements related to information
security
— Align information security objectives with business objectives

— Ensure a risk-based approach is adopted for information security
management

— Implement effective management controls for information security
management

— Evaluate, direct, and monitor an information security management system
— Safeguard information of all types, including electronic, paper, and spoken
— Ensure good conduct of people when using information



WG 4 Roadmap Framework

Prepare to respond;
continuous monitoring;
eliminate or reduce
risks and impacts

_ RA, XIEHRLELTLS1ER
tXa)T4ER

Risk manage; Prevent
occurrence; Reduce — BHOFEREFIVTIER

Impact of occurrence

Investigate to establish

facts about breaches;
identify who done it and
what went wrong
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WG 4 Projects & Study Periods

=

ICT Readiness for Business Continuity (27031)

Cybersecurity (27032)

L R, RITFHLELTLS1ER
X )TA4ER

Information security incident management (27035)

_'
_

ICT Disaster Recovery Services (24762)

Network Security (27033 Parts 1 to 7)

Application Security (27034 Parts 1 to 5)
Security Info-Objects for Access Control (TR 15816)

BHOEHREXL)T4ER

Security of Outsourcing (27036)

TTP Services Security (TR 14516; 15945)
Time Stamping Services (TR 29149)

FHtEX )T SR
M. Bt

Identification, collection and/or acquisition, and
preservation of digital evidence (27037)
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Proposed Study Periods

1) Storage Security
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NEXT STEPS



We need Global joint efforts

METI
IPA / JASA

/ Certification and Assurance Scheme

Local Local
Requirements Requirements
USA =

)

Possible direction of Cloud Service Certification and Assurance



Possible ISF project — now ol

under voting
*Cloud Computing revisited:

A follow-up report to the original ISF
Cloud computing report will identify best
practices for supplier selection, security
risk assessments and examine ways of
negotiating data security in the cloud
after your senior management has
already taken the plunge.



Next steps: Guidelines

|SO
*JNSA / JASA [ ISF — Submit the guidelines
— JNSA and JASA draft to 1ISO October 2010

guidelines — Recommend the

— ISF (if resources guidelines be
permit) will review confirmed as part of
— ISF to support the 2700X series
submission to ISO — Manage the approval

process through SC27

Is SC27 the right committee?
What other activities can we perform?



Next steps: ITU

e ITU-T Cloud Computing FGD & [m13iEHE
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