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What Types of Engineers? What is Needed? .’NSII

Information security engineers
In user companies in Japan According to a research

About 265 000 by IPA, user companies
L ’ In Japan need much
| I ore information
/ ;?i security engineers
== (about 80,000 people
Human  fpman resources|Shortage | needed).
'8SOUICeS |\yho [ack skills  Jresourcen, |
who seem res::nurceal |
tohave 1apout 160,000  [About |
required 80,000 ;
skills ]
)
About | ,
| 105,000 oy

<Estimated by IPA based on additional analysis on human resource shortage conducted to supplement the
"Basic Survey on Information Security Human Resource Development” (basic survey in 2012 and additional analysis in 2014)>



Which Industries (Business Types) Need Much More Engineers?JNsn

Industry (Strength)
1 Agriculture, forestry, fishery, and mining 256
2 Construction, civil engineering, and related industries 2,764
Electronic c_omponent, device, and electronic circuit 1403
manufacturing '
4 Information'and communication equipment and apparatus 605
manufacturing
5 Electric machinery and apparatus manufacturing 1,150
7 Electricity, gas, heat supply, and water 81
8 Communication 683
9 Information services 1,885
10 Other information and communication industries 1,717
11 Transportation and postal 6,716
12 Wholesale and retail 14,480
13 Finance and insurance 4,957
14 Real estate and goods rental and leasing 1,547
15 Scientific research and professional engineers 1,014
16 Accommodations and eating and drinking services 3,535
17 Living-related services and amusement services 3,301
18 Education and learning support 2,094
19 Medical and welfare 8,473
20 Compound services 614
21 Other service industries 8,462
Total 81,590

Especially, user businesses such
as the following are outstanding,
other than IT businesses:

- Manufacturing
- Wholesales/Retalil
- Medial/Welfare

Source
http://www.meti.go.jp/committee/sankoushin/
shojo/johokeizai/it_jinzai_wg/pdf/002_03 00
.pdf
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Current Status of Security Engineer Shortage in User CompaniesJNsn

About 3 to 4% of the responsible persons in user companies said, "We need
security engineers. We are now in a critical state in which we cannot continue our
business."

| Shortage in human resources handling in-house information security measures I

0% 25% 50% 75% 100%
Executives controlling cross-department I M S — ]
and overall information security measures 16.2% 26.5% eI 05 70 el 27 39
(n=5,066) ¥ A
Mana_gers wor_ki_ng for information | i '1 _____________ l
security at individual departments  15.9% 25.8% :::E::::: 5.8 i) 29.1%
(n=5,066) Sagalateto = o0t i, n e

B The shortage is so severe that business cannot run.

O The shortage is severe, but business can barely run if some extra effort is made.

O The workforce for this purpose fulfills the minimum requirements, but is lower than the ideal.
0l

The workforce for this purpose fulfills the requirement.

[0 There is no need for information security human resources or it is impossible to answer this question.

("Web Questionnaire Survey on Human Resources Engaged Handling In-house Information Security Measures" conducted in December 2015)

Reference: Results of Research on Latest Trend and Future Estimate of IT Human Resources, Ministry or Economy, Trade and Industry
http://www.meti.go.jp/press/2016/06/20160610002/20160610002-7.pdf
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What Types of Security Engineers Will Be Needed? l 'M‘A

(1) High-level security engineer like a white hacker
(2) Persons with the security technologies to build a secure information system
(3) Persons managing the information security in a user company in cooperation with in-house

security engineers

J—ﬂ—ﬁ!

i NN NN I -

I

ER%

89

- $%%ﬁ ------ \

:x?.*EFEI

a0 €|
¥al)74
wES

BEHOME-Y4—£
AltfaraE

Ry

RETHLHRSE
]

ITAA (Sierd) |

tFaTULATLOME, H—ELRH

B
¥ %) T HE
® U—LOMER
L}
H¥aPrH—ER ml:r-n-t:' \y:b-a}
o4y

P T
i
]
]

¥ T ER-ER
= A

@%m

o

Excerpt from the Needs for Human Resources in the Information Security Field, Information Processing Promotion Section, Ministry of Ec%mmy

Trade and Industry, March of 2015
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Security workforce shortage tends to become more severe.
That is also accelerated by the working population reduction, JNSA

Human resources belonging to IT companies or
information system departments of user companies Uostobon Lon bty

begn to decrease after its
If the IT market continues to grow at 3 high rate... Fiseal 2020 Fiscal 2030 peak in 2018.
Present 919,000 923,000 857,000 Upper- Actual strength
Shortage: +171 ,000 Shortage: +369.000 Shortage +789,000 Lower: Shortage

: IT company User company

Human resources Human resources i Human resources required

- belonging to IT companies belonging to 'ﬂfOfmathﬁ (legrcll'ls'out#lzgtil‘on

: Present Fiscal 2020 system departmenis : business strart“egyem;9

E 132,000 296,000 252,000 g 254000

: ’ ! 39,000 73,000 3 1wt b 0 sty Rk

E . : information ?:;em Ly in :}ser
: on security _Present Fiscal 202 ihe avaiaoiity and shottags
: I?%m_an resources 281,000 » 371,000 resources as wel as of
. 1 those

. user':gmpames) e shorage: +132,000 Shorage: +193 000

- = :

: iy 000 —itr0 88— : 193,000

: (5000) (4000) : (124,000)

Advanced IT Present Fiscal 2020

human resources 97,000 ‘ 129,000

. Inc in se
to usuer c%mpames)mglng Shorage +1 5 000 Shorage +48,000
35,000 9000 50,000
: (5000) (2000) (8000)

Source: http://www.meti.go. jp/press/2016/06/20160610002/20160610002 html
Copyright (c) 2019 Japan Network Security Association



Number of Security Engineers in Japan .’Nsn

Those meeting skill
requirements:
05 thousand

not meeting skill requirements:
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We Still Need Much More Engineers. .’NSII

No! Need
200 thousand

Those meeting skill
requirements:
105 thousand

Shortage:

Those not meeti 80 thousan

requirements:
160 thousan
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The Number of Engineers Does Not Increase. We Count on JNSA
Engineers Other Than Security Specialists.

No! Need IT human resources
200 thousand in the country

1130 thousand

Those meeting skill requi
105 thousand

Those not meeting Shortage:

requirements:
160 thousand
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Long-Awaited?
Guidance for Developing Security Engineers .’NSII

| —1—3 o [DTH LEACHRMRE
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JNSA
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Development of Information Security Engineers (1)

1) Requested from IPA, the Information Security Skill Map
was created in 2004 and 2005 (revision).

http://www.ipa.go.jp/security/fy15/reports/skillmap/documents/skillmap_2003.pdf
http://www.ipa.go.jp/security/fyl6/reports/skillmap/documents/skillmap_2004.pdf

2) Renamed from JNSA, SecBoK opened to public as an
entrusted business from Ministry of Economy, Trade
and Industry.

The knowledge described in the Guidebook for Instructors of
Information Security Education (2007 Edition) is SecBoK (p. 40 -
p. 67).

http://www.jnsa.org/result/2007/edu/materials/071111/tebiki2007.pdf
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Development of Information Security Engineers (2) .’Nsn

3) ISEPA released the Guidebook of Human Resource

Architecture for Information Security. EEFIUT «
A7 —F7o0F v

. . . . . A RTvo

ISEPA (Information Security Education Providers Association) 2009

released a guide for human resource development in 2009.
http://www.jnsa.org/isepa/images/outputs/jinzai_arch_2009.pdf

20005 8A
REEF1) 7 ENEREINS

4) Using SecBoK as a reference, we published the wmEt¥a1lr«
Textbook for Information Security Professionals in 207xv7arl
20009. —
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http://ascii.asciimw.jp/books/books/detail/978-4-04-867782-0.shtml
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Human Resource Development Map by Job Types of the
Information Security Human Resource Architecture

SecBoK (Before Revision): Job Classification le n
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SecBoK (Before Revision): Major Categories of the Skill Map

No. Large Category
Information security management
Network infrastructure security
Web
3 |Application security Email
DNS (Domain Name System)
Unix
4 |OS security Windows
Secure OS
5 [Firewall
6 |Intrusion detection
7 |Virus
8 |Secure programming techniques
9 |Security operation
10 [Content security
11 [Authentication
12 |PKI (Public Key Infrastructure)
13 |Cryptography
14 |Electronic signature
15 |Unauthorized access methods
16 [Laws and regulations and standards

Copyright (c) 2019 Japan Network Security Association
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About 600
minor skill
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middle items
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IPA Released "iCD2015" in June, 2015. JNSA

Reference: http://www.ipa.go.jp/jinzai/hrd/i_competency_dictionary/icd.html

As global competition becomes severe, new IT services and IT infrastructures such as the
cloud, mobile computing, and SNS have been common in late years, and business
environments are changing each and every second. Therefore, to develop IT human
resources that can respond to these environment changes, IPA has provided the frameworks
for human resource development and promoted to use them. In this way, IPA has supported
human resource development in the industries.

IPA provides "i Competency Dictionary (iCD)." This systematizes jobs of the business that
utilizes IT in companies (tasks) and capability and potential of IT human resources (skill), as a
"task dictionary" and "skill dictionary," respectively. Companies can use the iCD for human
resource development according to the purpose based on the management strategy, etc.

IPA released a trial version of the iCD in July 31, 2014. It released the formal version, "i
Competency Dictionary 2015 (hereinafter, iCD2015)," based on public comment,
demonstration experiments in the industries.

The iICD2015 includes the revision of the groups of knowledge, etc. in the trial version.
Besides, tasks and skills corresponding to human development necessary for the new age
such as "information security" and "IT for business creation" were added to the iCD2015.



Skill Dictionary (Security Knowledge) JNSII

In addition to the knowledge items of the skill standard and Japan Information-
Technology Engineers Examination, the Computing Curriculum Standard and
main bodies of knowledge are used as reference. Addition of SecBoK

Skill dictionary

Name Issuing Organization

- Methodology

Scope of the examination of the morning part of the Japan Information- Information-Technology Promotion Agency (IPA)

- Tech nology Technology Engineers Examination (body of knowledge)
- Er?tl)?/\t/?gdge %gﬁsn'lc))r:(rcllgvrvtla;;eklgertzr:]nework (AT e T ST Eanet =6 1ar) Information-Technology Promotion Agency (IPA)
IT Skill Standard (ITSS) V3 2011 Information-Technology Promotion Agency (IPA)
IT Specialist Nurturing Handbook FY2008 Revision Information-Technology Promotion Agency (IPA)
11000 knowledge items Users' Information Systems Skill Standards (UISS) Ver. 2.2 Information-Technology Promotion Agency (IPA)
were identified and sorted Embedded Technology Skill Standards (ETSS) 2008 Information-Technology Promotion Agency (IPA)
in Original groups: Computing Curriculum Standard (JO7) Information Processing Society of Japan

A Guide to the Business Analysis Body of Knowledge (BABOK) Edition 1.2 | International Institute of Business Analysis (IIBA)

3 categories,

Japan Information Technology Services Industry

78 classes Requirements Engineering Body Of Knowledge (REBOK) First Edition Association (JISA)
)

423 Sk||| ite ms, and Strategy and Analysis Body Of Knowledge (SABOK) Japan IT Strategist Association

8234 knowledge items Guide to the Software Engineering Body of Knowledge (SWEBOK) 2004 | IEEE/ACM
éd(iBtilj)lge to the Project Management Body of Knowledge (PMBOK) Fourth Project Management Institute (PMI)
ITIL (Information Technology Infrastructure Library) V3 itSMF Japan
Guide to the Software Quality Body of Knowledge (SQuUBOK) Ver. 1.0 Union of Japan Scientists and Engineers
Guide to the Data Management Body of Knowledge (DMBOK) First Edition | DAMA International
(ISC)? Official CISSP CBK (ISC)2 Japan

Information Security Body of Knowledge (SecBoK) N1 NISYAN

18
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SecBoK2016 Revising Activity ,’NSA

1) Revision and update of SecBoK
Created in 2004, the current SecBoK is the contents as of year 2009
after several updates. However, it was not updated since then.
We revised it in 2015, considering that the SecBoK was required an
update so that it could respond to the shortage of information security
human resources in user companies today, as well as the needs in the
cloud age.

2) Activity for popularizing SecBoK and promoting its use for

other associations and organizations

One of the reasons why SecBoK was not updated since 2009 was
because SecBoK was not used outside of the information security
industry. So, at the creation of i Competency Dictionary, we examined
the SecBoK were used not only in the information security industry but
also in other associations and organizations.

19
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JNSA
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Direction of Revising SecBoK2016 JNSII

Remarks of SecBoK Revision Committee and Policy

Job Type

Knowledge
Iltem Class

Consideration

How to
Proceed
with

- 32 job types of ISEPA are too many.
=> How about focusing on the security system, and then organizing the types by focusing
on what types business/players are there? In this way, the number of types will be
reduced.
=> According to the business model and contents of business, it is good to organize the
types by describing each type like "this field requires a person with the job type."

- The current skill map is too biased toward the vendor.
=> New concepts (cloud, virtualization, grid, SDN, etc.) must be incorporated.
=> Not classifying the items by users or by vendors, but based on the job types or tasks, the
items can be organized regardless of companies.

- Companies do not accept too detailed considerations.
=> |n order that the mission and vision of an organization can be incorporated into
organization models.
=> Distinction between normal cases and incident cases
=> As to whether the company handles an issue or outsources it, both responses must be
made possible.

- Clarifying the job types and profiles in which much more engineers are needed, such as
"personnel who can have a dialog with vendors," we will discuss the deliverables useful for
the development of such human resources.



Other Frameworks .’Ns II
NICE: National Initiative for Cybersecurity Education

http://csrc.nist.gov/nice/

They assume that, in the
United States, each

ministries will create a . oo
human resource SECURELY AND
development plan based on SRSV OEFEND

e - FOW

the NICE Framework B2 PRRIE
established by NIST
(National Institute of
Standards and Technology).

INV ESTIGATE

The framework organizes the
cyber security field into the
seven major categories.

CYBERSECURITY

WORKIFOIRCLE

FRAMEWORK
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Categories of the NICE Framework of the United States JNSA

The NICE Cybersecurity Workforce Framework organizes the tasks and knowledge
regarding the cyber security into the following seven categories.
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Types and Roles of Security Specialists .’NSA

Malware
analyst

Analyzes malware that intruded
and a used exploit in a safe way
to clarify the attack method and
devise countermeasures. In
addition, he/she can also detect
unknown malware from traces left
in the system/network.

Incident
handler

Can quickly responds to the
incident in case of an incident,
and takes measures in
cooperation with the operator and
administrator of the
system/network for safe recovery.

Forensic
analyst

Detects evidences in the
system/network in cased of an
incident, and preserves them
appropriately.

Network
analyst

Operates and manages the
system/network. He/she can also
take the initial response in case of
an incident.

Penetration
tester

Is familiar with the latest attach
methods, and proposes
countermeasures. He/she can
plan an examination to check for
vulnerability in the
system/network and conduct it
appropriately, as needed.

Professional
sales

Has basic knowledge/skill for
considering and proposing security
measures that are necessary for an
organization, and can also propose an
optimum solution from the viewpoint of
business strategy.



Types and Roles of People Who Build an IT System "NSII

Consultant

Understands customers' needs
and offers proposals. He/she
takes responsibility for customer
satisfaction.

Project
manager

Understands business
requirements and IT
requirements, and defines
requirements. He/she takes
responsibility for the project.

Application
specialist

Designs, builds, operates, and
maintains the application system.

IT specialist

Designs, builds, operates, and
maintains the infrastructure system.

25
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(Reference) Roles of Information Security Engineers in User Companies in

Japan and Related Departments
Task Chart of Information Security Engineers by Nippon CSIRT Association (NCA)

In |nC|dent response external organization

Management,

Responding | Status
Ve explanation

acquisition
Forensics

Status explanation

Incident handler

Request for
a measure

-

Investigation request| |ncident information

explanation

Status explanation

Cooperation

Responding vendor
(concreate response)

General status Investigation into

inthouse crime

Commander
Status
explanation

Status explanation

JNSA

In-house system,
related system

Investigator @

Incident infermation conveyance,
reguest for a measure

GAP
explanation

Prioritization

Status explanation

Researcher, curator

Solution analyst

Self assessment

Investigation request

Responding
vendor
(MSS, intelligence)
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(Reference) Roles of Information Security Engineers in User Companies in Japan

and Related Departments

Task Chart of Information Security Engineers by Nippon CSIRT Association (NCA)

JNSA

.. Corporate manager,
In incident response EE R e Pl
|

Responding | Status
vendor | explana

| Investigation request

w - Who speaks?

Status expla

1

Status explanation

Incident handler

: Request for
a measure

Cooperation

In-house system,
related system

To the information security vendor:

- What (what roles) does your organization ask? D

ﬂ - What does your organization convey?

Status explanation

Researcher, curator

eyance,

Investigation request

Responding

T~ vendor
(MSS, intelligence)

e === RESPONING VENOON | == == = = v s s s s o o o o o o o o e
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Relationship Example Between Roles and the NICE Framework JNSA

CSIRT Association NICE Specialty Field Job Type

3

>

0 ©T O

CISO
POC

Notification

Commander

Triage

Incident management
Incident handler
Curator

Researcher

Solution analyst

Self assessment
Vulnerability diagnosis
Education/Enlightenment
Forensics

Investigator

(None)

(None)

(None)

23

21

21

15

15

14
15

14
13

13
17

18
19
22

24

16

Security program management (CISO) (Board member)
(None)

(None)

Information system security operation
(1ISSO)
Information system security operation
(1ISSO)

Incident response

Incident response
Computer network protection analysis

Information assurance compliance :jT security
epartment

Computer network protection analysis

System security analysis

System security analysis

Vulnerability assessment and management

Education and training

Digital forensic

Investigation

Legal advice and defense (Legal department)

Formulating strategy and developing policy S;erpg?trr;n:]%

Infrastructure support for computer network IT system
protection department

Security Vendor Job Type

Incident handler

Incident handler
SOC analyst

SOC analyst

Malware analyst/
professional sales

Malware analyst/consultant
Penetration tester
(Education service)
Forensic analyst

Forensic analyst

(Lawyer)

Consultant

Network analyst



16 Roles of SecBoK .’NSII

. CISO (Chief Information Security Officer)
POC (Point of Contact)

Notification

. Commander, triage

Incident manager, incident handler

. Curator

Researcher

. Self assessment/solution analyst

. Vulnerability examiner

10. Education/enlightenment

11. Forensic engineer

12. Investigator

13. Legal adviser

14. IT planning department/consultant

15. IT system department/network analyst
16. Information security auditor

©O~NOUAWNER



SecBoK (Skill and Roles) JNSA
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Nearly 400 skill
items

ﬁ Classified into 16 roles
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Features of SecBoK2017 .’NSI'

1. Support for use in user companies
SecBoK2017 should be able to support use in user companies, where
information security human resources are considerably short in number in
Japan.
-> Coordination with the human resource definition used by Nippon CSIRT
Association and mapping to the security vendors are done.

2. Response to world standards
Frameworks that are not only recognized by JNSA but also publicly
acknowledged should be incorporated.
-> Incorporating the knowledge items related to cyber security in the NICE
Framework of NIST

3. Support for organizations/business
SecBoK2017 should not be too detailed, and should be one from which the
actual business flow and organization model can be assumed.
-> The 32 job types included in the conventional SecBoK are summarized and
reduced to 16 job types. Also, coordination with IT skill standards such as i
Competency Dictionary and ITSS+ released by IPA is strengthened.




JNSA
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User Companies are Targeted in SecBoK2016 JNSII

Elements of the framework "NICE," which was considered to be at the world standard level in
the context of security, were added to i Competency Dictionary 2015 (former IT Skill
Standard) intended for general IT. Then, this i Competency Dictionary with the "NICE"
elements being added to was released as Information Security Body of Knowledge (SecBoK).

Conventional SecBoK 1 —

TR LR 1
(ITSS) Iy : |

: For security vendors I

M| 1 1 z lI L 1 9 I I

T NS RRERRNNNRINERE EENRR I 1
:|:'"7"“‘"i:::,j T 11 I |

| i 1 i

: For IT vendors i

SIENB AT LR I |
Ny —SUTh s PR EEES 1
TRV —SONTIREHEDITAH @I L |
------------------------- mll

(i3 EF>S F40334U2015 )

For user companies

mm}'r-"‘ ?xfggfz;)  BE Target scope of SecBoK2016
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(Reference) Task Chart of Information Security Engineers by Nippon CSIRT Association (NCA)

Example of Developing/Recruiting Researchers and CuratoryNs n

In incident response &

Management,
external organization |[= = = = = = == === —————

Responding | Status

vendor

explanatio

Investiga

Request for
a measure

Incident handler

ion request | |ncident information

‘aCQUiSition
Status explanation

Incident management

Status explanation

In-house system,
related system

1

1

| Investigator L

| Notification
1

1

1 General status  |pyestigation into

e

Commander
Status
explanation

Status explanation

GAP
explanation

Prioritization

Status explanation

Cooperation

Responding vendor
(concreate response)
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I ; _ : Incident information conveyance,
explanation In-house crime request for a measure

Solution analyst

Self assessment

nvestigation request

Researcher, curator — Responding

vendor
(MSS, intelligence)
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NICE Framework: Example of Mapping With Skill Items JNSA

ulpuswabeuen 1ua

Field Major Item | Middle ltem | KSA-ID Minor Item

1ayoleasay
uENSuU0D

=z
o
=
=h
o
o]
=
o
=i

J01e6nS9AU|
18siInpy [eba

=z
g
o
=
=
>
=
=
<
@,

abel ] /1apuewwo)
Jouiwex3 Aljigesauna

Basics of General 64

- Knowledge on principles of information security system engineering I
Security Description

irements
pudiation

Knowledge on information assurance principles and organization re

63 regarding confidentiality, integrity, availability, authentication and non-|

Knowledge on information assurance principles used for managing

55 : ) , ! g fsks SICICICIE [ n
regarding use, processing, accumulation, and transfer of informationfor data

70

Knowledge on security principles and methods of information technofpbgy
(examples: firewall, demilitarized zone, and encryption)

Knowledge on methods of the current industry that use concepts andicapability
based on standards regarding the evaluation, implementation, and pppularization

ation, detectfpn, and
Skill items a little

) Mavailability L B u

|eSS th an 400 I:ardware,CIS, and u u ]

Knowledge on external organizations and academic institutions relatilhg to cyber
320 eg 9 I'g w CICIE IEIE n =
securityissues
952|Knowledge on security problems, risks, and wlnerability that come th!he surface E|EE 1 | |
Security Genergll a8 Knowledge on the company information security architecture system pf mlm J -
Governance | Description organizations
Knowledge on reporting principles, policies, procedures, and meansfreporting
300(format, report standard (example: requirements and priority)), practicdl of diffusion | mn
and law enforcement agencies, and restrictions of intelligence
965 Knowlledge on approach for risk acceptance and/or risk managemenfof mlmlm -
organizations g_ L
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Skill map sample - Curator role

JNSA

| | | [Prerequi[, . |
| | Larce | | Prerequi |R=auired
X Large Middle Prerequisite| Required
Field Sty sy Small Category o o KSA-ID a64
Basics of General description Know ledge on principles of information security system engineering Y 64—P3
security Know ledge on information assurance principles and organization requirements regarding ° 63 63 s
confidentiality, integrity, availability, authentication and non-repudiation 55
Know ledge on information assurance principles used for managing risks regarding use, processing, ° 55 _70
accumulation, and transfer of information or data 705
Know ledge on security principles and methods of information technology (examples: firew all, ° 70|77
demilitarized zone, and encryption) | po
Know ledge on methods of the current industry that use concepts and capability based on standards £1 0
regarding the evaluation, implementation, and popularization of tools and procedures for security o 7711084
assessment, observation, detection, and improvement of information technology a
Know ledge on external organizations and academic institutions relating to cybersecurity issues [ ) 320 —p6
- — - 86
Security General description Know ledge on security management ) 110 |
management Know ledge on policies, procedures, and regulations for computer netw ork defense (CND) 984| |
Know ledge on security policy (such as account creation, passw ord rules, and access control) 986172
possessed by those w ho use information technology to take their organizational parts
72
Know ledge on in-house security policies and rules and their implementation methods, etc. o Added to SecBoK _58
Know ledge on security measures and techniques that are internally implemented [ ) Added to SecBoK 2819
Netw ork General description Know ledge on netw ork security architecture concepts (example: defense-in-depth applications) ° 1072 19| 3
security including topology, protocols, components, and principles kg
Vulnerability diagnosis Know ledge on know n vulnerabilities that can be obtained from alerts, advisories, and reports [ 58 28
Know ledge on computer netw ork defense (CND) and vulnerability evaluation tools (including open- °
source tools and their capabilities) yAF
Skills regarding implementation of vulnerability scanning on security systems and recognition of ° 3
vulnerabilities involved in security systems
VPN Know ledge on VPN security
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NICE Cybersecurity Workforce Framework "NSII

« Standardized as NIST SP800-181 (August 2017)

« The old version was a document available only as a pamphlet.
* An Excel version has been also released (January 2018).

« Tasks and skills covered in seven categories

* Neither the Analyze category nor the Collect & Operate category were
provided in the old version because they were unique and highly specialized.

« Terminology has been reorganized (e.g., information assurance ->
cybersecurity).

« Organized into specialty areas

« The 52 Work Roles are the defined types of cybersecurity roles in
government agencies and private services. Individual tasks and the
knowledge, skills, and abilities (KSAS) required to perform the tasks are
organized into these roles.



Analysis of Security Function
and Role Definitions

Security function Human resource
definition role definition
NIST SecBoK 2019
. Role definition
Cybersecurity (updated)
Tasks (newly added)
Fram ewor k Knowledge, skills, and
Vers | on 1l.1 competence (updated)
Matching table (newly
added)

Because threats are global Because the organizational
and common, the NIST structure needs to reflect the

framework cores will be used actual status in Japan, it will be
as is once they are written in localized based on discussions
Japanese. at this study meeting.

JNSA

Elimination of military
factors, reflection of

actual status, etc.

NICE
Role adjustment Cybersecurity
Workforce

Framework

Version 1.0

- IPA deliverables (ITSS+,
ICD)

- Deliverables of cross-
industry study meeting

- Others
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Changing Thinking on Security Human Resource Development From a
Focus on Skill to Better Coordination With Tasks and Roles JNSA

Traditional Thinking
From a belief that the acquisition of security skills led to the development of security
human resources, measures to improve security skills were implemented one after

New Way of Thinking

In an era when the effective use of IT is transforming society to Society 5.0 or the like,
the objective is not just to acquire security skills. People need to also think about tasks
by asking what can be done.

P3JIS S0\

< Range of ability >

The left diagram illustrates the traditional focus on skill development. These days,
however, skills, tasks, and roles must be developed to expand their ranges so that the

entire triangle becomes larger, as shown in the right diagram.
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Features of SecBoK 2019 (1)
NIST SP800-181 Coordination 1

Over 1,000 skills in NIST SP800-181 were coordinated with 16 roles in SecBoK 2019.
(Category changes, itemization of the basics, general descriptions, etc., and other work was
done independently to facilitate use in Japan.)

TFIVTAHEDE (SecBoK) AMAFINYT20194E1R SAEER

JNSA

Roles

<O-)VEBORAEME- 2> <EE- ZFNOLAIL> _\
BHRAE L (AR TORIRELTH UTH(RE A1 25 [L g (o ssma s oxmae - - - 3
EAF I (BHRTORBEL L ELBBAM- X5 (V[ (B3 L $ AR T 2R E - b=V B EBORIST L) z S| # 3 |4 |3
SEFI (BERTCBLTBATABON, HEELELKE- ZEI) | B R0 SR A RN S EPIR B RS o | 2 g1 | & 2 |le |8
XTRHRRF IV ET BAREIL | DRI | |7l TR U At T SRS T ) S E g3 |2 |¢ 18 |e
HIRRFILERTHAMERRL, BBRAFIVIZETIHE L—=2Y RUFAY (SR AV FIITVACET R0, SERL AL 3 H 312 |9 |3 P I -
p E} = 2 = o
ET5E. SBBBEESEATEDAM LS REE D) g 18 | & 2l el g2 |8 |8 |8 |&
= S S (gz|e & 288 |5 |2 |2z |5 |8 |2
f K_IS; New/Old [OIdID|  Field Major Item Midde ltem |2 Minor Item % g S|z |e8|s |s 1255 (3 |38 |8 |5 |3 |8 |%7
|BNICEICER HRCET A0 (1 ). =Mk, MR MRS . #HEt. 18
1 |K0052| Sy | 75 |00ERE 1HERE L ) 3
|BNICEICER 25tHEB-EE IVEL—A7—F70F v (I EEER. TOLyY. FYTRUFIVEL—
2 KOO0 gy | 42 [0EE e "~ 51\~ F17) CEAENBET I BT S5
3 |ooae| NOEER | gy oo [ZHIFHERIE L [7oromvasnsavomEIEET sa
4 |Kooss| BNICEERT | 5o ooty ﬁ;ﬁﬁ'ﬁﬁ L [v4hn7otyyIcE Y a5
IBNICEE(F 25tHEB-BIE 2y D=0 ETFST19IDEDLSTTND D (2
5 |KO06L] g " | 92 |0OZHE T TCP/IP. OSL. ITILIR{THR) [CBA Y B 4038
6 |Kotos|BNICEE | , 00 o0stae 25t EH-EE BEATATOERRE . AERUIREVEETOERCET 3403
LEHD T (AVE1—BEBEORYI—D, B2, TP4N, BiR)
SRR ER A DRBOREES0. WENEIE1- 508
wm 7 coos| ENOEHE | oy boompe  [2Etome-mE | |RBREP 507 vICBET 3800 (B OPU, 9k D—74 5~ 71—
> BUEBD I% Ah— k. F—8AM—Y) DiEEE ST, PEIHBIVE1—IVK—%
a8 VP THF BT BRI
—_— |BNICEL(F 25T M- BIE SFEFLMEEOFY NI—DEISCRT D505 (5] LAN, WAN, MAN,
n 8 |KO3| Ppp = | 278 |0OEHEE [T WLAN. WWAN) -:
BF T AT 2M0H (Bl IVE1—AVATL/AVR=2 I 7D
- Lms CAFET AR, TIINAAS, TINAFF | BFA—HF4H. N
o |Koute| IENCEER | 5gy logaepe  [2ELFHE-EE L [—KESA 7. AE0A— . £5 L. %9 FI-DI -2V k. R9RT—D
- PIFATYA 29 MI=bik— LAV FA=ILFI A, FYUVB, UL—I1NT
NARL—YFIM A, BiEH. EEH, TPDYIUREE)
|BNICEICEE 25tEB-EE A
10 |KOL38| Zp ey | 903 [00EFE T L (Wi-FilZBE S 24038
IBNICEE(F 25tEB-EE JVE1—A%y FO—DORBEICRT 25058 (R FO—DOEKRMEBIY
11|K035) Fgg 7| 22 |0OEEE T b BI—sav— g b, %9k I—DOMEERE)
FYFI—DEAVA—3y MARICET HHE (T BDE. T/MA, T/I(
_ 2RHEHE-EIE B, N FOT7, YT MITP PIT—Yay, K= b/TarIL. 7
12 |KodoL) - #im 00X |Ta RLYDUY | 39 M= P =55 DF e YTFARTIF 0, hmTA 0 |
ARL—F4VT VAT LIBE)
— 25T EE - AlE NI 2ZA9F =B, 774 7oA VB E B OMEN B LURENE
13 |koste] # C0FH  |pe - 29 R0=DF ) ABLCAYTIAL ST BT BRI
14 |Kosss| s — |ooztwE ?J_f'&'@ﬁ L |TCP/IPRy FI—Fu5 70 ICEES 24058
15 [osss| wa | - Joomme  [(FLFMEE L [EfEoxmicmT s
16 |koots| BNCEER | oy loosps 3y7boIY L (st p I TUA LIRS 2508
N [oos| NOEH | o5 Jooza  [ovstory L [1uP 1570053 ) R AN S 35
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Features of SecBoK 2019 (2)
NIST SP800-181 Coordination 2

Role

Defined Role (Main Role in User Company)

Role Name in NICE Definitions

Role Defined by NICE

CISO

HANOEMEFLUVTEMIET 2. CXLVTARERDOE AN D, CI

q Authorizing official

FAMMOETS (Syay #EE. A A—J FEHES D) . A E. EA. ZOMOMEM
ERCHFBFAEELBLANTHER AT LEERATZIHAEZTEXICASIERERF O LK
EHEFIERE .

Executive cyber

O FAN—BLUVFAN—BIEOE R KR U/ RIGERICRTIEBIREEITIEES

1|(Chief Information O(BBEIEMEF 1T EAEE) . CFO(BRBMBEES) ELE : AR - )
Security Officer) (5 UTHIg T3 27|leadership L. ESav e MEE#ITS.
IT investment/portfolio Sy AVERROBEEICET 32 ARMNLBI— X CEDRETREDR— FI4UTEE
31|manager I3,
POC *t 5+ [ (3 TIEJIPCERT/CC. NISC., ¥2%2, BEEE T . NCA. {#hC
SIRTSHEDBAERR O . #L P (4 TIRIT A PIINEEE 24 5k N D35 H5
2|(Point of Contact) Lo, ITERP. [R#R. & REVH QMM O LGN, ThEN (No response role)
IR E TS
o— HEMLPIE SAEE L . AL A2 B ED B A TR RSB &17 50 AU X
3[Notification FACEEE R (TS A TN R (TS, (No response role)
B CREE CL\BEF1UT( Y YT FOERIRRIETT S, WA i . TTETET 3 ey — s
4|commander BAY YTy MBI L CIECISOPE B B LD M B ET 5, T, | 27 ercu“;.e Sy e st
CISO®AZ B H B R TET BMEDFIBEFTS, eadership Es -
i - . T —— Executive cyber BMOF A N—B LU AN —BLEQ R R Y/ RIGEMACAETZEBREEITIEES
4|Triage BRICHTBRIGICH I B BEIBEERET S, 27 leadership e s CRl o
T e - AVIFURNY FS—CHRREH L. AV YT tost kR EiRiE | 35|Cyber defense incident FvRD—DBBELBIVIL—TRDGAN—AY VTV METAE . ST . BLURET
9 T3, S REEEETHEEL IR I AR EMET D, responder 3.
AUSF S FOMIEBETT S, CF 1T AN A — (AR ERFELCLS o P —— I O
5|Incident handler B LR R TR L. BEE S, KR Do v | 35| CYDET defense incident 5y b —DIMBFREG T OL—T MOV AN AV T FEIE . . BEURET
—Jr—(C3RETD responder 3o
T —Fv— DU LR IR E 53 T L. ZOTRRE BALOBAT N p—— - P — . ]
7 = il A i W RE(CHAFIYIBARL— TV TR DR REIEIR T B2 DY AN\ — IR EBISE TS
6|Curator :a;;y\g)ég;isEg;:ggth?gutebttsoc(tl#;l)-r»r?ff\l/ 37|Threat/Warning analyst A — T, = RIS, AR 5347 . DLV REES.
CFIUTAAN . EERTHER. Moo TR . BEEE D IO 7L SFEEFBIAN—BHEY—ILIDSDT5— k. 71794 —Ib. FYFI—D F574yo07
7|Researcher R, EIRENSADIBIR . AF(PINEREE EILMEL, ¥1L—45—(c | 33|Cyber defense analyst ) W BURIE LT — AEEALT. MEREMIITS B CHRENTRET IR M
BIEMET, IR DH THHE LI SHTD
B O HEH A DR CEF 1) T(BIBERET 5. BEDIR
- SRETobe {RDFit&Gaph DUADEHEEITLY, YI1—avIvTe : P = = “ = o
8|Self-assessment AL CEASHEE S D . AR 1 S DT LS R R 18|System security analyst DATFLEFIAVTADFE . TAL EA. RTFOSEMAFEEIE LTS,
L. e A EIC RT3,
; FREHCEIRDT EAAY AT 20 10 S5 o M6 B I3 ME 38 1 ; 2= _ — ] .
8|Solution analyst (D:;ﬁ\ B S I d B TEX = 18|Systems security analyst |[YRFLEFIAVFIDMHME. TR GEA. RTFOSHTEBAREB LTS,

i o . PS——— P i XY FI—DBEAD AT LEXY I — DO MERMEL, TN6DYRAT L/ FY F0—5
LTS B s T et a7 IHI53 | 36 Vvulnerability assesSSment | o, 75 1 A ket k. #0H R O— DIV RS SEEBLL TS BT ASES B
examiner - BPWIES 73, analyst BESI D SBT3 B BIHEH T —F TOF v DI SHIEEE e

Cyber instructional HELEORBECESE, SAN\—FIVTIERRET - KB CHTZI—R. F
. 21 |curriculum developer SERUEMTIICOVWTRASE. I3, AR UM 3.
10| Education/ HADUTSY—OR L. EEFOEHOHKE RUEREMEITI [ 35 [Cybersecurity instructor  |94/\— x5 faRCh I3 BB OIME -G R B EMERVEET 5.
Enlightenment © Cyber workforce FiR. BB OEAEETR— L. T/ —BLEDRI S —.
N N HIRD T (3T B ZAL BRI EHDY A )N — 2 E X RET
25|developer and manager [z s hoatE. Wik, (EEtEET S,
e A P 51 |Law enforcement AN~ RAELCBSET BT I ATAPEOTEEHBHIC, FFaAAU—FlF
: . PAT LRSI, FEEIRE . AT MEET5. BEOHIE forensics analyst IRREYLEFESI S 30V E1—IX—ADILIRICRIS ZEEML AT ERIET 5.
11|Forensic engineer BESLRIREES LS HB7c8 . BERLREEES (T, SHENIZT — 5% , = = =
WESE. RHEIBIT3ELBREND. 5o |CYyber defense forensics |5 ISLEEMESHT L, AVEA—BLFAUF(IY O FY MEWTR L, YT L/ Fybo—
analyst DOMESBIEEHER BT SIS TMMERSH T,
SR BDILTE . PERLTREIRAET 3. EFAUTAIV T M
i VAT LIEEELRED, BEOHDENFET D, BHOL I q i i FEEN . XEESNESHTH LU RN ALT, EEAEHE. IR, k. 5
12 jumvEsiieRimer FEFRIC. MSORE IO . RCEosHeolas | 00 |CYPer crime investigator |4 gezyy
EEEDBADRIBMIIRE R REMOCLKIENEREND,
q ST LBV CAY T A7 I AR T EBI IR AN ST T RENE o P m—— Poa— ==
13|Legal adviser RIS BAE R LE 5, 19|Cyber legal adviser HA)N—EICRAT S FEYDICONT. SEAMBEI S PEIEETTS.
i _ s Cybersecurity policy and  [#8#05 /A~ 2+1UF1(CRIT 31 - VP F IS LUMBLEFES R~ FL. ThERS
14|17 Planning HNOITRIAICBT SEE- T3 E1T5. BECHEUT ITORA | 26 strategy planner FBLSBYAN—FIUT(EHE. M. HIURY S —EHE LM IFT 5.
department WROATE - FHHFEITI. 2 —
29|IT project manager IERFMTRE IOV FEEEEET S,
16| Network operations N= EYIPHICRBEHESE . 79 I—DY—ER/ VAT LOEHE. K. HSLU
specialist SERAEITI.
SAFLFEBUAT LB BB EDIYR—F > FOIRE S LUBSF (Bl )\— o177
i BLUYTFITPDIVAR—IL MR, BHF . 1—F— 7N FOMZHLUEE, /1y
17||Sheiam @i msErEiEer DR H LGN WBADDE B F (I . B L 5 LU _E D EF 10T IR0
g ABHO T EIVT RIS —EFIAADMEY) (CRIF B EAEEES,
IT system HADITIOJIY MEHERET ZEELIC. PTUT—aV Y RTLD Information systems o _ _ R
1 ==, . — e . H k. fut: > — 3 . o
5 e o Rt M. . RSB EELTD, 23| o curity manager TOTT L, KB, VAT LHICH IR YA - F 1T RICTAEE RS
24|COMMUNICALIONS SECUMILY | oy 15 12— a3 reiine S RER 257 LOBREEETTS,
manager
Cyber defense
34|infrastructure support AVISALSDFYDIN—EDIFPEVT OIPET AL, R R, R=F. BEI 3.
specialist
i o ity |FEEFAUTCREIADDNF S AR RGN S
5 = Sl 3 =
16| Ormation SECUMty |5, ULt Ak PICH S GRENG BIRMOLE M, WRRSS | 35|17 brogram auditor RAEADAEBRRE RIS BT [TTOTS LERFZOE 2 DR EREFET 3.

auditor

VT, EHECHOTREER FEFE L. Lo THREEE S A HBLNEEN

EETS
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Among the 52
roles in NIST
SP800-181,
associated roles
were picked out
and coordinated
with the 16 roles
In SecBoK 2019.
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Features of SecBoK 2019 (3) JNS n
NIST Cybersecurity Framework (CSF) Coordination

Unique . . . .
Function Tasks are coordinated with knowledge items in newly presented

Identifier

I (cenity tables.

“ An example of the Detect (DE) task is shown below.
Protect . .
Knowledge items (skills)

A @
&
‘ § = Related Areas (No H Level )
8|8 |zl |5 |2 2|8 | E|l5 |8 | < 2
sz |2 |5 |2 | |2 B2z |-5|5 |5 | 5| =
40 DEAE-1:
(DE 39bD—DEROR—254 vk, 1 2T L0 MENET—50| * | ° Lt ML L
DEAE-2:
RELANVMOEAD: |yomarE A ey SR, SRR MEAHLTLS, | | ° LIH|H|M]H|M]|H L]t Bl s
%ﬁm%ﬁbﬂﬁ%ﬂ L. 1RV T2 DE.AE-3:
SY AR OB EEEIEL TS (4R b7 — S5 @ ROEREL LY —hoIREL ABEICEEMIT| o | o LIH|M[M|[H[M[H L|L LiLfL|c
. V3,
DEAE-4: 1AV MibTnT BB ERELTLS, o | LlAa[u|A][A[M][H L[L NN
DEAE-5: VY5 MEEORIBEEHTL B, e|le|L[M[H[HA[M[H[M][H L[L M[L|L
DE.CM-1:
T BB OB () AT A P ERAITERLS Ry | | ° ][ e ] . b L L
DE.CM-2:
BT DA RMOBZIA ) —EF TRV MERETERLS. 1 | o | © L{M|M M H L L
EEEEE- AT LTS,
3 DE.CM-3:
CRLTIORBIBEZLDY [ SETIAREMOHITA ) —EFAUTARY PRI TERLS B | o | o L({M|M M M L|L L{L|[M
(ECM: ADEBEE-AYT LTS,
BAN—CFIVTAA A M ERAL. [DECM-4: EBRI- FERITES, o | o H|H M H L|L LlL]|L
RENEOEMEERETT SO |DE oMb BEBE/ M NI- FERIHTES e H|H M H L|L L{L|L
AR ATLCABEES VI LT 2 2 >
W3, -OM6:
s ST BARMOBEYA S~ F T ARV M ERATERLS. 5k | o | o M[M|L H H L|iL]|L
BY 20 I OFEHEE- AT LTS,
DE.CM-7:
RO UEZE B, 7/ A VI ITPOESAUVTEEELT| o | @ M|L|L H M L|L LiL]|L
V3,
DECM-8: 33 1A% ro EEIBL TS, o | M| M M H L L|L
DEDP-1:
AT (DEDP). S EER AL RACHT R EEsmpcesLTn| | [ [HIMIMILIH L )H L ALyt
BT Ko MRS BEp0ks [DEDP-2 BAEBENBGTATOBRFEEHLL TS, o | H H H L MIL[L[L
TAtABLUFIEE#REL, TAL [DEDP-3: BAITOLAETARL TS, o | o MIH[H|IM|IH]ILI[H L MlclcolL
w3, DEDP-4: 1AV MEAEREEEL TS, o | o | L H M M L|L|L|[M
DE.DP-5: #1170t A& RAICHEL TS, . M M L{L|L]|M
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Features of SecBoK 2019 (4) JNS A
Reference: List of Human Resources and Tasks Defined by NICE

SecBok publishes a Japanese version of the list of tasks performed by the human resources
involved in each role defined by NICE (NIST SP800-181).

T0051 BELIRATLBEICESVTEYLLALDOVRATLATAMEEEL, BYA T — N~/ REY AN B v IT7VTBH. VAT LEIR/ETD
fODTTITINY R EH#EEOEN AR EEIRCERBHOMGENEE . SR TLEUIERICHANTEE512T 5,

T0084 [RL LR EEIOLREEMAT 5.

T0090 |ER{GF (FRAFK SN RTLLET—FTIF v MBBOY ANt X2 YT TR TIFYAHARAVE—BL TS LEHRET D,

T0108 |[#ABIDRT—OHRINF —LEML TEELRE ST RABREFHTEL., BRIELET 15,

T0196 [FOPHrER, BFBEta T, FERHTRICETS 7R NAREEH] TS,

T0205 YREBIL—LT—IDTOtREHELVBEETEIXE (FIZIE. VAT LSATHAHL Y R—r5E., EROHE. ERAFIE. LRSI —V
JEMEANTS,

T0307 |{BH7—XTOF Y DO . £XUTAH—ERDEIYS T, X)) TAAD=XLDBIRETS,
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Computer Science Curriculum Standard (J17)

Case Example of Educational Application (Information Technology University)JNsn

The Computing Curriculum Standard JO7 is a compilation of the computer science (CS), information system
(IS), computer engineering (CE), software engineering (SE), information technology (IT) and general
information processing education (GE) domains. The curriculum standard follows a review of the status of
specialized information technology education in Japan. After it was reviewed in 2017, J17 was published.

Field | Majoritem | Middle Item

C5

IS

CE

SE

GE

CyS

CyS

CyS

ICT Basics Security Security
Basics Specialization

Basics | ICT basics | Information | @ 9 9
theory
Basics | ICT basics | Computer | @ 9
hardware
Basics | ICT basics | Network | @ 9 9
infrastructures
Basics | ICT basics | Communication | ¢ 9 9
protocols and services
Basics | ICT basics | Data structures | ¢ ®
Basics | ICT basics | Databases 9 9 9
Basics | ICT basics | Knowledge | @ 9 9
management
Basics | ICT basics | Algorithms and | @ ® ®
programming
Basics | ICT basics | Operating | @ ® ®
system
Basics | ICT basics | Software ® 9 ®
Basics | ICT basics | System | g ® ®
development
Basics | ICT basics | System | & 9 9
operation

The Security Body of
Knowledge (SecBoK) Human
Resource Skill Map serves as a
reference for the skills required
of human resources. To
organize the knowledge items
required for the curriculum
model, each specialization level
in a range covering a
specialized information
education item in the SecBoK
Human Resource Skill Map
was organized as a reference
for creating a cybersecurity
curriculum.



Effective Use of SecBoK in ASEAN Countries
Case Examples in Indonesia and Vietham JNSII

The Japan International Cooperation Agency (JICA) has implemented projects for security
human resource development using SecBoK.

Indonesia: Project for Human Resources Development for Cyber Security Professionals
https://www?2.jica.go.jp/ja/evaluation/pdf/2018 1701288 1 s.pdf (in Japanese)

Project Outline

The establishment of a cybersecurity education system for professionals (practitioners) at the University of Indonesia,
one of the best universities in Indonesia, will lead to a continuous supply of cybersecurity human resources to private-
sector institutions and governments focusing on critical information infrastructures.

Business Outline

This business in Indonesia will establish a cybersecurity program at the University of Indonesia to develop professional
human resources in accordance with the Security Body of Knowledge (SecBoK) Human Resource Skill Map. The
program will also involve cybersecurity human resources from other countries, enhancing the cybersecurity human
resource development system at the university. This will contribute to strengthening the cybersecurity response
capabilities of private-sector institutions and governments.

Vietnam: Project on Capacity Building for Cyber Security in Vietnam (Career Development Plan)
https://www?2.jica.go.jp/ja/announce/pdf/20190424 190086 _4 02.pdf (in Japanese)

Project Outline

Vietnam's Ministry of Information and Communications requested the implementation of the Project on Capacity
Building for Cyber Security. The requested matters include improvement of the capabilities of government cybersecurity
human resources, provision of equipment and technology to protect government information networks against cyber
attacks, and activities to raise awareness of cybersecurity.

Activity Outline

The activities are to clarify the necessary roles among roles defined in the SecBoK framework, and to establish a career
development plan for each official. Another activity is to plan and implement training courses for higher-priority roles
among roles defined in the SecBoK framework.




Case Example of Coordination With Qualifications
CompTIA Security-related Qualifications and SecBoK Skills JNSA

CompTIA is a vendor-neutral IT certification organization mapping the skills necessary for each qualification
to SecBoK skills. This makes it possible to visualize, for example, which security roles a qualification holder
would be highly suitable for. The mapping is useful not only for personal development plans but also for
creating departmental and organizational structures, developing departments as a whole, and more.
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Range of questions for each qualification, and prerequisite skills
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Conclusion
Security Human Resource Development: Go to the Next Stage! JNSA

1. Does cybersecurity really have a human resource shortage?
There really is a shortage of human resources but the necessary human resources are
changing.

2. How about human resource shortages after the Olympics and Paralympic Games in
20207?
Even the United States, which has nothing to do with the upcoming Olympics, faces a
serious shortage of security human resources.

3. Why is security a management issue?
Cybersecurity damage is serious and a major risk to the global economy.

4. Security is not a concern for your company.
Security is a necessity for companies dealing with their digital transformation (DX) in
order to survive in the future.

5. Is SecBoK relevant only to security companies?
SecBoK is useful for the human resource development of not only security specialists
but also for human resources who need additional security skills.

6. What is a new stage for security human resource development?
Traditionally, human resource development of security specialists focuses on skills. In
addition to that traditional approach, it is necessary to think about tasks by asking “What
can with security skills do?” and also to nurture human resources who need
additional security skills since their business divisions or user companies require
security.
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